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Abstract

The rise of quantum algorithms capable of breaking widely deployed public-key schemes
has spurred the search for post-quantum alternatives. Lattice-based and code-based
cryptography are leading candidates, each with strong theoretical guarantees but different
trade-offs.  This thesis engages with both paradigms through two complementary
directions: the study of a lattice-code scheme and the analysis of new algorithmic problems
with cryptographic applications.

The first part focuses on the scheme of Li, Ling, Xing, and Yeo (LLXY), which
introduces lattices supporting efficient Bounded Distance Decoding. We analyse the
structure of these polynomial lattices, reformulate the construction as a Key Encapsulation
Mechanism (KEM), and propose refinements that yield compact ciphertexts while ensuring
security against adaptive Chosen Ciphertext Attacks. A comprehensive cryptanalytic
evaluation examines resistance to state-of-the-art lattice and decoding attacks, provides
conservative parameter choices, and highlights both the strengths and open challenges of
this approach.

The second part investigates algorithmic problems inspired by the generalised birthday
framework for {—1,1}™ vectors. We develop new Wagner-style k-list algorithms, analyse
their complexity, and demonstrate applications to a new version of the Inhomogeneous
Short Integer Solution (ISIS) assumption underlying a recent blind signature scheme. Our
results reveal new combinatorial attacks, clarify the hardness of this assumption, and
extend the framework to structured sums with arbitrary targets, supported by theoretical
and experimental analysis.

Together, these contributions shed light on less studied directions of post-quantum
cryptography and highlight the need for further scrutiny of both new constructions and
their underlying hardness assumptions.
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Chapter 1

Introduction

The design and analysis of cryptographic schemes in the post-quantum era has emerged as
a central challenge in modern cryptography. With the advent of quantum algorithms
capable of breaking widely deployed public-key primitives, there is an urgent need to
investigate alternative hardness assumptions and novel constructions that can withstand
quantum adversaries, as highlighted by ongoing post-quantum standardisation efforts
through the National Institute of Standards and Technology (NIST) competition. Among
the most promising directions are lattice-based cryptography, which relies on the hardness
of lattice problems such as Learning With Errors (LWE) and Short Integer Solution (SIS),
and code-based cryptography, rooted in the difficulty of decoding random linear codes.
Both paradigms offer strong theoretical foundations, but each comes with its own
trade-offs in terms of efficiency, structure, and security. In our work, we engage with both

these directions.

This thesis is structured in two main parts. The first half (Chapters 3-5) focuses on a
recently proposed scheme by Li, Ling, Xing, and Yeo (LLXY), which aims to bridge
lattice-based and code-based cryptography through a novel family of lattices that admits an
efficient Bounded Distance Decoding (BDD) algorithm. We provide a detailed analysis of
this lattice family together with a cryptanalytic study of the construction by Li
etal. [LLXY20]. We propose further improvements and carry out a comprehensive
security evaluation. The second half (Chapters 6-8) explores a new class of algorithmic
problems involving the generalised birthday problem for {—1,1}™ vectors. These
problems arise naturally in the analysis of a recent variant of the Inhomogeneous Short
Integer Solution (ISIS) problem by Baldimtsi etal. [BCGY24]. We propose new
combinatorial algorithms for this problem, investigate their complexity, and apply them to

challenge the security of a recently introduced blind signature scheme.



2 Introduction

The main contributions of this thesis can be summarised as follows.

1.1 Contributions of the First Half

The first part of the thesis is based on the publication [AG25].

In Chapter 3, we begin by examining the polynomial lattices introduced in the LLXY
scheme [LLXY20]. We show that while the construction is elegant in its attempt to
interpolate between lattice-based and code-based approaches, the original scheme is not
secure against adaptive Chosen Ciphertext Attacks (CCA). Our analysis introduces a new
structural formulation of polynomial lattices, which not only deepens theoretical
understanding but also opens potential avenues for further cryptanalysis.

Chapter 4 redefines the LLXY scheme as a Key Encapsulation Mechanism (KEM)
using Niederreiter’s framework [Nie86], thereby achieving more compact ciphertexts while
maintaining standard security levels. We show how to compute the parity-check matrix for
codes over the finite ring Z,_; directly, without first computing a generator matrix, and
explain decoding for ternary errors (i.e., errors in {—1,0,1}") while avoiding
decapsulation failures. We further demonstrate how to achieve Chosen Ciphertext Attack
security by applying standard techniques.

In Chapter 5, we present a full-fledged security analysis of the LLXY KEM, assessing
its resistance to the state-of-the-art lattice-based attacks and decoding attacks. We provide
conservative parameter choices and highlight the scheme’s flexibility in extending error
distributions beyond the ternary setting. On a practical note, we compute the public key
size and secret key size and provide a comparison against the cryptographic counterparts
like Kyber [BDK " 18], McEliec [BCL*17], BIKE [ABB*22], and HQC [MAB*18]. While
our study demonstrates the scheme’s strengths, we also emphasise the need for continued
cryptanalytic investigation of this special lattice family to evaluate its potential for use in
cryptographic schemes.

1.2 Contributions of the Second Half

In Chapter 6, we shift focus to a new computational problem: finding vectors from
{—1,1}™ that add up to the zero vector across multiple lists. This can be seen as a variant
of the generalised birthday problem introduced by Wagner [Wag02]. We analyse its
complexity and introduce a Wagner-like k-tree algorithm to obtain better running time. To

the best of our knowledge, this is the first systematic study of the problem. Beyond its
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algorithmic interest, we also show that it has direct cryptographic relevance, as it arises
naturally in the security analysis of a new hardness assumption.

Building on this, Chapter 7 applies the new k-tree algorithm to solve the randomised
one-more ISIS (rOM-ISIS) assumption, a recently proposed hardness assumption
underlying a blind signature scheme [BCGY?24]. We propose a combinatorial attack that
exploits the additive structure of rOM-ISIS and show that additional valid solutions can be
generated with complexity exponential in the dimension. Consequently, while the attack is
not feasible for a probabilistic polynomial-time adversary and the blind signature scheme
remains secure under its current parameter sets, our results indicate that the underlying
assumption is weaker than originally claimed.

Finally, in Chapter 8, we generalise the structured sum problem introduced in Chapter 6
by allowing a fixed target vector instead of the zero vector. We adapt and analyse a Wagner-
style k-list algorithm for this setting, providing both theoretical insights and experimental
validation. We observe that the complexity of the algorithm depends on the specific target
vector. For completeness of the complexity analysis, we give an overall average running

time by averaging over many possible target vectors.

1.3 Overall Outlook

Taken together, the two halves of the thesis contribute to advancing our understanding of
both cryptographic design and cryptanalysis in the post-quantum setting.

The study of the LLXY KEM highlights both the potential and the challenges of hybrid
constructions that combine ideas from lattice- and code-based cryptography. Through
promising results on the LLXY KEM, we encourage further research on the joint field of
lattice- and code-based post-quantum cryptography. The exploration of variants of the
generalised birthday problem and their associated algorithms open new directions for
analysing hardness assumptions derived from lattice problems, with implications for the
design of secure and efficient post-quantum primitives.

This dual focus reflects the central theme of the thesis: that progress in post-quantum
cryptography depends on the continual interplay between new constructions and their

cryptanalytic evaluation.






Chapter

Background

This chapter provides the background necessary for this work. This includes the precise

mathematical definitions and cryptographic terminologies we need throughout the thesis.

2.1 Notation

We denote the set of integers, rationals, reals, and non-negative integers by Z, Q, R, and N,
respectively. For ¢ € N, Z, denotes the ring of integers modulo ¢, and a finite field of order
q is denoted by F,. Let Z; denote the set of n-dimensional vectors with entries in Z,. Let
@ denote the bitwise XOR operation.

Vectors are written in bold lowercase (e.g., x). We write ||x||; for the /;-norm of a vector
x, and ||x|| = ||x]||2 denotes the Euclidean norm. Concatenation of two vectors is denoted
by (x || y). We denote matrices with boldface capital letters. If M is a matrix, we usually
adopt the compact notation M ; to indicate the element in the i row and j column, and
denote with M " its transpose. We write I,,, for the m x m identity matrix.

Choosing an element x at random from a set or distribution D is denoted by x < D.
We use Pr[E] to denote the probability that an event E occurs. The expected value of a

random variable z is often denoted by E[z].

Birthday problem In probability theory, the birthday problem asks for the probability
that, in a set of n randomly chosen people, at least two will share the same birthday. In
cryptography, we use this as a probabilistic tool that is used to determine the expected
number of elements that need to be drawn from a given set until a collision is found (Section
14.1 [Gall2]).



6 Background

Definition 2.1 (Birthday Problem). Given two lists Ly, Lo of elements drawn uniformly and
independently at random from {0, 1}", find x; € Ly and x5 € Ly such that x; & x3 = 0.

Since x; & x5 = 0 if and only if x; = x5, the task reduces to finding a collision
between the two lists. A straightforward strategy is to sort both lists and check for equal
elements, or equivalently to compare all pairs. = However, these approaches are
computationally inefficient, and motivate the study of more effective collision-finding
methods that exploit probabilistic arguments rather than exhaustive comparison.

In Part II of the thesis we work extensively with algorithms that has foundation in the
birthday problem. The following theorem provides a probabilistic estimate for the list sizes

required to expect such a collision.

Theorem 2.1 [Gall2]. Let S be a set of N elements and let samples be drawn independently

and identically distributed (i.i.d.) uniformly from S. Then the expected number of samples
to be taken before some element is sampled twice is less than \/TN/2 + 2 ~ 1.253v/N.

2.2 Asymptotic Complexity

Asymptotic complexity is the key to comparing algorithms. The time complexity of an
algorithm summarises how the execution time of an algorithm grows with the input size. The
space complexity similarly summarises how the amount of memory an algorithm requires
grows with the input size. Both these complexity measures ignore constant factors, because
those depend on machine details such as instruction set or clock rate. Complexity measures
instead focus on asymptotic growth, which is independent of the particular machine and
thus permit comparison of different algorithms without regard to particular hardware. For
sufficiently large inputs, asymptotic effects will dominate any constant factor advantage.

In this thesis, we use standard asymptotic notations to describe the growth of functions.
Let f,g : N — R™ be functions.

* Big-O notation: We write f(n) € O(g(n)) if there exist constants ¢ > 0 and no € N
such that
f(n) <c-g(n) foralln > ny.

This gives an asymptotic upper bound on f.

* Big-Q2 notation: We write f(n) € Q(g(n)) if there exist constants ¢ > 0 and ny € N
such that
f(n) >c-g(n) foralln > ny.

This gives an asymptotic lower bound on f.
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* Big-O notation: We write f(n) € ©(g(n)) if there exist constants ¢;,co > 0 and
no € N such that

c1-g(n) < f(n) <cy-g(n) foralln > ny.

This means f is bounded above and below by constant multiples of g for sufficiently

large n.

Asymptotic complexity often simplifies the description of an algorithm’s performance by
focusing on the dominant growth rate, potentially hiding polynomial or logarithmic factors
(unless otherwise specified). For instance, an algorithm with a complexity of O(n + logn)
simplifies to O(n) because for large values of n, the linear term (n) dominates the

logarithmic term (logn).

2.3 Cryptographic primitives

This section discusses the basic cryptographic schemes that will be used throughout the
thesis. In accordance with standard practice in modern cryptography, we provide precise
mathematical definitions of the schemes and their corresponding security properties [KLO7,
Gall2].

2.3.1 Public-Key Encryption scheme

Let 1* be a security parameter. A Public-Key Encryption (PKE) scheme is a triple of
probabilistic, polynomial-time algorithms (KeyGen, Enc, Dec) defined over three spaces as
given in Figure 2.1. Let K be a key space, where the public key space is denoted by Kppi
and the private key space by K,iy. The set of messages to be encrypted, or plaintext space,
is given by P and depends on the public key. C denotes the set of the messages transmitted
over the channel, or ciphertext space.

It is required that, for all (pk,sk) <s KeyGen and all messages m € P, we have
Dec(Enc(m, pk), sk) = m except with negligible probability over the randomness of
KeyGen and Enc. This property is referred to as (perfect) correctness.

Security of Encryption

To analyse the security of a public-key encryption scheme, we formalise the following
security properties. A basic requirement is One-Way encryption, which ensures that given a

ciphertext and the public key, it is infeasible for an adversary to recover the plaintext.
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KeyGen(1*) : A probabilistic key generation algorithm that takes as input a security
parameter 1* and outputs a public key pk € K, and a private key sk € Kpriy. Assume
that pk and sk each have length at least A\, and A can be determined from pk and sk.

Enc(pk,m) : A (possibly probabilistic) encryption algorithm that receives as input a
public key pk € K, and a plaintext m € P and returns a ciphertext ¢ € C. Denote
this by ¢ <— Enc(m, pk).

Dec(sk,c) : A deterministic decryption algorithm that receives as input a private key
sk € Kyiv and a ciphertext ¢ € C and outputs either a plaintext m € P or the failure
symbol L. Write this as m := Dec(c, sk).

Figure 2.1: Public-Key Encryption scheme

We define the notion of one-wayness under chosen-plaintext attacks (OW-CPA) as

follows.

Definition 2.2 (OW-CPA). A deterministic  public-key  encryption  scheme
(KeyGen, Enc, Dec) is said to be one-way under chosen-plaintext attack (OW-CPA) if for

every probabilistic polynomial-time adversary A,
Pr[A(pk, Enc(pk, m)) = m] < negl(\),

where (pk, sk) <s KeyGen(1*) and m < P.

OW-CPA captures the minimal requirement that a ciphertext does not reveal enough
information to efficiently recover the underlying plaintext. Semantic security ensures that
an adversary learns no information at all about a message from its ciphertext, apart from
possibly the length of the message. The Indistinguishability (IND) property requires that an
adversary cannot distinguish between encryptions of two chosen plaintexts, chosen by the
adversary, of the same length. These notions form the basis for modern security definitions.

Indistinguishability can be achieved in various attack models. We present here two of the
most widely studied: chosen-plaintext attacks (CPA) and adaptive chosen-ciphertext attacks
(CCA2).

Definition 2.3 (IND-CPA). Run KeyGen(1%) to obtain keys (pk, sk). An adversary A for
indistinguishability under chosen-plaintext attacks is given pk and in the challenge phase,
A outputs two messages mg, my € P of equal length. A uniform bit b € {0, 1} is chosen
and the challenger returns c* <— Enc(my, pk). The adversary outputs a guess b*. We define
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the advantage as

AdvIiPPAN) = |Prb* = b] — L.

2

A scheme is IND-CPA secure if for all probabilistic polynomial-time adversaries this

advantage is negligible in the security parameter.

Definition 2.4 (IND-CCA2). Run KeyGen(1*) to obtain keys (pk,sk). An adversary A
for indistinguishability under adaptive chosen-ciphertext attacks is given pk and has oracle
access to the decryption oracle Decy(+), with the restriction that the challenge ciphertext c*
cannot be queried to the decryption oracle. In the challenge phase, A outputs two messages
mo, m; € P of the same length. A uniform bit b € {0,1} is chosen and the challenger
returns c* < Enc(my, pk). The adversary may continue to query the decryption oracle on
any ¢ # c* before outputting a guess b*. The advantage is defined as

Adv')P A2 (N) = |Pr[br = b] — L.

A scheme is IND-CCA2 secure if for all probabilistic polynomial-time adversaries, this

advantage is negligible in the security parameter.

2.3.2 Key Encapsulation Mechanism

A Key Encapsulation Mechanism (KEM) [Den03] is a cryptographic primitive that allows
anyone in possession of some party’s public key to securely transmit a key to that party. A
KEM can be viewed as a key-exchange protocol in which only a single message is
transmitted; the main application is in combination with symmetric encryption to achieve
public-key encryption of messages of arbitrary length.

A KEM is a triple of probabilistic polynomial-time algorithms (KeyGen, Encap, Decap)
and a corresponding key space K. The Key Generation algorithm generates a pair of public
and private keys. In place of encryption algorithm in PKE, we now have an Encapsulation
algorithm that takes only a public key as input and no message and outputs a ciphertext
along with a key. A Decapsulation algorithm is run to recover the key from the ciphertext
using the private key.

It is required that with all but negligible probability over the randomness of KeyGen(1*)
and Encap(pk), if Encap(pk) outputs (c, k), then Decap(c, sk) outputs k.

For € > 0, a KEM is e-correct if for all (pk, sk) < KeyGen(1*) and (c, k) + Encap(pk),
it holds that

Pr[Decap(sk,c) # k| <.
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KeyGen(1*) : A probabilistic key generation algorithm that takes as input a security
parameter 1* and outputs a public/private key pair (pk, sk). Assume that pk and sk
each have length at least A, and A can be determined from pk.

Encap(pk) : A probabilistic encapsulation algorithm that takes as input a public key pk
(which implicitly defines \) and outputs a ciphertext c and a key k£ € IC. Write this as
(c, k) < Encap(pk)

Decap(c, sk) : A deterministic decapsulation algorithm that takes as input a secret key
sk and a ciphertext ¢ and returns a key £ € K or L denoting failure. Write this as
k := Decap(c, sk).

Figure 2.2: Key Encapsulation Mechanism.

A KEM is correct if € = 0. The security of a KEM ensures that an adversary without the
private key cannot distinguish the encapsulated key from a random value. Therefore, the
security of KEMs is defined in terms of the indistinguishability of the session key against
chosen-plaintext (IND-CPA) and chosen-ciphertext (IND-CCA) adversaries.

In the notion of CPA-security for PKEs, it requires that the attacker is unable to
distinguish whether ciphertext c an encryption of some message mg or some other message
m;. With a KEM there is no message, and we require instead that the encapsulated key £ is

indistinguishable from a uniform key that is independent of the ciphertext c.

Definition 2.5 (IND-CPA for KEM). Run KeyGen(1*) to obtain keys (pk, sk) and then
Encap(pk) to generate (c, k). A uniform bitb € {0,1} is chosen and if b = 0, set k = k. If
b = 1, then chose a uniform kek.
An adversary A for indistinguishability under chosen-plaintext attacks is given (pk, c, /%)
and in the challenge phase, A outputs a bit b*. We define the advantage as
AdvVI R T (N) = [Prbr = b] — 1.

A KEM is IND-CPA secure if for all probabilistic polynomial-time adversaries this

advantage is negligible in the security parameter.

Definition 2.6 (IND-CCA for KEM). Run KeyGen(1%) to obtain keys (pk,sk) and then
Encap(pk) to generate (c, k). A uniform bit b € {0,1} is chosen and if b = 0, set k = k. If
b = 1, then chose a uniform keKk. An adversary A for indistinguishability under adaptive
chosen-ciphertext attacks is given (pk,c*, /2:) and has oracle access to the decapsulation

oracle Decapy,(-), with the restriction that the challenge ciphertext c* cannot be queried to
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the decap oracle. In the challenge phase, the adversary may continue to query the decap

oracle on any c # c* before outputting a guess b*. The advantage is defined as

ADYRES2 () = [Prly = 1] — 3.

A KEM is IND-CCA2 secure if for all probabilistic polynomia-time adversaries, this

advantage is negligible in the security parameter.

KEMs are widely used in hybrid encryption schemes, where they provide secure key

exchange for symmetric encryption.

2.3.3 Signature schemes

A signature scheme is defined, analogously to encryption, by message, signature and key
spaces depending on a security parameter A\. There is a KeyGen algorithm and algorithms
Sign and Verify. Let Ksjq, be the signing key space and Kyerir, be the verification key space.
The set of documents to be signed, or message space, is P and the set of the signatures to

be transmitted along with the messages, or signature space, is 2.

KeyGen(1%) : A probabilistic key generation algorithm that takes as input a security
parameter 1* and outputs a signing key sk € Ksg, and a verification key vk € Kyerify -

Sign(m, sk) : A (possibly probabilistic) signing algorithm that receives as input a
signing key sk € Ksign and a message m € P and returns a signature o € 3.

Verify(m,vk,0) : A deterministic decryption algorithm that receives as input a
verification key vk € Kyeriry,, @ message m € P and a signature 0 € ¥ and outputs
1, if the signature is recognized as valid, or 0 otherwise.

Figure 2.3: Signature Scheme

We require that except with negligible probability over (sk, vk) output by KeyGen(1?),
it holds that Verify(m, Sign(m, sk), vk) = 1 for every valid message m € P.

The main attack goals against signature schemes are as follows. A fotal break occurs
when an adversary recovers the private key corresponding to the given public key. In a
selective forgery (also called target message forgery), the adversary is able to generate a
valid signature under the given public key on a specific chosen message. Finally, in an

existential forgery, the adversary produces at least one valid pair (m, o), where m is any
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message that has never been signed by the legitimate signer and o is its corresponding
signature under the given public key.

The formal definition of security of a signature scheme is as follows:

Definition 2.7. Run KeyGen(1*) to obtain keys (pk, sk). An adversary A is given pk and
access to an oracle Sign (). The adversary then outputs (m, o). Let () denote the set of all

quesries A made to its oracle. A succeeds if and only if
1. Verify, (m,0) = 1 and

2.méQ.

In this case the output of the experiment is defined to be 1.
A signature scheme (KeyGen, Sign, Verify) is existentially unforgeable under an adaptive
chosen-message attack, or just secure, if for all probabilistic polynomial-time adversaries

A, there is a negligible function negl(\) such that:

Pr[Sig-forge 4(\) = 1] < negl())

Blind Signature scheme

The goal of a blind signature scheme [Cha83] is to allow a receiver to obtain a signature on
a message of the receiver’s choice without revealing this message to the signer. Typically,
blind signatures are implemented as an interactive protocol between the signer (holding a
secret key, sk) and the user (holding the message m to be signed and the signer’s public
verification key, vk). At the end of their interaction, the receiver should obtain a valid
signature o on m.

Formally, a blind signature scheme is a four-tuple consisting of two interactive Turing
machines, the Signer and the User, (S, U), and two algorithms (KeyGen, Verify) [JLO97].
The complete definition of a blind signature scheme is given in Figure 2.4.

A blind digital signature scheme should satisfy two security properties: blindness (i.e.,
the signer does not obtain any information with respect to m) and one-more unforgeability
(i.e., the receiver cannot create more valid signatures beyond the ones received after
interacting with the signer).

* Blindness: Let b < {0,1}. A PPT adversary .4 chooses two messages mg, m; and
interacts in parallel with two users, U, and U;, who receive m, and m;_,

respectively. If both users output valid signatures, A is given both signatures ordered
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KeyGen(1*) : A probabilistic key generation algorithm that takes as input a security
parameter 1* and outputs a signing key sk € Ksg, and a verification key vk € Kyerify-

S(sk,vk),U(vk,m) : S and U engage in an interactive protocol of some polynomial
(in the security parameter) number of rounds. At the end of this protocol S outputs
either “completed” or “not-completed” and U outputs either “fail” or a signature o on
m. The signing algorithm Sign(sk, m) is implicitly defined by this interaction; namely,
Sign(sk, m) outputs the signature o(m) obtained by simulating the protocol between
S(sk,vk), and U(vk, m).

Verify(vk,m,o(m)) : A deterministic polynomial-time algorithm, which outputs
“accept”’/“reject” with the requirement that for any message m, and for all random
choices of key generation algorithm, if both S and U follow the protocol then S
always outputs “completed”, and the output of U is always accepted by the verification
algorithm.

Figure 2.4: Blind Signature Scheme

as (o(my),o(my)). A then outputs a guess b. The scheme is blind if there exists a
negligible function negl(\) such that:

~ 1
Pr[b =10] < 3 + negl(\).

* One-more Unforgeability: The adversary A interacts adaptively with the signer and
obtains at most ¢ valid signatures through the signing protocol. Eventually, .A outputs
(ml, 0'1), ey (mj, O'j) such that

Verify(pk,m;,0;) =1 forall1 <i <.

The scheme is one-more unforgeable if no PPT adversary can produce more valid
signatures than the number of completed signing interactions, i.e., j > ¢ occurs only

with negligible probability in the security parameter .
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2.4 Lattices

An n-dimensional lattice L is a discrete additive subgroup of R™. Given linearly
independent vectors by, ..., b, € R", the lattice generated by them is

d
E:{XGR" | x:ZzibiforziEZ}.

=1

The d x n matrix B with rows by, ..., by is called a basis of L. The integer d is the rank
of the lattice, which is the number of vectors in a basis of a lattice. A lattice is full rank
if the rank of the lattice is equal to the dimension, i.e., d = n. For a point t € R" and a
lattice £ C R", define the distance from t to the lattice as dist(t, £) = minge, ||t — x||.
The (centred) fundamental parallelepiped of a lattice basis B is given by

d
P(B):{Zz,-bi | —=1/2 <2z <1/2 forall ie{l,...,d}}.
i=1

The volume (or determinant) of a full-rank lattice £ is vol(L) = | det(B)|. In other words,

it is the d-dimensional volume of the fundamental parallelepiped of a basis of L.

The set of all vectors in R™ whose inner product with every vector in a full-rank lattice
L C R" is an integer is called the dual lattice, denoted by L*.

Lr={yeR" : (y,x) € Zforallx € L}.

Gram-Schmidt Orthogonalization The Gram-Schmidt algorithm takes a vector space
basis by,...,b; as input and constructs an orthogonal basis bj,..., b} recursively,
beginning with b; = b} and then computing

(bs, b})

iy g

1T by )

i—1
l1<i<d, 1<j<i and b::bi_zui7jb;'
j=1

Lattice reduction algorithms recursively modify the basis vectors to make them
“size-reduced” and shorter. They continuously check the lengths of the Gram-Schmidt
vectors to swap and reduce them until an acceptable quality is reached. A basis is
considered “reduced” when the Gram-Schmidt vectors do not drop in length too

drastically. This enables algorithms to find surprisingly short vectors in a lattice.
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A special class of lattices we use are g-ary lattices, which are sublattices of Z™. For
A e ZZX’”, define

EqL(A) —{xe€Z":Ax" =0 (mod q)},

Ly(A)={x€Z™ : x=sA (mod q) forsome s € Z;}.

The lattice £,(A) is the lattice generated by the rows of A modulo ¢ and £, (A) is the set
of integer solutions in Z™ to the system of n linear equations modulo ¢ defined by the rows
of A.

We write \;(L) for Minkowski’s successive minima, i.e., the radius of the smallest ball
centred around zero containing ¢ linearly independent lattice vectors. In particular, the
length of the shortest non-zero vectors of a lattice £ is denoted by A\(L). The Gaussian

heuristic estimates the length of the shortest non-zero vector in a full rank lattice £ as
M(L) ~ [ —— vol(£)/™. 2.1)
2me

2.4.1 Gaussian Functions and Discrete Gaussians

For ¢ € R™ and o > 0, the (spherical) Gaussian function is

o (L)

202

When ¢ = 0 we write p,(x). An alternative parametrisation uses ( = ov/27:
]
pc(x) = exp (—W? :
For a finite set S C R", define p¢(S) = >, ¢ pc(x). The discrete Gaussian distribution

over a lattice £ with parameter ( is

Dpo(x) =X ) ser

pc(L)’

Micciancio and Regev [MRO7] proposed a lattice quantity called the smoothing
parameter, which quntifies the minimum amount of Gaussian noise that is needed to
smooth out the discrete structure of a lattice. Above this threshold, a discrete Gaussian

over the lattice begins to behave similarly to a continuous Gaussian distribution.
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Definition 2.8. For any n-dimensional lattice L and positive real ¢ > 0, the smoothing
parameter (L) is the smallest real ¢ > 0 such that py,c(L*\ {0}) < e.

Lemma 2.1 [MRO7, Lemma 4.3]. For any n-dimensional lattice L, vector ¢ € R", and
reals 0 < € < 1, { > 2n.(L), where n.(L) is the smoothing parameter, we have

2
€
B x—ellf < (15 ) ¢

1 €
2
ExHﬁDg,c,g[HX - CH ] < (% + 11— E) CQ”

Lemma 2.2 [MR0O7, Lemma 4.4]. For any n-dimensional lattice L, vector ¢ € R", and
reals 0 < € < 1, ( > n(L), we have

1
Pr [llx—cl|>¢vVn] < (1ti> 9.

x<_$DL,c,C

2.4.2 Lattice Problems

Lattice-based cryptography relies on the assumed difficulty of solving computational
problems on lattices. Below, we outline the key lattice problems that are central to this
work.

Shortest Vector Problems. One of the most fundamental and extensively studied
problems in lattice theory is the Shortest Vector Problem (SVP).

Definition 2.9 (SVP). Given a basis of L, find a vector x € L with ||x]|, = A\ (L).

An important variant of SVP in lattice-based cryptography is the Unique Shortest Vector
Problem (uSVP), which assumes a promise that the shortest non-zero vector is uniquely
short.

Definition 2.10 (uSVP). Given L such that \y(L) > v\ (L) for some v > 1, find the

shortest non-zero vector in L.

Closest Vector Problems. Another key problem is the Closest Vector Problem (CVP),
which asks for a lattice vector nearest to a given target vector.

Definition 2.11 (CVP). Given a basis B for a lattice L C R" and a target point t € R",
find a lattice vector x € L with ||t — x||o = dist(t, £).
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A variant of the closest vector problem relevant in lattice-based cryptography is the
Bounded Distance Decoding (BDD) problem.

Definition 2.12 (BDD). Given a basis of L and a target t € R"™ satisfying dist(t, L) <
YA (L) for some v < 1/2, find x € L close to t.

Learning With Errors. Regev [Reg09] introduced the Learning With Errors (LWE)
problem and proved a fundamental worst-case to average-case reduction for lattice

problems. The average-case LWE problem is defined as follows.

Definition 2.13 (LWE). Let n, q be integers, x be a probability distribution onZ, and s € Zy
be a secret vector. The LWE distribution As  outputs (a,b) € Z; X Z,, where, a +$ Z;
uniformly, e < x, and b = (a,s) + e (mod q).

Equivalently, one may view LWE in matrix form by collecting m independent samples.
Let A € ngm be the matrix whose columns are the samples a;, and let e € Z? be the error
vector. Then the corresponding LWE instance is

b=sA+e (modg), where beZ]

The search-LWE problem is to recover s € Z; from polynomially many samples drawn
from As .. The decision-LWE problem is to distinguish polynomially many samples from
the LWE distribution A , from uniformly random samples in Zj; x Z,. Search-LWE can be
seen as an average-case BDD problem on the family of g-ary lattices £,(A) C Z™, where
the target point is a noisy lattice vector sA + e € Z™.

In many instances, Y is taken to be a discrete Gaussian distribution over Z with mean

zero and standard deviation aq/+v/ 27, for some o < 1.

Short Integer Solution. Ajtai [Ajt96] introduced the well known Short Integer Solution
(SIS) problem which asks to find a short solution to a linear algebra problem modulo q. Its

inhomogeneous version was formalised later in [Mic07].

Definition 2.14 (SIS). Let g, n, m, [ be functions of a security parameter \. An instance of
the SISy n.m 5 problem is a matrix A < Z;*", and a solution to the problem is a non-zero
integer vector z € 7" such that ||z||, < § and Az = 0 (mod q).

Definition 2.15 (Inhomogeneous-SIS). Let q,n,m, 3 be functions of a security parameter
A. An instance of the SIS, 1, 3 problem is a matrix A < Z;"*" and a vector 'y < Zy,
and a solution to the problem is a vector z € 7" such that ||z||, < f and Az =y (mod q).
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2.4.3 Lattice Algorithms

In this section, we summarise the lattice algorithms and their behaviour that are relevant for

this work.

Lattice Reduction

Lattice reduction (also known as lattice basis reduction or basis reduction) is the process of
improving the quality of a lattice basis. It transforms a lattice basis into a more orthogonal
one while preserving the lattice. Well-known lattice reduction algorithms include the LLL
algorithm [LLL82] and the BKZ algorithm [SE94]. In this work we consider the BKZ-2.0
algorithm [CN11].

The BKZ algorithm is specified by a block size 3, which is upper bounded by the rank of
the lattice. The BKZ-( algorithm repeatedly calls an SVP oracle for finding (approximate)
shortest non-zero vectors in projected lattices (also called local blocks) of dimension (5. The
basis obtained from BKZ-/ reduction is called the BKZ-5 reduced basis. In the Hermite-

factor model, we assume that the BKZ-3 reduced basis contains a vector of length,

1/8 . 4\ 23D
[by|| = 6" vol(£)'/",  with § = ((”5)—5> |
2me

where ¢ is the root-Hermite factor [Chel3]. We model the length of the vectors in the
BKZ-f reduced basis using the Geometric Series Assumption (GSA)[Sch03, AGVW17] as
follows.

Definition 2.16 (GSA). The norms of the Gram-Schmidt vectors after lattice reduction
satisfy
Ibi|| = 't -||by| forsome0 < a < 1.

Combining the root-Hermite factor ||b;|| = 6™ vol(£)'/"

get @ = § 2/ (1),

with the GSA assumption, we

Babai’s Nearest Plane Algorithm

Babai’s Nearest plane algorithm (denoted by NP) is a decoding algorithm and is useful as
a building block of several attacks and algorithms. For more details we refer to Babai’s
original work [Bab86] .

The inputs to the NP algorithm are a lattice basis B C Z? of full rank lattice and a target
vector t € RY. The corresponding output is a vector e € R? such that t — e € £(B). We
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denote the output by NPg(t) = e. The output of the Nearest Plane algorithm satisfies the

following condition, as shown in [Bab86].

Lemma 2.3. Let B C Z? be a basis of a full rank lattice and t € R? be a target vector.
Then NPg(t) is the unique vector e € P(B*) that satisfies t — e € L(B), where B* is the
Gram-Schmidt basis of B.

2.4.4 Lattice Trapdoors

A trapdoor is a secret piece of information that enables efficient solutions to problems that
are otherwise computationally hard. In the context of lattice based cryptography, lattices
with trapdoors are statistically indistinguishable from randomly chosen lattices, yet they
possess certain hidden structures that allow efficient solutions to hard lattice problems
[MP12]. This concept underlies trapdoor one-way functions, which are efficiently
computable in the forward direction but hard to invert without the trapdoor; given a
trapdoor T, there exists an algorithm F~! such that F'~*(7, F(z)) = x. Trapdoors are
central to modern lattice-based cryptography because they enable secure and efficient
constructions for public-key encryption, digital signatures, and other advanced primitives,
while ensuring strong security against both classical and quantum adversaries.

We recall the trapdoor function framework of Gentry, Peikert, and
Vaikuntanathan [GPVO08], which provides collision-resistant hash functions together with
an efficient trapdoor preimage sampler. The construction is given by three probabilistic

polynomial-time algorithms (TrapGen, SampleDom, SamplePre) that satisfy the following:

1. Generating a function with trapdoor: TrapGen(1™) outputs (a,t), where a is the
description of an efficiently computable function f, : D,, — R, (for some efficiently
recognizable domain D, and range R, depending on n) and ¢ is some trapdoor

informaton for f,.
For the remainder, fix some (a,t) <— TrapGen(1™).
2. Domain sampling and uniform output: SampleDom(1") samples an x from some

(possibly non-uniform) distribution over D,, for which the distribution of f,(z) is

uniform over R,,.

3. Preimage sampling with trapdoor: for every y € R, SamplePre(¢,y) samples from
the consditional distribution of x <— SampleDom(1™), given f,(z) = y.

4. Preimage min-entropy: For every y € R,, the conditional min-entropy of
x < SampleDom(1"), given f,(z) = y is at least w(logn).
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5. Collision-resistance without trapdoor: for any probabilistic poly-time algorithm A,
the probability that A(1", a) outputs distinct z, 2’ € D,, such that f,(z) = f,(2') is
negligible, where the probability is taken over the choice of a and .A’s random coins.

In the second half of this thesis, we use the following definitions of TrapGen and
SamplePre given in [BCGY24], which are adapted from the original framework
in [GPVO08].

Definition 2.17 (Trapdoor lattice sampler [BCGY?24]). For lattice parameters n, m, q with
n > O(mlogq), a trapdoor lattice sampler consists of algorithms TrapGen and SamplePre
with the following syntax:

1. TrapGen(1",1™,q) — (A,Ta): The lattice generation algorithm is a randomised
algorithm that takes as input the matrix dimensions n, m, modulus q, and outputs a

matrix A € Z;"*" together with a trapdoor T.

2. SamplePre(A,Ta,u,() — s: The preimage sampling algorithm takes as input a
matrix A, trapdoor T'a, a vector u € Z;”, and a parameter € R (which determines

the length of the output vectors). It outputs a vector s € Z; such that As = u and
Is[| < ¢v/n.

These samplers are typically implemented using discrete Gaussian sampling over
L (A) with appropiate centres.

2.5 Codes

For a prime or prime power ¢, a g-ary linear code over a field F, is a linear subspace of Iy .
If % is the dimension of the subspace, then an [n, k]-linear code is said to have dimension &
and length n. A generator matrix G for a linear code is a k X n matrix whose rows span the
code. Given a generator matrix G, the matrix SG, where S is any invertible k£ X k matrix
over IF,, generates the same code. By permuting columns if necessary until the leftmost
k x k submatrix is invertible, one can choose S so that the generator matrix is in the form
G = (Ik M) . This is called the standard form of the generator matrix.

The matrix G generates the code as a linear map: for each message m € ]F’;, we obtain
the corresponding codeword mG. In systematic form, the first k& positions of the codeword

coincide with the message itself; these positions are called the information symbols.

Definition 2.18 (Dual code). Let C' be an [n, k]-linear code over F,. The dual code of C' is

Ct={xecF:x-y=0VyeC},
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where x -y = Y., x;y; is the standard inner product over F,,.

The dual code C* for a linear code C'is an [n, (n — k)]-linear code of dimension n — k

and length n. If G = (Ik, M> is a generator matrix in standard form of the code C', then

H= (—MT L. k) is a generator matrix for C. The matrix H is a very important matrix
for the code C'itself. H is called the parity check matrix for the code, and it describes the
code as follows:

Vx €Fl, x € C < xH' =0.
In other words, if G is a generator matrix for a code C, then the parity check is an (n—k) xn
matrix that satisfy the condition GH' = 0.

Remark 2.1.In this thesis we use the convention that the parity-check matrix

-M
H = < ) ,is n x (n — k) with columns spanning C*, so that GH = 0 holds. This is
n—k

the transpose of the usual parity-check matrix definition, where rows span C+.

Codes are usually studied in the context of the Hamming metric.

Definition 2.19 (Hamming Metric). Let q be a prime power and ¥, the finite field of order
q. Forx,y € IF}, the Hamming distance between x and'y is defined as

du(x,y) = {i € {1,....n} | £ i}

The Hamming weight of X is wt(x) = dg(x, 0), i.e., the number of non-zero coordinates.

Definition 2.20 (Minimum distance). Let C' C IF;L be a code. The minimum Hamming
distance of C' is
d(C) = min dy(x,y).

x,yeC
x#y

Alternative metrics, such as the Lee metric, are often used in other scenarios, for

example codes over rings.

Definition 2.21 (Lee Metric). Let Z, denote the ring of integers modulo q. For a € Z,, the
Lee weight of a is

wtrz(a) = min(a, ¢ — a),

where the integers are taken in {0,1,...,q — 1}. For avector x = (x1,...,7,) € ZY, the

Lee weight is

wty (x) = Z wt(;).
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The Lee distance between X,y € Zy is

dp(x,y) = wir(x —y).

In the first half of the thesis we work with the ¢; norm on Z". To be precise, we write
vectors v € Z7_j as v = (v1,...,v,), where —@ <wv; <1 Vi, and define the /; norm
_ n
as |[v = X252, [vil-
When working over the ring Z,,, the corresponding distance measure in coding theory is

the Lee metric. For u, v € Zy, their Lee distance is defined as

dp(u,v) = Zmin (Jui = vil, ¢ = Ju; — v3]),
=1

where subtraction is performed in Z, and each coordinate is interpreted as an integer in
the range [—(q — 1)/2, ¢/2|. In this representation, the Lee weight of v coincides with the
¢, norm of its integer representative. Thus, the Lee metric can be seen as the ¢; distance

“wrapped” modulo q.

(¢ — 1)-ary codes

Recall that every full-rank integer matrix can be transformed by unimodular row operations

into a unique matrix in Hermite normal form (HNF).

Definition 2.22 (Hermite Normal Form). A matrix A € Z™*" has a (row) Hermite normal

form H if there is a square unimodular matrix U such that H = UA and

1. His upper triangular ( i.e., h;; = 0 for i > j),and any rows of zeros are located

below any other row.

2. each pivot (first non-zero entry in a non-zero row) is always strictly to the right of the

leading coefficient of the row above it; moreover, it is positive.
3. in each pivot column, all entries above the pivot satisfy 0 < h; ; < h; ;.

The HNF provides a canonical representation of an integer lattice. If ¢ is prime and L is
ais a g-ary lattice in Z" with volume ¢"*, then a basis for £ spans a dimension k code over
FF,. The generator matrix for the code is given by the first £ rows of the Hermite normal
form of a basis for the lattice.

A similar phenomenon can occur when ¢ is not prime, as will be seen in the first half of
the thesis.
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For a finite ring R, a subset C' C R" is called an R-submodule of R" if it is closed under
addition and scalar multiplication by elements of 2. A linear code of length n over the ring
R is an R-submodule of R". In this thesis we will work with codes over the finite ring Z,_;,
which we call (¢ — 1)-ary codes.

2.5.1 Syndrome Decoding

Given a linear code C' with parity-check matrix H € IFZX(”*’“)

, for any vector x € IF;’“, the
vector xH € IFZ"“ is called the syndrome of x. The syndrome decoding method uses this to
efficiently correct errors in received words.

Specifically, the code C' partitions the space [} into q"* distinct cosets of C. Each
coset contains at least one vector of minimum Hamming weight. Any such vector is called
a coset leader. In general, the coset leader is not unique; if multiple vectors have the same
minimum Hamming weight, we select a unique representative using a fixed rule, such as
lexicographic ordering.

Syndrome decoding works by pre-computing a table of syndromes and their
corresponding coset leaders. When a received vector z = X + e is observed, where x € C

is the original codeword and e is an error vector, its syndrome satisfies:
zH=xH +eH =0+ eH = eH.

If the weight of the error wt(e) is within the error-correcting radius of the code, i.e.,

wi(e) < {%J ,

where d is the minimum distance of C', then e is the unique coset leader for the syndrome
zH. This enables the decoder to efficiently identify and correct the error by looking up the

syndrome in the precomputed table.

Definition 2.23 (Syndrome Decoding Problem (SDP)). Let q be a prime power
H € IFZJX("%) a parity-check matrix, and w a positive integer. Given a syndrome
s € Fg"_k), the Syndrome Decoding Problem is 7o find a vector e € Fy such that eH = s

and wt(e) < w, where wt(-) denotes the Hamming weight.

2.5.2 Code based cryptography

Code-based cryptography studies cryptographic schemes which base their security on hard
problem from coding theory. Classically, the underlying hard problem is the decoding of a
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random linear code. This problem was shown to be NP-complete. McEliece proposed the
first code-based encryption scheme in 1978 [McE78].

McEliece encryption scheme

The McEliece scheme is the first code-based public key encryption scheme, introduced by
Robert McEliece. The public key of the McEliece scheme specifies a random binary Goppa
code that has an efficient decoding algorithm.

Definition 2.24 (Classical Goppa codes). Fix a finite field Fom and consider a set of n
distinct elements oy, . . . v, inFom. Fix an integert, 2 <t < (2™—1)/m, and an irreducible
degree-t polynomial g.

The Goppa code I' = T'(ay, ...y, g) consists of all elements a = (ay,...,a,) in Fom

satisfying

Z di -=0 (mod g(z)).

The dimension of the code I' is at least n — ¢m and the minimum distance is at least
2t + 1.

A ciphertext of the scheme is a codeword plus random errors. The private key allows
efficient decoding: extracting the codeword from the ciphertext, identifying and removing
the errors.

The McEliece system was designed to be one-way (OW-CPA secure in the sense of
Definition 2.2), meaning that an attacker cannot efficiently find the codeword from a
ciphertext and public key, when the codeword is chosen randomly. Despite extensive
cryptanalytic efforts over the years, the security level of the McEliece systems has
remained remarkably stable.

The scheme can be easily generalised to codes over IF,. Let Kpp be the set of k£ x n
matrices over F, and K, is the code description given by I'. Plaintext is taken over the
vector space IF’; and the error vector over [y .

The McEliece system has prompted a tremendous amount of follow-up work. Some
of this work improves efficiency while clearly preserving security: this includes a “dual”
scheme proposed by Niederreiter.

Niederreiter cryptosystem

In contrast to McEliece, the Niederreiter cryptosystem [Nie86] is based on the dual of the
error-correcting codes employed in the McEliece system, with its public key comprising a

parity check matrix. We present a brief overview of the Niederreiter cryptosystem in Figure
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KeyGen :  Generate at random a polynomial g € F,n[z] and elements a, ..., o, €
[F,m, then build the Goppa code I' = I'(avy, . . ., vy, g) over [F,, and its generator matrix
G. Take G to be the standard form of G. Publish the public key G € K, and store
the private key I' € Ky

Enc: On input a public key G € K, and a plaintext m € F%, sample a random error
vector e of weight w in [y and return the ciphertext ¢ = mG + e € Fy.

Dec : On input the private key I' € Ky and a ciphertext ¢ € [y, first apply the
decoding algorithm Dr to it. If the decoding succeeds, the first £ information symbols
of the decoded codeword reveal the plaintext. Otherwise, output L.

Figure 2.5: The McEliece encryption scheme

2.6. Note that here Ky is the set of (n — k) x n matrices over I, and Ky, is the code

description I'. The set of codewords of Fy with Hamming weight w is given by P.

KeyGen :  Generate at random a polynomial g € F,n[z] and elements s, ..., o, €
[F,m, then build the Goppa code I' = I'(ay,...,a,,g) over F, and its parity-check
matrix H. Take H to be the standard form of H. Publish the public key H € KCpp1 and
store the private key I' € Ky

Enc: Oninputa public key H € K, and a plaintext e € P, with wt(e) = ¢, compute

the syndrome of e, that is, s = He" and return the ciphertext c = s € IFf]n_k).

Dec :  On input the private key I' € K4, and a ciphertext ¢ € Iﬁ‘én_k) , first apply
the decoding algorithm Dr to c. If the decoding succeeds, it returns the error vector e,
which is the plaintext. Otherwise, output L.

Figure 2.6: The Niederreiter cryptosystem

Classic McEliece [BCL"17] is a submission to the NIST Post-Quantum Cryptography
standardisation competition as a candidate Key Encapsulation Mechanism(KEM). It is
designed for IND-CCAZ2 security at a very high level, even against quantum computers. It
is built conservatively from Niederreiter’s version of McEliece’s original public-key
encryption scheme, instantiated with binary Goppa codes. Its main drawback lies in the
large size of its public keys (hundreds of kilobytes or more), but it remains one of the most

time-tested and robust candidates for post-quantum public-key encryption.
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The interpolation of lattice-based and code-based cryptography has emerged as a
promising path for advancing the design of post-quantum cryptographic schemes. In this
context, Li, Ling, Xing, and Yeo (we will abbreviate as LLXY) [LLXY?20] have made a

notable contribution by proposing an encryption scheme that combines the structural
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features of code-based encryption with trapdoors derived from lattice constructions over
finite fields.

Specifically, the LLXY encryption scheme can be viewed as a variant of the classical
McEliece encryption scheme, but adapted to (¢ — 1)-ary linear codes. Unlike the original
McEliece scheme, which relies on binary Goppa codes and hard decoding problems in the
Hamming metric, the LLXY construction incorporates a decoding mechanism based on a
lattice trapdoor tailored for the ¢;-norm. Security of the LLXY scheme is based on (but not
proven to be equivalent to) a well-known hard lattice problem-Bounded Distance Decoding
(BDD) problem (Definition 2.12). However, the trapdoor enables efficient decoding using
polynomial factorisation, effectively blending code-based and lattice-based methodologies.

One of the key claims made by the authors is that their encryption scheme achieves
security against Chosen Ciphertext Attacks (CCA), a strong adversarial model where the
attacker is allowed to query a decryption oracle on arbitrary ciphertexts, excluding the
challenge ciphertext. The main objective of this chapter is to conduct a comprehensive
analysis of the LLXY encryption scheme, with a particular focus on its claimed CCA
security. We demonstrate that, contrary to the authors’ assertions, the scheme is vulnerable
to a Chosen Ciphertext Attack that effectively breaks the proposed CCA protection.

Some potential advantages of the LLXY cryptosystem as a code-based cryptosystem
are that it is not using the Hamming metric over binary fields (and so some of the best
information set decoding attacks do not apply). In particular, the decoding algorithm can
handle large Hamming weight error vectors (of small norm). This allows to securely use
codes of much smaller length than is traditional in code-based cryptography. Some possible
advantages as a lattice-based scheme are that decryption always works and does not require
any reconciliation, and that the ciphertexts may potentially be smaller than other lattice

schemes. Therefore, we believe that the scheme deserves further scrutiny.

3.1 Background & Motivation

The use of lattices with trapdoor functions has its roots in the early work of Chor and Rivest
[CR84]. In 1988, they proposed a knapsack-based cryptosystem that leveraged discrete
logarithms over finite field extensions. Although their scheme was later found to be insecure,
their approach laid the groundwork for exploring the lattices with trapdoor functions in
cryptographic applications.

Building on this line of research, Ducas and Pierrot [DP19] introduced a new family of
lattices that admit efficient Bounded Distance Decoding (BDD) algorithms. Their

construction is particularly notable for achieving decoding within a radius close to
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Minkowski’s bound both in the ¢; and ¢, norms which is typically hard for general lattices.
One of the key features of their work is that both the construction of the lattice and the
execution of the decoding algorithm have polynomial-time complexity, making the
approach not only theoretically interesting but also potentially practical. This construction
demonstrates that it is possible to embed trapdoors in dense lattices while retaining
algorithmic efficiency for decoding problems, which are otherwise hard in worst-case

scenarios.

We now provide a summary of the construction of this family of lattices, highlighting

the main structural ideas and the decoding algorithm that accompanies them.

3.1.1 Discrete Logarithm Based Family of Lattices

This section describes the construction of a family of lattices based on discrete logarithms
due to Ducas and Pierrot [DP19].

Fix a natural number n, and let m be a positive integer that is a prime power. We aim to
construct a lattice of rank n embedded in Z™, whose structure is derived from the discrete
logarithm problem in the multiplicative group (Z/mZ)*. The order of (Z/mZ)* is given by
¢(m) where ¢ is the Euler’s totient function that counts the number of positive integers less
than or equal to m that are coprime to m .

To define the lattice, choose n distinct primes pi, ps, ..., P, such that none of them
divide m. To ensure their existence and manageable size, let B be a bound that depends on
n, and pick the p; such that p; < B. Recall from the prime number theorem that the Eth
prime is asymptotically equivalent to & log k. Therefore, to find n small primes, it suffices
to take B ~ nlogn.

Now consider the following group homomorphism:
0 :Z" — (Z/mZ)*

(X1, .., xp) — pr (mod m).
i=1

This map encodes integer vectors in Z" as multiplicative combinations of the chosen
primes modulo m. By the construction, the multiplicative inverse of p; € (Z/mZ)* exists

and denote by p;*. The key object of interest is the kernel of this map:

L = ker(yp) = {(:El,...,xn) ez

pr =1 (mod m)} : (3.1)
i=1
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L is a subgroup of Z" and is referred to as a relation lattice. To determine the rank of

the lattice, observe that for each = 1,...,n we have
©(0,0,...,6(m),...,0)= pf(m) =1 (mod m).

Each of these points (¢(m),0,...,0), (0,¢(m),0,...,0),... are in L. These n points are
linearly independent and generate a sublattice of £ of rank n. Consequently, £ also has rank
n.

The volume or the determinant (denoted by Vol(£) and det(L) respectively) of the
lattice is defined as the number of elements contained in a single fundamental
parallelepiped of £. Recall that Im(y) < (Z/mZ)* since (Z/mZ)* is finite abelian. By the
first isomorphism theorem, it holds Im(y) = Z"/ ker(y) and so |Im(y)| = |Z"/L|. Hence,
the volume of the lattice is given by |Im(y)| and thus bounded by ¢(m). We say
Vol(£) < ¢(m) and the equality holds if and only if ¢ is surjective. In other words, if
{p1,...,pn} generates (Z/mZ)*, then Vol(L) = ¢(m).

Note that if m = p* for an odd prime p and k > 0, then (Z/mZ)* is cyclic and therefore
the generators of the group exists. If one of the primes p; happens to be a generator of
the multiplicative group (Z/mZ)*, then we are even able to compute a basis of the relation
lattice. Without loss of generality, assume p,, is a generator of the multiplicative group
(Z/mZ)*, then every element of the group can be expressed as a power of p,. In other

words, for each p;, there exists a unique integer a; such that p; = p% (mod m).

Then any vector in the kernel of ¢ (or equivalently in the relation lattice) satisfies:
- gzt
pri =1 (modm) = it e = (mod m).
=1

This means the relation lattice £ consists of all integer vectors (x1, ..., z,) € Z" satisfying

the modular linear relation

n—1
Z a;x; +r, =0 (mod ¢(m)).
i=1
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This congruence allows us to explicitly describe a basis of L as the rows of the matrix

100 -0 —-aq
010 -+ 0 =—a

B = Ponoe :
00 «+ 1 —ay

00 -+ 0 ¢(m)

This explicit description significantly simplifies working with the relation lattice in this
special case where ¢ is surjective and p,, generates (Z/mZ)*.

Decoding Algorithm.

Ducas and Pierrot discuss several decoding radii for discrete and continuous errors. We will
only look at the positive discrete bounded errors in this section.

Suppose we need to find a lattice point v when a lattice £ and a target point t are given
such that t = v + e. The error vector e is a positive discrete bounded error such that the ¢;
norm is bounded. Say ||e||; < ry for some bound ry. Now compute the following product

modulo m.

n n n
[ =TIp " =]]p (modm).
=1 =1 =1

The last equivalence holds because Vv is a lattice point. From |[|e||; < ry and p; < B for

any i = 1,...,n, we get [[_, pi* < B™. The authors claim that an efficient decoding can
be ensured up to the ¢; radius
Inm
N=—F—5.
" B

In this case, B™ = m. The factorisation is easy since the product [[;", pi’ is less than
m, and can be computed in Z not only modulo m. Then we factorise the integer which is
smooth allowing us to recover e.

A slight change in the decoding algorithm is needed when the error is discrete and
bounded only, but not positive. We will discuss this case in a later section with its application
to the LLXY setting.

Li et al. extended the concept of relation lattices by constructing them using polynomials
over finite fields, leading to what they call as polynomial lattices [LLXY20, LLXY17].
In their earlier work [LLXY17], they addressed the Closest Vector Problem (CVP) in the
context of polynomial lattices. Of particular interest to us is their later work [LLXY?20], in

which they applied these lattices to solve the Bounded Distance Decoding (BDD) problem.
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3.2 The LLXY scheme

Li, Ling, Xing, and Yeo [LLXY?20] proposed a variant of relation lattices and based on these
lattices, they designed a new trapdoor function in which function inversion corresponds to
solving the BDD problem efficiently. Based on this construction, they designed a public-key
encryption scheme that is claimed to be CCA2 secure under suitable parameter choices.

This section provides a detailed exposition of the LLXY encryption scheme and the
underlying polynomial lattice structure. We focus on a special case presented in [LLXY20],
which the authors proposed for practical use and the related encryption scheme. Our goal is
to describe the construction of the trapdoor function, and its integration into the encryption

scheme, forming the basis for the cryptanalytic analysis in the following sections.

3.2.1 Setting & Construction of the LLXY Lattice

Let n and d be positive integers, and let ¢ be a prime or prime power such that ¢ > n + d.
Consider the polynomial ring F,[x] over the finite field F,. Let ¢(z) € F,[z] be a square-
free polynomial of degree d. Li et al. first consider a general form for ¢(z), as a product of
distinct irreducible polynomials c;(x) over [, and later in the construction of the scheme,

they let the degree of every c¢;(x) be 1. Therefore, we also take

d

c(x) =[] ei(=) =@ - 8)

J=1 J=1

where 34, ..., 34 € IF, are distinct.

We consider the multiplicative group of units of the quotient ring F,[x]/(c(z)), whose
structure is governed by the Chinese Remainder Theorem:

2

d
(Folie]/(e())” = [T Fli]/(e5(2)))"
j=1
Since every component is a quotient by an irreducible polynomial, it’s a field and we
have F,[z]/(cj(x)) = F,. Thus, the full ring F,[z]/(c(z)) is isomorphic to a direct product
of d copies of [F, and likewise for the multiplicative group.
Now, let g, ..., o, € F, be distinct elements and disjoint from the set {3, ..., B4},

which is why we required the condition ¢ > n +d. Leta = (ay, ..., a,) € Fy.
Define a group homomorphism ¢ : Z" — (F,[x]/(c(z)))" by
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oi(ur, ... up) = H(x — ;)" (mod ¢;(z)).

Since ¢j(x) = x — [3;, this simplifies to

QOj(Ul, . 7Un) = H(ﬁj — Oéz')ui - ]F;

i=1
Thus, the map ¢ can be viewed as a tuple of evaluations (¢4, . .., ¢q4), and the image of

Z™ under ¢ lies in (IE'Z)d, embedded via the Chinese Remainder Theorem.

We impose the following condition on the elements «; and (3;:

Condition 1. The set of polynomials (v — «;) for 1 < i < n generates the multiplicative
group of the ring F[x]/(c(x)). In other words, for all 1 < j < d the set of values {(3; —

; )} generates the multiplicative group ;.

Under Condition 1, the homomorphisms ¢; and ¢ are surjective. We define the lattice

Lac(z) = ker(p) = {(ul, Uy .. Uy) €L H(x —a;)" =1 (mod c(:v))} .

=1

By definition, this is a sublattice of Z". Since each ¢,(z — «;) = f; — «; is non-zero and
lies in [F7, which is cyclic of order ¢ — 1, it follows that all image values have finite order
dividing ¢ — 1. Therefore, (¢ — 1)Z" C Lac2) C Z".

The ring F,[2]/(c(x)) is isomorphic to the direct product F¢, and hence its multiplicative
group is isomorphic to (]F;)d. Under Condition 1, the map ¢ is surjective, so by the First

Isomorphism Theorem,
2" Lacr) = (F3)" = (2/(¢ - 1)T)".

It follows that £, .(,) is a full-rank lattice in Z" (i.e., of rank n) and has volume (g — 1)“.

The following lemma from the original paper (Lemma 3.2 (iii) [LLXY?20] is used to
establish the minimum distance of the lattice.
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Lemma 3.1. The lattice L, .(») defined above satisfies \(Lac@)) > Vd. Moreover,
M (Lac@) = Vd if and only if there exists a lattice point v of the form v = v, where v,

has d non-zero entries which are all equal to 1.

Proof. Let v = (vy,v,...,v,) be a non-zero vector in L, ;). Define the sets I = {v; >
0:1<i<n}and J = {v; <0:1<j < n}. By the definition of L, .(,), we have

H(x — ;)" H(x —a;)” =1 (mod ¢(x)).

iel jed

Rearranging gives [ [, (v — ;)" —[[;c,(x — ;)™ =0 (mod c(z)). Hence, the non-zero
polynomial [, (z — ;)" — [, ,(x — a;)~% is divisible by c(z). Therefore, its degree
is at least d, so either ), _;v; > dor > . ;(—v;) > d. Consequently, > /', [vg| > d. It
follows that

n n
Vil = [ D wi = [ D lol = V.
k=1 k=1

Thus, A (Lac() > Vd.

If there exists a lattice point with d non-zero entries which are either all 1 or —1, then it
is clear that A\ (La @) = Vd. Conversely, assume M(Lae) = V/d. Then there ex1sts a
non-zero lattice point v = (vy, vy, . .., v,) in La () such that [|[v]s = /S0 07 =
Since we already know that deg([[,c;(z — ;)" — [[;c,(z — a;)™™) > d, we must have
either [ = and 3, —v; =dor J =0 and ), ;v; = d. This forces that either v; = 1
foralli € [ orv; = —1forall j € J. [

Remark 3.1. By Lemma 3.1, the lattice L, () achieves minimum norm X\, (ﬁajc(z)) =d if
there exist distinct indices iy, . . . ,iq € [n] such that H;l:l(x —a;,) = 1+c(x)or H?Zl(x -
o)t =14 c(x).

Hence, there are at most 2(2) such degree d monic polynomials among the total q¢°

possibilities, giving

2 n
Pr P\l(‘cacx)) \/E] < % < %

For the parameter ranges considered, this probability is negligible, so \i(Lac(z)) is
expected to exceed /d. In what follows, we therefore use Gaussian heuristic estimates for

the minimum distance when an exact value is unavailable.

As we discussed in Section 3.1.1, a basis for £, .(,) can be computed in polynomial time

in a straightforward way, by reducing to the computation of many discrete logarithms in [} .
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Li et al. [LLXY20] make an assumption that is essentially equivalent to the Hermite

normal form of a basis of the lattice having the form

L, G’
Bac) = ¢ , 3.2)
’ 0 (¢—Dly

for some (n — d) x d matrix G’. Here I, denotes a ¢ x t identity matrix. This property
is implied by Condition 1. The paper [LLXY20] contains a very complicated algorithm to
construct G’, which involves constructing an invertible matrix and taking various discrete
logarithms. See Proposition 3.3 of [LLXY?20]. But it is equivalent to computing any basis of
the lattice, by computing multidimensional discrete logarithms in (F; ), and then applying
the Hermite normal form. The matrix G’ is the public key for the LLXY encryption scheme

and the secret key will become clear in Section 3.2.3.

3.2.2 The LLXY Lattice Decoding

To generate the trapdoor function, we first fix the public parameters ¢, n, d according to the
desired security level. The trapdoor consists of the underlying group defined by the relation
lattice, which includes the polynomial ¢(x) and the vector a = (ay, . .., ).

The inversion of the trapdoor function follows the decoding algorithm proposed by

Ducas and Pierrot [DP19] for relation lattices.

Trapdoor Function

Let G’ be as in Equation (3.2) and set G = (In_d G’). Let m € (Z/(¢ — 1)Z)"
be a uniformly random message vector and let e € {0,1}" be an error vector satisfying
|lel|s < d. The trapdoor function f is defined as

t=f(m,e) =mG+e (modg—1). (3.3)

This construction mirrors the McEliece code-based encryption scheme, where the
trapdoor function hides the structure of the code using small error vectors. In our setting,
G is derived from the basis of the polynomial lattice L, (»), and the function essentially
encodes the message m with an error vector e.

Without access to the trapdoor information, specifically the polynomial ¢(x) and the
vector a = (aq,...,q,), inverting f amounts to recovering the error vector e, or
equivalently, finding a lattice vector v € L, () such that ||t — v|| = v/d —1. This is a
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Bounded Distance Decoding (BDD) problem in the polynomial lattice L (), which is
generally believed to be computationally hard.

However, a party holding the trapdoor can efficiently recover e using the decoding
algorithm proposed by Ducas and Pierrot [DP19], which exploits the structure of the
relation lattice to solve the BDD instance efficiently.

Efficient Decoding

The central insight, inspired by the work of Ducas and Pierrot [DP19], is the existence of
an efficient Bounded Distance Decoding (BDD) algorithm for certain types of error vectors.
Specifically, consider a received vector t € Z" of the form t = v + e, where v = mG €
La () is a lattice vector and e € {0, 1}" is a sparse error vector with /;-norm |[e[|; < d — 1.
Since e is a binary vector, the ¢;-norm is equivalent to the Hamming weight.

Given t, and the trapdoor information consisting of a = («ay,...,@,) and the
polynomial c(x) of degree d, there exists an efficient algorithm to recover e and hence m.

The decoding algorithm relies on the following algebraic observation. Let
t = (t,...,t,), v = (v1,...,v,) and € = (ey,...,€e,) and write each component as
t; = v; + e;. Then,

n n n n

H(SL’ — )t = H(:c — )Vt = H(Jc — ;)" H(:U — ;)"

i=1 i=1 =1 i=1

Since v € L, ¢(x), we have

and therefore, .
H(x — )i = H(m — ;)%  (mod c(x)).
i=1 i=1

If the ¢;-norm ||e||; = >, |e;| < d, then the degree of the right-hand side polynomial
is strictly less than deg(c(x)) = d. In this case, its factorisation over the ring F,[z] is the
same as modular factorisation. Therefore, the set of linear factors (x — «;) appearing in the
factorisation reveals the support of e, i.e., the positions where e; = 1.

This decoding process is efficient due to the smoothness in F,[z]|. The original LLXY
paper deals with binary error vectors and uses polynomial factorisation. Hence, there is a
unique factorisation (i.e., unique decoding) and therefore no decryption failure is possible
for the algorithm.
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Indeed, a simple trick from [CR84] allows decoding up to |le||; = d by noting that
H?:l(m — ;)% is monic (See Section IV in [CR84]). In particular, one can add a monic
degree d polynomial z¢ — r(z) = 0 (mod c¢(z)) to the polynomial [] (z — ;)"
(mod ¢(z)), and obtain a monic degree d polynomial that matches [[}_,(x — «;)%, and
hence can be uniquely factored to recover the error support.

Once e is determined, t — e = mG = (m, —mG’). Therefore, the first n — d entries

give them (mod ¢ — 1).

3.2.3 The LLXY Encryption Scheme

Upon building a trapdoor function that admits efficient decoding, the authors of [LLXY20]
construct a public key encryption scheme, known as the LLXY encryption scheme.
The public key of the scheme consists of the (n — d) x d matrix G, which appears in

the generator matrix

G = (In,d G') ,

along with the system parameters n, d, and the prime q.

The private key (or trapdoor) consists of the polynomial ¢(z) € F,[z] and the vector of
distinct elements a = (o, . .., o) € Fy, which define the relation lattice £, ¢(,) and enable
efficient decoding.

To encrypt, the sender selects a random message vector m € (Z/(q — 1)Z)"¢ and the

error vector e € {0, 1}" with ¢;-norm ||e||; < d, and computes the ciphertext
c=f(m,e)=mG +e (modqg—1).

Given the trapdoor information, the receiver can efficiently recover e and consequently m
using the decoding algorithm discussed in the previous section.

The ciphertext consists of the vector t € (Z/(q — 1)Z)", and hence the ciphertext size
is nlog,(q — 1) bits. For a 128-bit security level, [LLXY?20] suggests the parameter choices
n = 500, d = 43, and g = 29599, which yield ciphertexts of size 500 X log,(29598) = 7500
bits (938 bytes)

The authors note that this construction “can be viewed as a lattice analogue of the Goppa-
code-based McEliece cryptosystem.” However, we prefer to think of it as an implementation
of the McEliece cryptosystem using a code derived from lattices, in particular, from the
relation lattice Ly c(z).

Section VI of [LLXY?20] discusses CCA (chosen ciphertext attack) security, proposing
a padding scheme and decryption checks to achieve robustness. In Section VII, the authors

further claim that the resulting scheme achieves CCA security under their proposed design.
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We now explain the padding scheme and the decryption checks propose to achieve the
CCA security.

Let s = [logy(q — 1)] denote the number of bits needed to represent any element of
the ring Z/(q — 1)Z. This parameter determines the bit-length of each component in the
binary decomposition of the encoded message. Let the plaintext message be a bit string
P e {0,1}" 1,

Encryption: The n — d bit plaintext message P is encoded into the input m for the
trapdoor function f as follows. First, a random vector z € {0,1}""? is sampled. This
serves as a one-time pad that will be used to mask the message via a bitwise XOR
operation. In addition, an error vector e € {0,1}" is sampled uniformly at random such
that its /;-norm satisfies ||e||; = d — 1 (this guarantees ||e||; < d deterministically).

Next, define a set of auxiliary vectors that together encode the message and relevant
randomness. The first component is defined as m®) = P @ z, which masks the plaintext
using the sampled randomness. The second component is simply m") = z, and define the
third component as m®) = H(P||z||e), where H is a cryptographic hash function mapping
its input to a bit string of length n — d. To complete the encoding, foreach j = 3,...,s—1,
generate independent random bit strings m/) € {0, 1}, These vectors serve as padding
to reach the full bit length required for representation in Z/(q — 1)Z.

Now assemble the full encoded message vector m € Z"~% using these bit strings.
Specifically, for each index 1 < ¢ < n — d, we define

s—1
m; = Z Qjmgj),
j=0

so that the vector m'/) is the vector of j-th bits of m.
Finally, the ciphertext will be the output of f(m,e) in Zy_, for the public generator
matrix G as follows
c=mG +e (mod (¢—1)).

Decryption: This decryption relies on the knowledge of the trapdoor information
associated with the public matrix G, which allows efficient decoding of the ciphertext
despite the presence of a small error vector.

Given a ciphertext ¢ € (Z/(q — 1)Z)", the receiver uses the trapdoor information and
the decoding algorithm to recover (m, e) such that m = f~1(c).

Once the vector m has been recovered, the receiver performs a binary decomposition of

each of its components to extract the embedded bit strings. Specifically, for each 1 < 7 <
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n—d, the s-bit binary representation of m, is obtained, yielding the vectors m) € {0, 1}"~¢
forj = 0,1,...,s — 1. These bit strings correspond to the same components used during
the encoding step, where m(®) masked the plaintext, m») contained the random vector, and
m® held the hash-based validity check.

With the vectors m® and m™) recovered, the plaintext can be reconstructed as,

since the original message P was masked using a bitwise XOR with the random string
z = m" during encryption.

To verify the validity of the ciphertext, the receiver computes the hash value using the
reconstructed plaintext P, the recovered randomness m, and the error vector e. That is,
check whether

m® = H(P|lme)

is satisfied. If the computed hash matches the recovered m®, the decryption is successful
and the plaintext P is accepted. If the check fails, the ciphertext is rejected.

3.2.4 Extending the Error Distribution

In the original LLXY setting, the error vectors were binary, i.e., e € {0, 1}", which enabled
arelatively simple decoding procedure based on polynomial factorisation. However, Lapiha
[Lap21] proposed an extension of the error distribution from binary values to ternary values,
specifically e € {—1,0, 1}"™. In the ternary case, Lapiha assumed that the error contains the
same number of positive and negative coordinates. The factorisation technique used for
decoding in the binary case no longer suffices in the presence of negative error components.

To address this challenge, the decoding algorithm adopts a strategy inspired by the
approach used by Ducas and Pierrot for decoding discrete error vectors over the integers
Z" (see Section 3.2.2 of [DP19]). Following this framework, they use continued fractions

for polynomials.

Concretely, the goal is to reconstruct the expression

n

H(x — )l = H(x — ;)% (mod ¢(x)),

i=1 =1

as a quotient, where e¢; € {—1,0, 1} represents the error at position ¢, and ¢(z) is a known

modulus polynomial. Since the exponents e; may now be positive or negative, the right-hand
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U(z)
V(x)

V' (x) capture the positive and negative exponents, respectively.

side corresponds to a rational function where the numerator U (z) and the denominator

To recover such a rational function representation from a given polynomial modulo
c(x), one can use a continued fraction expansion based on the extended Euclidean
algorithm. Lapiha refers to the analysis by Khodadad and Monagan [KMO06], which

describes an efficient method to recover rational approximations of the form

58 g9(z)

(mod ¢(z)),

under the constraint that the sum of the degrees satisfies deg(U) + deg(V) < w.

This restriction ensures the uniqueness of the recovered fraction. To guarantee successful

decoding, Lapiha proposes to restrict the error vectors e to those satisfying a bounded ¢;-

- d
fell = Y- led < | 5.
=1

where d denotes the degree of the polynomial ¢(x). This bound ensures that the degrees of

norm condition:

the numerator and denominator in the rational reconstruction remain sufficiently small.

However, we observe that while this restriction efficiently avoids decoding failures, it
may be overly conservative in practice. In particular, enforcing a strict |lel|; < |d/2] is
especially restrictive in the LLXY parameter choices, where n > d. In this setting, the
condition may significantly reduce the number of acceptable error vectors, thus weakening
the overall performance and security level of the scheme. We argue that it is possible to
relax this constraint without compromising correctness in most cases.

In our variant of the scheme, we therefore consider a looser bound on the error weight,
namely

el < d.

This allows for a larger error space and improves the flexibility of parameter selection,
while still maintaining unique decoding under typical parameter regimes. We provide a
more detailed discussion and formal analysis of this relaxed decoding condition in the next

chapter.

3.3 Security Analysis of the Original LLXY Scheme

Li, Ling, Xing, and Yeo discussed several potential attacks against the proposed

cryptographic scheme in their original work [LLXY?20]. This section provides a summary
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of the main attacks presented in the LLXY paper, as well as a set of decoding attacks later
proposed by Lapiha [Lap21], which further assess the robustness of the scheme. In
addition, we introduce a new adaptive chosen-ciphertext (CCA) attack that targets the CCA
protection mechanism of the LLXY scheme. This novel attack, detailed in Section 3.3.3,
highlights previously overlooked vulnerabilities and motivates a re-evaluation of the

scheme’s CCA security.

Li et al. discuss several potential attacks targeting the trapdoor function underlying their
scheme. These include structural attacks that rely on exhaustive search over the error vectors

and trapdoor information, aiming to recover the secret keys.

In Section 5.4 of [LLXY20], the authors discuss that one particular concern arises when
the polynomial ¢(z) used in the construction is irreducible over F,. In such cases, certain
algebraic structures may be exploited, potentially weakening the scheme. To mitigate this
risk and to avoid attacks inspired by the Chor-Rivest cryptosystem [CR84], the scheme

construction deliberately chooses ¢(z) as a product of linear polynomials.

Among the various attacks considered, the primary one of interest is the embedding
attack, which attempts to solve the BDD problem in the associated lattice. This attack
translates the problem of decoding a ciphertext into a BDD instance, and uses lattice
reduction techniques to find the error vector. We provide a detailed discussion of the lattice

attack in the following subsection.

3.3.1 Lattice Attacks

Li, Ling, Xing, and Yeo [LLXY20] analysed a lattice-based attack against the LLXY
scheme using Kannan’s embedding technique [Kan87]. In this setting, the public key

matrix G’ can be used to construct a lattice basis of the following form:

B — 1,4 G 7
0 (q — 1)Id

where I,,_; and I; are identity matrices of appropriate dimensions. A ciphertext can be
viewed as a lattice vector with a small additive error. Hence, recovering the plaintext
amounts to solving the Bounded Distance Decoding (BDD) problem with respect to the
¢{-norm.

A standard approach to solving BDD problems is via the embedding technique, which
transforms the BDD instance into a unique Shortest Vector Problem (uSVP) (see

Definition 2.10), allowing the use of lattice reduction algorithms such as BKZ.
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To perform this transformation, Lyubashevsky and Micciancio [LMO9] first showed
that solving a BDD; /(2,) problem (subscript corresponds to the decoding radius) instance
reduces to solving a uSVP, instance for any v > 1. This reduction was later improved by
Bai et al. [BSW16] and demonstrated that for any polynomially bounded v > 1, BDD with
decoding radius approximately 1/ (\/57) reduces to uSVP with approximation factor ~.

To solve the resulting uSVP instance, Li et al. adopt the primal lattice attack strategy
outlined by Alkim et al. (see Section 6.3 of [ADPS16]), and further refined in the work of
Albrecht et al. [AGVW17]. Their analysis models the performance of BKZ lattice reduction
using the Geometric Series Assumption (GSA)(Definition 2.16). Under this assumption,
the lengths of the Gram-Schmidt orthogonalised basis vectors b} are given by ||b}|s =

6"~%(det £)/™, where § is the root-Hermite factor, approximated as

S <(7T3)1/ﬂ . ﬁ)z(ﬁl—n |

2me

and [ denotes the BKZ block size (see Section 3.2 of [APS15]).

The key idea is that the unique short error vector e will be detected by BKZ if the
projection of e onto the vector space spanned by the last § Gram-Schmidt vectors is shorter
than b}, _ 5. The projected norm of the error vector e in the embedding is expected to be

el 2

Therefore, the embedding attack is successful if and only if the following inequality is
satisfied

\/gH(e, Do < 6257 (det £)Y/™. (3.4)

To ensure that the LLXY encryption scheme resists such embedding attacks, Li
et al. select parameters so that any block size [ large enough to satisfy condition (3.4)
would require a BKZ reduction whose computational cost exceeds 2*, where \ denotes the
desired security level in bits. Consequently, although the embedding condition may hold,
the corresponding BKZ cost becomes computationally infeasible at the intended security

level.

However, the authors do not consider other lattice attack strategies, such as dual attacks
or hybrid methods, which have since been shown to be more effective in related contexts. In
Section 5.1, we provide a detailed comparison and demonstrate that these alternative attacks

outperform the embedding/unique-SVP approach in practice.
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3.3.2 Decoding Attacks

Lapiha [Lap21] was the first to demonstrate the effectiveness of decoding attacks against the
LLXY cryptosystem. They propose cryptanalysis of the LLXY scheme using Information
Set Decoding (ISD) techniques.

The core of the decoding attack relies on the parity check matrix H associated with the
public generator matrix G, which is typically given in systematic form as
G = (In,d G’ > . Given the generator matrix G, one can compute the parity check matrix

I al
H = I such that GH = 0 (see Section 2.5). Multiplying the ciphertext c by the
d

parity check matrix H yields
cH = (mG + e)H = eH.

Thus, the decoding problem reduces to the classic syndrome decoding problem
(Definition 2.23), where the syndrome is given by s = cH = eH. Using the properties of
the LLXY scheme, it is known that a binary error vector e satisfies the bound
el <d —1.

Lapiha discusses three decoding attack strategies: a basic Meet-in-the-Middle (MitM)
attack, an Information Set Decoding (ISD) attack, and a hybrid attack that combines the two

approaches.

In the ISD attack, the parity check matrix H is first transformed into systematic form as
shown above, and the error vector e is partitioned as e = (e’ e’ ) . The syndrome equation
then becomes

s=—-eG +¢é.

The attack proceeds by enumerating all possible low-weight candidates for e/, computing
the corresponding €’ = s + €'G/, and checking whether the combined weight of (€', e”)
matches the known error weight.

Their meet-in-the-middle attack operates without relying on the systematic form of H.
Instead, the matrix H and the error vector e are partitioned into two halves, under the

assumption that the error weight is evenly distributed between them.

H= (E/i) , €= (e’ e”).
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The idea is if an attacker finds two error vectors €' and e” such that € H' and s — ¢"H”
collide, then the concatenation of €’ and e” gives an error vector e satisfying the equation
s = eH.

The final, combined attack merges the MitM and ISD approaches and considers
approximate collisions related to the nearest neighbour search problem introduced by May
and Ozerov [MO15]. We will explore this in greater detail in Chapter 5.

It is worth noting that Lapiha’s cryptanalysis is based on an earlier variant of LLXY
[LLXY17] that solves the Closest Vector Problem (CVP) rather than the Bounded Distance
Decoding problem. Their analysis revealed that the parameter sizes suggested in [LLXY 17]
fall short of providing the desired post-quantum security level. In fact, their attacks require
an average computational effort of approximately 225 and 22¢ operations for the smallest
and largest parameter sets, respectively, rendering those parameter choices insecure.

3.3.3 Adaptive Attack

In Section 3.2.3, we described the LLXY scheme and its claimed CCA protections. In this
section, we show that these protections are insufficient to prevent an adaptive attack. The
root of the issue lies in the fact that the decryption procedure only checks the least significant
bits (LSBs) of the message vector m, while ignoring the higher-order bits.

()

Suppose an attacker receives a valid ciphertext c = mG + e (mod ¢ — 1). Let m;
denote the j-th bit of the i-th coordinate m; of m, so that m; = Zj;é 29m!? In a correctly

padded message, the bits of m satisfy the following structure:
m® =Paz mW=z m®=HP|z|e),

where P is the plaintext, z is a random vector, and H is a hash function.
Note that m € (Z/(q — 1)Z)" ¢, so each m; is determined modulo ¢ — 1 and is treated

as an integer in the range {0, 1,...,¢ — 2}.
()

s — 1, then we know that some high-value binary weight is not yet used in m,;. This means

Now consider a random index . If any of the higher bits m;”’ = 0 for some 3 < 7 <

that m; is smaller than the maximum possible value under modulo (¢ — 1). For example,
(3)

if m;” = 0, then there’s room to add 8 without exceeding ¢ — 1. ie., m; +8 < ¢ — 1

holds. In this case, we have m; < ¢ — 9, meaning that m; can takes values in the range
{0,...,q—10}.
This allows an attacker to form a modified ciphertext
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where the value 8 is added at the i-th position. This operation corresponds to changing
()

higher-order bits m,”” for ;7 > 3, without affecting the lower-order bits that are actually

checked during decryption. It means ¢’ decrypts correctly to give the same plaintext P as c.

This observation enables a straightforward CCA attack: the attacker chooses a random
index i, constructs such a modified ciphertext ¢’ # c, and submits it to a decryption oracle.

The returned message m’ decrypts to the same original plaintext P.

The success probability of this attack for a randomly chosen index ¢ is at least

-9 8
Pr(mi<q—9):q—:1——,
q—1 q—1
which is at least 1/2 for all ¢ > 17. Hence, the probability that the attack succeeds for
at least one index ¢ € {1,...,n — d} is overwhelming for any parameter set of practical

interest.

A naive fix would be to include checks on all bits of m during decryption. However, it
is generally preferable to adopt a well-established CCA-secure construction (e.g.,
Fujisaki—-Okamoto (FO) transform) rather than attempt ad hoc protections. One should also
note that the FO transform fundamentally changes the primitive, converting the underlying
public-key encryption scheme into a key encapsulation mechanism (KEM). In light of this,
we redesign the construction directly as a KEM and establish its CCA security within that
framework in Section 4.4.

3.4 Future Directions

In this section, we present a new perspective on viewing the underlying lattice, which
provides deeper insight into the structure and properties of the relation lattice. This
structural understanding opens the door to new forms of cryptanalysis. Based on this
viewpoint, we explore potential structural attack strategies that could be valuable in future
cryptanalytic efforts.

3.4.1 New Formulation to Analyse the Lattice

We now present a reformulation of the relation lattice that eliminates the need for
polynomial congruences and expresses the condition entirely within the finite field IF,. This

may facilitate further structural attacks and cryptanalysis.



48 LLXY Scheme and Cryptanalysis

Lemma 3.2. Suppose c(x) = H;.lzl(x — ;) splits completely over F into distinct linear
factors. Then a vector u = (uy, ..., u,) € Z" is in the LLXY relation lattice if and only if
[16 —a) =1 forai1<j<a. (3.5)

i=1

We emphasise that the equality in (3.5) is in the finite field F; thus, the formulation no

longer involves polynomial congruences.

Proof. The relation lattice is defined as the set

{(U]_,Ug, o Up) EZT H(:U —a)" =1 (mod c(:v))} :

i=1

By the definition of ¢(z) and the Chinese Remainder theorem, congruence modulo ¢(z) is
equivalent to congruence modulo each linear factor (x — ;), forall 1 < j < d.

For any polynomial f(z), we have f(z) = f(5;) (mod (z — 3;)). Applying this, we
get

n n

[[@—a)* (mod (x - 8;)) = [](8; — )™

i=1 =1

Therefore, the original congruence holds modulo ¢(z) if and only if

n

13 —a)=1€F, foralj=1,...d

=1

This completes the proof. ]

A similar formula also applies when ¢(z) has higher degree irreducible factors, but we
need to work with field extensions.

From Equation (3.5) we immediately notice that if (o, ..., a,, 81, ..., Bq4) is a secret
key, thensois (o +60,..., 00, + 6,61 +0,..., 584+ 0) for any 6 € F,. This fact is already
mentioned by LLXY (Remark 3.4 [LLXY20]). Hence, without loss of generality we may
take 3; = 0, giving us n + d — 1 unknowns.

One can also understand some properties of the lattice this way. Suppose the lattice
contains a vector

(0,0,...,0,w,0,...,0)

where the non-zero value w is in the ¢-th position. Then (53‘ —aq;)¥ =1foralll <j <d.

This implies that all the differences (/3; — «;) lie in a multiplicative subgroup of IF; of order
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dividing w. If (¢ — 1) 1 w then, it follows that all the d elements 3; — ; lie in a proper
subgroup of 7. This is unlikely for “random” j3; and large d. Hence, in general (and this is
observed experimentally) the lattice contains elements (0,0, ...,0,w,0,...,0) if and only
if w is a multiple of (¢ — 1). Our Condition 1 explicitly ensures this is the case.

One can also consider sub-lattices of rank d. Let I C {1,...,n} be of size d and let £’
be the set of vectors v € L such that v; # 0 only if i € I. In other words, £ = £ N Z4
where Z¢ is embedded into Z" in the positions indexed by I. A vector v in £’ corresponds
to d equalities

116 —a)=1

iel
for 1 < 5 < d. Equivalently, we have a product of d elements that is equal to the identity in
(]F;)d. Since the group (FZ)" cannot be generated by fewer than d generators, one generally
does not expect such relations among random elements. Hence, we typically expect that

L' = (g — 1)Z%, and this is observed in practice when d and q are sufficiently large.

3.4.2 Structural attacks

A structural attack is a direct way to determine the secret key from the public key, bypassing
generic lattice and code techniques. The original LLXY paper [LLXY20] already mentions
a number of ideas for structural attacks. Our work started with trying to find new structural
attacks. The results in Section 3.4.1 are a direct result of attempts at a structural attack, and

we now build on some of the observations in that section.

Solving non-linear equations: Each vector in the lattice, via Equation (3.5) gives d non-
linear equations (one for each value of j) in the n+d — 1 unknowns. Consider a basis for the
lattice in Hermite normal form as in Equation (3.2). The final d rows give no information
about the private key, as they are simply the fact that (8, —a;)?! = 1forn—d+1 <1i <n.
The (n — d)-th row is more interesting as it is of the form (0, ...,0,1, ¢}, ..., ;) where g;

are entries from the last row of G’ and corresponds to

d

(85 — an—a) = H(ﬁj — Qpays)

i=1

for each 1 < 5 < d. Hence, n — d of the vectors in the basis are not trivial, and we have a
system of (n — d)d non-linear equations in the n + d — 1 variables. The problem is that the
equations are very highly non-linear, and we are not able to solve them directly (e.g., via

Grdébner basis methods).
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When a part of the secret key is known: The diagonal shape of the Hermite normal
form has a further consequence. If just some elements are known, for example the 2d
values [(1,...,0q,p—qs+1,---,, then one can compute the remaining values
Qn—dy On—q—1, - - -, 1. This suggests an attack strategy to compute part of the secret key
and then solve for the rest using these equations. The problem with such an attack is how
to compute some initial values [3; and «;.

It is instructive to consider a simpler problem: Suppose ¢(z) is known to the attacker
(equivalently, all the 3; known). Can the attacker determine the c;? One can mount a
“meet-in-the-middle” version of brute-force search over some subset of the «;. Precisely,
suppose we have a lattice vector u supported on the last 2k coordinates. In other words,

Uy = Ug = " = Up—92k — 0. Then,

k

[T = anaie== = [0 = cppe) 7+ (mod e(a))

=1 =1

=

and one can compute a list of all ¢* choices for the left-hand-side (trying all cv,,_o;;) and
then try all ¢* choices for the right-hand-side and see if there is a match. The problem is that

/2

we need to consider at least & > d/2 of the o, and so the attack needs at least ¢*/* steps to

try all these «;’s. For our parameters that is already infeasible.

Note that one can guess a root /3 of ¢(x) with reasonable probability (typically around
1/7 with the parameters we are suggesting in Section 5.4). Hence, one can guess a low-
degree factor of ¢(z). But since no feasible attack is known even when the whole of ¢(z) is

given to the attacker, we do not investigate this further.

Finding the secret key: Another class of attacks that we studied is to write the problem
as a system of polynomial equations and attempt to solve it to learn the secret key. The basic

idea is that a short vector (u, ..., u,) in the lattice gives a polynomial equation

H (x — )" = H (x —a;)™™  (mod ¢(x)). (3.6)

u; >0 u; <0

The coefficients of the polynomial ¢(z) and the values «; are treated as unknown variables.
For our parameters, it is easy to check that these systems are far beyond what can be feasibly
solved (the number of variables is well over 500 and the degrees of the equations are at least
the /;-norm of the shortest non-zero vector, which is at least d).

In summary, we claim that the above structural attacks are not feasible for the parameters

we are proposing and none of these attacks are competitive with the direct lattice or ISD
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attacks which we will discuss in the next chapter (Chapter 5). Nevertheless, we encourage

others to work on this problem and try to find new structural attacks.

3.5 Summary

In this chapter, we explored an interesting family of lattices arising from the discrete
logarithm problem, focusing in particular on a variant defined using polynomials. We
examined an encryption scheme that uses a trapdoor function based on these polynomial
lattices, and we demonstrated that the scheme is not CCA-secure using an adaptive attack,
contrary to the original claims made by the authors.

We also reviewed the cryptanalysis techniques presented in the original paper, as well
as related decoding attacks. Furthermore, we introduced a new formulation of the relation
lattice, which offers additional structural insight and may enable future cryptanalytic
approaches.

We believe the LLXY scheme warrants further scrutiny due to its potential advantages
over both lattice-based and code-based cryptography. In the next chapter, we redefine the
LLXY scheme as a key encapsulation mechanism and outline how to obtain CCA security

using standard techniques.
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The original LLXY scheme is based on the McEliece cryptosystem [McE78], in which
encryption relies on the use of a generator matrix. In this chapter, we instead use
Niederreiter’s cryptosystem [Nie86], which uses the parity-check matrix and thereby
enables more compact ciphertexts while preserving security. We redefine LLXY as a Key
Encapsulation Mechanism (KEM) and outline how to achieve Chosen Ciphertext Attack
(CCA) security using standard transformation techniques.

4.1 Background & Motivation

In the previous chapter, we examined a McEliece encryption scheme based on (g—1)-ary
codes derived from polynomial lattices. This naturally led us to investigate the dual
formulation of the scheme, namely the Niederreiter cryptosystem, which offers certain

advantages in terms of efficiency and ciphertext size.
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In 1986, Niederreiter [Nie86] introduced a variant of the McEliece cryptosystem that
employs a parity-check matrix for encryption, rather than the generator matrix used in the
original McEliece proposal [McE78]. This structural change not only reduces ciphertext
size but also simplifies the error decoding process. Niederreiter originally suggested the
use of Reed-Solomon codes in his construction; however, these were later proven to be
insecure in this context due to the work of Sidelnikov and Shestakov [SS92]. Despite this,
the Niederreiter cryptosystem remains secure when instantiated with binary Goppa codes,
and has been shown to be equivalent to the McEliece cryptosystem in terms of security when
the same parameters are used [LDW94].

Originally, Niederreiter’s system was designed to encode messages into the error
vectors e. However, modern cryptographic design principles favour using such encryption
primitives as Key Encapsulation Mechanisms (KEMs) [Den03]. A KEM is a cryptographic
primitive that allows anyone in possession of some party’s public key to securely transmit a
key to that party. A KEM can be viewed as a key-exchange protocol in which only a single

message is transmitted.

Key Encapsulation. In many practical scenarios, full-fledged public-key encryption is
unnecessary; instead, it suffices for two parties to establish a shared random session key.
This functionality is provided by a Key Encapsulation Mechanism (KEM), as formalised by
Cramer and Shoup [CS03].

In a KEM protocol, the sender who has access to the receiver’s public key runs an
encapsulation algorithm that outputs both a random session key (also known as the
encapsulated key) and an associated ciphertext. The ciphertext is then sent to the receiver
over potentially an untrusted channel. Upon receiving it, the receiver applies the
decapsulation algorithm using their private key to recover the same session key. As a
result, both parties obtain a shared random key suitable for use in subsequent cryptographic
operations.

A robust security requirement for KEMs is chosen-ciphertext security (CCA security),
which ensures resilience even against active adversaries. Specifically, it guarantees that
an attacker, despite having access to a decapsulation oracle and being able to query it on
ciphertexts of their choosing, cannot learn anything about the session key corresponding to
a challenge ciphertext they did not submit to the oracle.

Once the key agreement is complete, the shared encapsulated key can be used as input
to symmetric-key primitives, such as encryption schemes.

Motivated by these observations, we redefine the LLXY encryption scheme as a KEM,

taking advantage of the structural benefits of the Niederreiter cryptosystem. In particular,
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this approach enables the use of the parity-check matrix rather than the generator matrix,
leading to more compact ciphertexts without compromising the underlying security of the
scheme. This transformation not only aligns LLXY with modern cryptographic practices
but also improves its practicality and efficiency in real-world deployments.

4.2 The Niederreiter Variant

In this section, we describe how to convert the LLXY encryption scheme into a Key
Encapsulation Mechanism (KEM) using the parity-check matrix H. Recall that in the

LLXY scheme, the generator matrix is defined as
G = (In—d G/> c Z((ITi—ld)Xn7

and encryption involves a random error vector e € {0, 1}" satisfying ||e||; < d— 1, together
with a message m € ZZ__f. The ciphertext is computed as c = mG + e (mod g — 1).

In the Niederreiter variant, we instead use the parity-check matrix H in standard form
which satisfies GH = 0 (mod ¢ — 1). As noted in Section 2.5, most references refer to H ™
as the parity-check matrix. In this thesis, we follow this notation. The encryption consists
of computing the syndrome given by ¢ = eH (mod ¢ — 1). This ciphertext (or syndrome)
is of length d, in contrast to the original length n, yielding a more compact representation.
The underlying hard problem is the syndrome decoding problem, which is equivalent to the
decoding problem in the McEliece setting.

To generate a public key, we proceed as in Section 3.2: select a polynomial ¢(z) of
degree d and a vector a = (ay,...,a,) € Fy. From these, construct a lattice basis and
compute its Hermite Normal Form (HNF), resulting in a matrix of the form

/
B I, 4 G ,

with high probability. The upper block G = (In_d G’ ) serves as the generator matrix of
a (g—1)-ary linear code.

To obtain the corresponding parity-check matrix H, one computes the right kernel of
G modulo (¢ — 1). The matrix H is then transformed into standard form H, in which the

bottom d x d block is an identity matrix:

-G/ "
H= ( L ) S/
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Next we will show that we can directly compute H without computing G.

4.2.1 Direct computation of the parity check matrix

This section gives an algorithm to construct the parity check matrix of the code directly. In
this new construction, one does not have to consider the generator matrix G of the (¢ — 1)-
ary code. Instead, one can directly compute the parity check matrix H. We use the new
formulation of the lattice introduced in Section 3.4.1.

Take g a prime and fix a generator g in F. Let ai,...,a, and fi,..., By satisfy
Condition 1. Now forall 1 < 7 < nand1 < j < d, let a;; € Z,_; be such that
(B; — o) = g%7. Let H be an n x d matrix with (4, j)™ entry taken to be a; ; modulo
(g—1). SoH = [a,] € .

Lemma 4.1. H is a parity check matrix for the (q — 1)-ary code.

Proof. A vector u is an element of the polynomial lattice if and only if

n

H(ﬁj —a;)% =1 (mod q)

i=1

for all 1 < j < d. In other words, u is a codeword for the (¢ — 1)—ary code. Using the

generator g for Iy, this is equivalent to

The exponents correspond to
Zuiam =0 (modq—1).
i=1

This is equivalent to saying uH = 0 (mod ¢ — 1) where u in row span of G. That is, the
row span of G modulo (¢ — 1) is characterised by GH = 0 (mod ¢ — 1). In other words,
H is the right kernel of G and so the rank of H is d. U

Notice that this construction allows one to compute the parity check matrix directly
from the secret keys c¢(z) and a = {«y,...,a,} without computing the generator matrix
first. However, keeping this particular parity check matrix a secret is essential because, once

revealed, an attacker can compute the secret keys as we now explain.
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Why is it important to hide H ? Suppose an attacker is given exactly the special parity
check matrix H. There are less than q choices for the generator g of 7, so it is not hard
to guess the generator. Consider the first two columns of H, namely (a;1), (a;2). For the
correct guess of g and for each 7, we have

gt = (1 — ;) and g"? = (B2 — o).

This means that,
gai,l _ gai,Q — (61 _ 62)7

which is constant for all 1 < ¢ < n. This is a property easily detected by an attacker. Now,
without loss of generality, one can take 5; = 0, which means one learns 5. Similarly, one
can learn all the §;’s for 1 < j < d and hence obtain ¢(z) = H;l:l (z— ;). To determine the
a;’s, consider the first column of H. For all 1 < i < n, we already know g% = (8; — o).

Taking 3; = 0, gives all the «;’s. Hence, we do not reveal this form of H.

Recall that in Condition 1 (in Chapter 3) we assumed that for a fixed 4, the set {5, — «; :
j € [d]} generates ;. Now in terms of the generator g, this implies that for each i, the set
{g® : j € [d]} generates ;. Therefore, it follows that for a fixed 4, the set of integers
{ai; : 1 < j < d} generates the additive group Z,_,. In other words, d entries in each
row of H span Z,_,. Given that H has rank d, it follows that one can always convert H
into standard form. This is achieved by first computing the Hermite normal form (HNF) of
H, treating its columns as vectors over Z. The result is an upper triangular matrix. Then by

permuting the rows of the HNF(H) as needed, we obtain the standard form of the parity-
/

check matrix which we write as H = where H' € ZZ:fXd and I; denotes the d x d
d

identity matrix.

The standard form of the parity check matrix will be the public key, which hides the
secret structure. We emphasise that the remarks made about hiding the original form of the
parity check matrix do not lead to an attack, but they show there is a special structure in the

dual code that may be relevant for cryptanalysis.

4.3 A KEM based on Niederreiter

The Key Encapsulation Mechanism (KEM) is now a standard construction in code-based
cryptography, as exemplified by schemes like Classic McEliece [BCL*17]. It was formally
described and analysed by Bernstein and Persichetti [BP18].
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In this section, we present the LLXY KEM construction in detail. Our scheme follows
the Niederreiter framework that relies on the hardness of the syndrome decoding problem

for security.

Key Generation

The key generation algorithm for the LLXY KEM takes as input the public parameters n, g,
and d and outputs a public pk and a private key sk as shown in Algorithm 1. To reduce
the size of the public key, we set pk = H’ where H’ is the top part of the standard form
of the parity check matrix H obtained in Lemma 4.1. The secret key contains the trapdoor
information: the polynomial ¢(z), n distinct elements in F, defined as a = (a, ..., a,,) and
a random value  sampled uniformly from a key space K. The set K represent all equally

likely possibilities for randomness 7.

Algorithm 1 LLXY KEM Key Generation
Input: n,q,d € Z
Output: (sk, pk)

1: Choose distinct ; < F, and compute c(z) = H?Zl(x — Bj)-
2: Choose distinct o; < F, and seta = (ay, ..., a,) € Fy.

3: ifVi{f; —a; : j €[d]} generates F;, then

4: Proceed.

5: else

6: Go to Step 1.

7: end if

8: Choose 7 < K.

9: Compute H € Z((;ixld) using Lemma 4.1
10: Compute HNF(H).

/

11: Permute rows of HNF(ﬁ) if needed, until obtain H = (II{d )
12: pk « H’

13: sk < (c(z),a,r)

Encapsulation

Given the public key pk = H’, we first construct the full parity-check matrix H in

!/

systematic (or standard) form as H = ' where 1; denotes the d x d identity matrix.
d

This construction ensures that H has full rank and allows for efficient syndrome

computation during encryption.
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To encapsulate a key, the sender begins by sampling a random error vector
e € {—1,0,1}" such that its ¢;-norm satisfies ||e||; < d — 1. This restriction on the weight
ensures that decoding remains feasible for the legitimate receiver.

The ciphertext is then computed as the syndrome of e under the parity-check matrix:
c=eH (mod (¢—1)),

which results in a vector of length d over Z,_;. The ciphertext effectively hides the error
vector e, which serves as the shared secret. The underlying hardness assumption is the
syndrome decoding problem, which is believed to be computationally intractable for

appropriate parameter choices.

The encapsulated key or the session key is derived using a cryptographic hash function:

K =H(1,e,c). 4.1)

Remark 4.1. Unlike the approach by Li et al. [LLXY20], which employed binary error
vectors from {0,1}", our construction uses ternary error vectors from {—1,0,1}",
following the design rationale proposed by Lapiha [Lap2l]. The inclusion of negative

entries changes the decoding algorithm, which we will discuss later.

Decapsulation

The decapsulation algorithm makes use of the decoding algorithm for the polynomial lattice
code. It operates as follows.

d

Given a ciphertext ¢ € Zg 4,

the algorithm first computes a vector w € Z;_; (not

necessarily of low weight or norm) such that
c=wH (modgq-1)),

where H is the parity-check matrix derived during key generation. Observe that the
difference w — e is a lattice vector, say v € L, where e is the error vector used during
encapsulation. The goal is to recover e by solving an instance of the Bounded Distance
Decoding (BDD) problem, namely, to find the closest lattice vector v such thatw = v + e
and |le]|; < d— 1.

Using the trapdoor information (i.e., the secret key), the algorithm reconstructs the error

vector e through the following computation. Writing w = (wy, ... ,w, ), we evaluate
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n

H(aj — ;)" (r — o)Vt = H T — ) H T — )¢
i—1 i—1 i—1 i—1 4.2)
(r —a;)%  (mod c(x)),

Il I
E: I ::

N
Il
i

where c(x) is the polynomial of degree d. Thus, the left-hand side of the equation yields
(modulo ¢(x)) the encoded form of the error vector e, which can be decoded using continued
fractions and polynomial factorisation, provided that |je|; < d — 1.

If decoding is successful, the algorithm reconstructs e and derives the session key as
K =H(1, e, c). If decoding fails due to an invalid ciphertext, the algorithm does not output
a failure symbol. Instead, to enable a tight CCA-security proof, it performs implicit
rejection: the algorithm deterministically produces a pseudorandom key K computed as

K = H(0,,c), where r is an independent secret included in the KEM private key.

Implicit Rejection. Implicit rejection refers to the procedure in which invalid ciphertexts
result in pseudorandom outputs rather than explicit failure signals. This approach was first
introduced by Persichetti [Perl2], and a systematic comparison between implicit and
explicit rejection was later carried out by Hofheinz etal. [HHK17]. Bernstein and
Persichetti [BP18] provide an in-depth discussion of the technique and recommend its use

in KEM constructions.

Algorithm 2 LLXY KEM Decapsulation
Input: ¢, sk = (¢(z),a,r)

Output: K

1: Compute w € Z7_, such thatc = wH € Z¢_,
2: ife Decode(w ¢(x),a) then

3 return K’ = H(1,e,c)

4: else
5
6

return K = H(0,r, c)
: end if

4.3.1 How the Decoding Works for Ternary Errors

In the case where the error vector e is binary, (i.e., e € {0,1}") the decoding algorithm
Decode operates by factoring the associated polynomial. This method is already described
in the original LLXY paper [LLXY20], which shows that the error support can be recovered



4.3 A KEM based on Niederreiter 61

by factoring the polynomial

H(x —a;)"  (mod c(x)),

i=1
as each (x — «;) with e; = 1 appears linearly in the exponent.

However, this factorisation method no longer suffices when the error vector includes
both positive and negative entries, as is the case in our scheme, where e € {—1,0,1}". In
such cases, we adopt the decoding method for arbitrary discrete errors introduced by Ducas
and Pierrot [DP19], which is based on continued fractions.

Recall from Equation (4.2) that for any error vector e = (eq, ..., e,), we have

n

H(m — )" = H(x — ;)%  (mod ¢(x)).

i=1 i=1

When the error vector contains both positive and negative components, the product on the

right-hand side can be naturally rewritten as a rational function

H(m — )" = H(x — ;)% (mod ¢(x))

= ZT‘[LWO(I_%)% ~ U(x) mod c(x
a Hi,ei<0(x - Oéi)_ei N V(CL‘) ( d ( ))7

where U(x) and V (x) are polynomials in IF,[z| determined by the positive and negative
entries of e respectively, and deg(U(z)) 4 deg(V (x)) = |le||x.

Let us define X (z) = [[_,(z — ;)" mod c¢(z). Then the above congruence becomes
an equation in F[x],
V() - X(z) = Ulx) + k(z) - (),

for some polynomial k(z) € F,[z]. Rearranging terms yields the rational approximation

— = . 4.3)

The task of recovering U and V' can now be interpreted as solving a Diophantine
approximation problem over the function field IF,(z). Specifically, we aim to approximate
the rational function X (z)/c(x) by another rational function k(z)/V(z) such that the
approximation error, now measured in terms of degree, is small.
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Classical results on Diophantine approximation extend to the polynomial setting. In
particular, Theorem 3 of [Wall8] gives a power series analogue of Legendre’s Theorem: if
r € F,((1/T)) \ Fy(T) and

P 1

then P/() is a convergent in the continued fraction expansion of z. In the polynomial setting,

the absolute value is defined by

‘E‘ = edes(P)—deg(@)
Q
so the above Equation (4.4) becomes a degree inequality as follows,

deg (x - g) < —deg(Q?).

Applying this to our case, and observing that the error term in Equation (4.3) is %

we compute its degree as:

deg (%) = deg(U) — deg(c(z)V) = — [deg(c(z)V) — deg(U)] .

Therefore, if
deg(c(x)V) — deg(U) > deg(VQ),

or, more precisely, if
deg(c(x)) > deg(V) + deg(U),

then the approximation k(x)/V(x) must be a convergent of the continued fraction
expansion of X (z)/c(x). It follows that the Extended Euclidean Algorithm (EEA) (or
continued fraction algorithm) applied to the pair (X (z), c(x)) will output a list of rational
approximations, among which the correct triple (U, k, V') appears.

Finally, we note that this degree condition is satisfied in our setting. Since the ¢;-norm

of the error vector is ||e||; < deg(c(x)), and both U and V satisfy the following equation
deg(U) + deg(V) = [lef|y < deg(c(x)),

the above condition on degrees is true for our case.

The decoding algorithm proceeds by computing all candidate triples (U, k;, V;) such
that the identity V; X = U, + k; - ¢(z) holds and deg(U;) + deg(V;) < d. These candidates
are computed using the extended Euclidean algorithm (EEA), denoted by the function EEA
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in Algorithm 3. For each candidate triple, the algorithm checks whether both U(z) and
V (z) factor completely into linear terms of the form (x — «;) over the field F,.

If none of the candidate pairs (U, V') satisfy this factorisation property, then the decoding
algorithm concludes that no valid error vector can be recovered from the input ciphertext
¢, and decoding fails. This may occur, when c is not a valid syndrome, such as when it is
randomly chosen.

Conversely, if more than one distinct pair (U, V') satisfies the factorisation condition,
then the algorithm is unable to uniquely determine the correct error vector e. Decoding (and
hence decapsulation) fails in this case as well.

We summarise the full decoding procedure in Algorithm 3, which integrates these
steps: computing rational approximations via EEA, verifying the correct factorisation of

the candidates, and recovering the error vector € when a unique valid candidate is found.

Algorithm 3 LLXY KEM Decode
Input: w,c(z),a
Output: e or |

1: Compute X =[], (z — a;)" (mod c(x))

2: candidates < ()

3: S = (k;,U;, Vi) < EEA(X, ¢(x))

4: whilei=1,...,|5| do

5: it U, =[[,(x — ;)% and V; = [[_,(z — a;)’" then
6: candidates < candidates U {(e, f)}

7 end if

8: end while

9: if |candidates| # 1 then

10: return |
11: else
12: return e = ¢ — f where candidates = {(e, f)}
13: end if

4.3.2 Avoiding decapsulation failures.

We now explain how to choose parameters in order to minimize the risk of decoding or
decapsulation failure caused by non-uniqueness in the recovered error vector. Specifically,
we focus on the case where two or more distinct continued fraction convergents, say (U, V')
and (U’, V"), both satisfy the condition that their corresponding rational functions % and £,
factor completely over the factor base (i.e., all roots are among the «;). If this occurs for a
correctly formed ciphertext, it means both rational functions represent valid error vectors,

and the decoding algorithm cannot distinguish which one is correct.
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Since both pairs satisfy

X = v (mod ¢(x)) and X = v (mod ¢(x))
% v ’
it follows that

UV'—U'V =0 (mod c(x)),

so c(x) divides the polynomial UV’ — U’'V. Note that this expression involves only
polynomials built from factors of the form (z — «;), which implies that UV’ — U’V factors
completely over the factor base. Consequently, the existence of such a relation implies the

presence of a surprisingly short non-zero vector in the underlying lattice.

To understand the impact, let (U, V') correspond to an error vector e; € {—1,0,1}",
and let (U’, V') correspond to another error vector e; € {—1,0, 1}". Since both give rise
to the same ciphertext, we must have e;H = e H, which implies that their difference
e —ey € {—2,—1,0,1,2}" lies in the lattice. We also know that ||e;||; < d and ||ez||; < d,
so the difference vector e; — e; is non-zero and has small norm. Specifically, its ¢;-norm
satisfies ||e; —e3||; < 2d. A direct application of the standard norm inequality ||v||> < [|v]1
for v € R” implies that ||e; — es]|2 < 2d. However, we can obtain a significantly tighter
bound by using the sparsity of the vector e; — e,. Since e; — e, contains at most d non-

zero entries each with a maximum absolute value of 2, its Euclidean norm is bounded by

ler — esl2 < VAd = 2v/d.

Based on Lemma 3.1 and Remark 3.1, we use the Gaussian heuristic as a lower bound
estimate for the length of the shortest vector. According to this, the shortest non-zero vector
in L, ¢(») has norm approximately \/% (q — 1)d/ " (see Equation (2.1)). If the bound 2/d
is significantly smaller than this predicted shortest length, then it is heuristically unlikely
that the lattice contains such a short non-zero vector. Hence, by appropriately choosing
the parameters n, d, and ¢, one can make it overwhelmingly likely that the lattice does not
contain any such non-zero vector of norm less than 2v/d. In this case, decapsulation failures
due to non-unique decoding are provably ruled out, as no two distinct ternary error vectors

map to the same syndrome under H.

As evidence, Table 4.1 provides a comparison between the actual length of the shortest
vector in LLXY lattices and the corresponding estimates given by the Gaussian heuristic.
The value for A\; shown in the table represents the minimum observed norm over 100

randomly generated LLXY lattices for each parameter set.

One can observe that the shortest vector is consistently at least as long as the value

predicted by the Gaussian heuristic. This empirical behaviour supports the assumption that
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the Gaussian heuristic provides a reliable lower bound on the length of the shortest non-zero
vector in LLXY lattices.

n | d | q | Actual \; | Gaussian heuristic estimate
50| 8 | 59| 3.3166 3.2854
60 | 10 | 71 | 3.8730 3.8140
70 | 12 | 83 | 4.3589 4.3181

Table 4.1: Comparison of length of shortest vector with Gaussian Heuristic estimate.

Table 4.2 presents the parameter sets we propose for the LLXY KEM (see Section 5.4.2)
and compares the Gaussian heuristic estimate for the shortest non-zero lattice vector with
the /5-norm bound of the difference vector e; — e, that could arise in the case of non-unique
decoding. The results show that the Gaussian heuristic lower bound is substantially larger
than the norm bound 2v/d of any vector coming from non-unique decoding. This provides
strong confidence that for these parameter sets, the LLXY lattice does not contain such short

non-zero vectors, and therefore decoding (and decapsulation) errors due to non-uniqueness
do not exist.

n d q Gaussian heuristic estimate | 2v/d
898 | 260 | 1409 59.17 32.25
1390 | 386 | 2209 76.55 39.29
1840 | 520 | 2371 93.33 45.61

Table 4.2: Comparison of estimated length of the shortest vector with ||e; — e/ bound.

In case of confusion, we re-state what this means. We are not claiming that, for a given
public key, there is a low probability of non-unique decoding, averaged over the
ciphertexts. The claim is much stronger than this. We have shown that any non-unique
decoding implies the existence of a vector of length much smaller than the predicted
shortest vector according to the Gaussian heuristic, and we have provided evidence that our
lattices behave consistently with the Gaussian heuristic. Therefore, we assert that

decapsulation works perfectly for the parameters we propose.

4.4 Security Proof

In this section we outline the standard CCA security proof for the Niederreiter KEM. It is

well-known that the security of Niederreiter and McEliece for the same code are equivalent
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[LDWO94, BLP08]. We assume that decapsulation always works perfectly (i.e., there are
no decryption/decoding errors), which we believe to be the case based on our experimental
evidence on Section 4.3.2.

We refer to [BP18, JZM21, BHH 19] for the general definitions and the security proof
in QROM. The security proof of the LLXY KEM is based on the hardness of syndrome
decoding for the lattice code. This implicitly includes the problem of determining the secret

key from the public key.

Definition 4.1. Given a parity check matrix H € Z;‘_Xfl and a syndrome c € Zg_l, the LLXY

syndrome decoding problem is fo find e € {—1,0, 1}" such that ||e||; < d—1and c = eH.

The LLXY syndrome decoding problem can be interpreted as a bounded distance
decoding problem in a linear code over Z,_;. When H is viewed as a uniformly random
parity-check matrix, this problem is analogous to the classical syndrome decoding
problem, which is NP-hard [BMVT78]. We therefore assume that no polynomial-time
algorithm can solve Definition 4.1 with non-negligible probability in the parameter regime
of interest.

We recall the standard definition of IND-CCA security for a KEM (Definition 12,
[BHH'19]).

Definition 4.2. Let K be a KEM. The security experiment Expt'&\'D*CCA(A) is defined in
Figure 4.1 for an adversary A against K, given access to a (quantum-accessible) random
oracle H and a classical decapsulation oracle D.

We define the advantage of a classical (respectively quantum) adversary A against a
KEM K in the classical (respectively quantum-accessible) random oracle model as

AdvitP~“A(A) = [Pr[Expt® ““A(A) = 1] — % : (4.5)

The IND-CCA security of the LLXY KEM follows from standard results (see
Bernstein and Persichetti [BP18] and Bindel, Hamburg, Hovelmanns, Hiilsing, and
Persichetti [BHH™ 19]), assuming the passive security of the trapdoor function (which is
the syndrome decoding problem for the code). Note that CCA security in classic ROM,
[BP18] requires a perfectly correct decapsulation algorithm, which was the case for the
error vectors proposed in the original LLXY paper and Lapiha’s thesis, and we claim will
be the case for our variant as well based on our previous discussions on Remark 3.1 and
experimental evidence from Section 4.3.2.

The standard KEM transfroms make explicit the cryptographic assumptions and

correctness requirements imposed on the underlying public-key encryption scheme, and we
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Exptie D~ C“A(A): Decapsulation oracle D(c) :
I: HsH 1: if c = ¢* then
2: (pk, sk) + KeyGen() 2: return L
3: (¢*, ki) < Encap(pk) 3: end if
4: kT s K 4: return Decap(sk, c)
5: b+s{0,1}
6: b — AND(pk, c*, k)
7: return [b = U]

Figure 4.1: IND-CCA security experiment in the (Q)ROM against an adversary A

explain how these requirements are satisfied by the LLXY construction. The KEM
transform takes as input OW-CPA secure deterministic public-key encryption and output

an IND-CCA secure KEM. In the LLXY setting, we instantiates such a deterministic PKE
n—d)xd
=

to Algorithm 1) as the public key and trapdoor information (c(x), a) as the secret key. The

as follows: The key generation algorithm output H' € Z using Lemma 4.1 (similar
plaintext space P consists of ternary vectors such that
P = {e € {-1,0,1}" : Jle|]l1 < d — 1}. Encryption algorithm returns a ciphertext

/

H
c € ZI_, such that c = eH (mod (¢ — 1)) where H = 1) Upon receiving the c, the

decryption algorithm (Decode Algorithm 3) either recovers e using the secret key (c(x), a)
or output the failure symbol L. The security of the KEM transform relies on the
one-wayness of the underlying deterministic PKE. Now we refer to the definition of the
OW-CPA security (Definiton 2.2) and prove that the OW-CPA security of the LLXY
deterministic PKE directly reduces to the hardness of the LLXY syndrome decoding
problem.

Lemma 4.2. [f there exists a PPT adversary A that breaks the OW-CPA security of the
LLXY deterministic PKE scheme with non-negligible probability, then there exists a PPT
algorithm that solves the LLXY Syndrome Decoding Problem (LLXY-SDP) with
non-negligible probability.

Proof. Assume there exists a probabilistic polynomial-time adversary A that breaks the
OW-CPA security of the LLXY deterministic public-key encryption scheme with
non-negligible probability (). That is, given a public key pk = H’ and a ciphertext

!

¢ = eH, where H = is distributed according to the key generation algorithm and
d
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e € {—1,0,1}" satisfies |e|y < d — 1, the adversary outputs the plaintext e with
probability at least e(\).

We construct a probabilistic polynomial-time algorithm 5 that uses .4 as a subroutine
to solve the LLXY Syndrome Decoding Problem. Given an instance (H, c) of the LLXY

!/

syndrome decoding problem, where H = and ¢ = eH for some e € {—1,0,1}"
d

with |le]|; < d — 1, the algorithm B sets pk := H’ and forwards the pair (pk,c) to A. By
assumption, since A breaks OW-CPA security of the LLXY PKE, it outputs the
corresponding plaintext vector e with probability at least (\). Thus, Algorithm B outputs
this vector as its solution to the syndrome decoding instance.

Therefore,
Pr[B solves LLXY-SDP| = Pr[A breaks OW-CPA| > (),

which is non-negligible. Since B runs in polynomial time whenever A does, this yields a
probabilistic polynomial-time algorithm that solves the LLXY Syndrome Decoding
Problem with non-negligible probability. Hence, under the hardness assumption of the
LLXY Syndrome Decoding Problem, the LLXY deterministic PKE scheme is OW-CPA

secure. L]

Another requirement for the KEM transform is the perfect correctness of the underlying
PKE. In our setting, this corresponds to the assumption that the decoding algorithm always
successfully recovers the unique error vector e € {—1,0,1}" for a valid syndrome, where
llell1 < d — 1. In Section 4.3.2 we support this argument through experimental results.
We show that any decoding failure would imply the existence of an unusually short non-
zero lattice vector, contradicting both the Gaussian heuristic estimate on the length of the
shortest vector (based on Remark 3.1) and experimental evidence (Section 4.3.2). Hence

for the selected parameters we assume the perfect correctness of the underlying PKE.

The KEM transform additionally requires that the underlying deterministic encryption

function be e-injective, except with negligible probability.

Definition 4.3. A deterministic PKE is said to be c-injective if
Pr[Enc(pk, m) = Enc(pk, m’) for some m #m’| < ¢

over the randomness of key generation.
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In the LLXY scheme, injectivity follows from correctness and uniqueness of decoding.

If c; = ¢, for some e; # ey, we have
e H=eH (mod (¢—1)).

Then (e; —ey) lies in the associated LLXY lattice. As shown in Section 4.3.2, any such non-
zero vector would have Euclidean norm at most 2v/d, which is significantly smaller than the
expected shortest vector length predicted by the Gaussian heuristic. Empirical evidence
supports that no such vectors exist for the proposed parameters. Hence, we heuristically
expect encryption is injective and € = 0.

Theorem 14.3 of [BP18] gives a tight bound for CCA security in the classical ROM, and
Theorem 2 of [BHH'19] gives a bound for the CCA advantage in the quantum ROM. A
paper by Chen et al. [CWC*24] discusses tighter proofs for PKE-to-KEM transformation
in the QROM model. They convert OW-CPA secure PKEs into KEMs with IND-1CCA
security, a variant of IND-CCA security where only a single decapsulation query is allowed.

For the QROM proof, we will follow the Theorem 2 of [BHH*19]. The U £ transform
described in their paper, is essentially the SimpleKEM transform defined in [BP18]. We
show that our scheme can be viewed as a special case of the U# transform. The U#
transform turns an OW-CPA secure public-key encryption scheme into an IND-CCA
secure key-encapsulation mechanism using a pseudo-random function (PRF) F and a hash
function H. The notation f in U# signifies that, upon receiving an invalid ciphertext, the
decapsulation returns a pseudo-random key (“implicit rejection”) instead of an explicit
rejection symbol L [HHK17]. The key generation algorithm is identical to Algorithm 1 (in
Section 4.3) that generates the secret key together with the pseudo-random key (prfk) used
in implicit rejection and the public keys. The encapsulation algorithm computes H(m, )
based on a randomly generated message m encrypted with the public key, where m aligns
with the error vector e in LLXY encapsulation.

A notable difference between the U# transform and our decapsulation algorithm
(Algorithm 2) is that in the U# transformation, Decapsulation checks three cases: the first
two address decryption failures, while the last case covers successful decryption. An
invalid ciphertext arises if decryption fails or if re-encrypting the decrypted message does
not reproduce the original ciphertext. In these cases, U#-KEM returns a deterministic
output F(prfk,c). If no such failure occurs, it returns H(m,c). In contrast, Algorithm 2
reduces this to two cases, as re-encrypting a decrypted error vector will always yield the
original ciphertext. If decoding fails (i.e., if Decode Algorithm 3 returns the abort symbol
L), our decapsulation scheme outputs a pseudo-random value H(0,r,c). Otherwise, it
returns the successful decapsulation result H(1,e,c). Therefore, the LLXY KEM is a
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U+ -transformed KEM with perfect decapsulation, making the security proofs for the two

constructions equivalent.

Theorem 4.1. Assuming perfect correctness and injectivity of the underlying deterministic
PKE, and assuming hardness of LLXY-SDP, the LLXY KEM is IND-CCA secure in the
OROM in the random oracle model.

The proof follows Theorem 2 of [BHH™19]. To quote their theorem:

LetH : M x C — K be a quantum-accessible random oracle and F : r x C — K be a
PRF. Let P be an e-injective dPKE which is independent of H. Let A be an IND-CCA
adversary against the KEM U# (P, F), and suppose that A makes at most gg.. decryption
queries. Then we can construct three adversaries running in about the same time and

resources as A:
» an OW-CPA-adversary B; against P

* a FFC-adversary B, (“failure finding”) against P, returning a list of at most Qe

ciphertexts
* a PRF-adversary B33 against F

such that

AdVID SN (A) < 21/ AV SPA(B) + 2AAVERF(By) + AdVFC(By) + ¢ (4.6)

A deterministic public-key encryption scheme (dPKE) is defined the same way as an
encryption scheme (see Figure 2.1), except that the encryption is a deterministic algorithm.
A dPKE P = (KeyGen, Enc, Dec) is called e-injective if the encryption function is injective
with high probability. As discussed earlier, the LLXY deterministic PKE is injective:
distinct e produce distinct ciphertexts ¢ = eH (mod ¢ — 1). Under this claim, we obtain
an injective dPKE with € = 0.

The PRF in the U#* transform is used for implicit rejection, returning F(prfk, c) in case
of an invalid ciphertext using a secret prfk. In the LLXY KEM, F(prfk, c) is implemented
as H(0,r,c). In particular, Step 5 in our Algorithm 2 serves this purpose by outputting a
deterministic value K = H(0, r, c) with the secret » when the decoding does not succeed.
For valid ciphertexts, the decapsulation algorithm instead outputs H(1,e,c), providing
domain separation between successful and unsuccessful decapsulation.

A new failure-finding experiment, find-failing-ciphertext (FFC) captures the probability
that the adversary can find valid ciphertexts that cause a decryption failure. In Section 4.3

we showed that we have a correct PKE without decapsulation failures and therefore, the
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FFC advantage is zero. Consequently, when applying inequality (4.6) to the LLXY scheme,
the bound reduces to the OW-CPA advantage term together with the PRF-security term. As
noted by [JZM21], the quadratic loss in the QROM reduction may be unavoidable. We refer
the reader to [BHH™ 19] for the complete proof of the transform.

Now the proof of Theorem 4.1 directly follows.

Proof. The LLXY KEM can be viewed as an instance of the U# transform of [BHH*19],
instantiated with the LLXY deterministic public-key encryption scheme P. As discussed
above, the underlying dPKE is assumed to be injective, and the implicit rejection mechanism
is implemented in the random oracle model through the deterministic output H(0, r, ¢) using
the secret value . By Theorem 2 of [BHH'19], any adversary that breaks the IND-CCA
security of the resulting KEM in the QROM can be transformed into an adversary that either:

* breaks the OW-CPA security of the underlying deterministic PKE P,
* breaks the PRF used for implicit rejection, or
* finds a ciphertext causing a decapsulation failure.

Under the perfect correctness assumption for the LLXY decoding algorithm, decapsulation
failures do not occur, and therefore the failure-finding advantage is zero. Moreover, in the
random oracle model, the value H(0, r, c) with randomness r serves the role of the PRF
required by the U# transform. [BHH*19] claims that breaking the PRF harms security if
and only if implicit rejection is more secure than explicit rejection and they give a theorem
(Theorem 3 in [BHHT19]) to show that the transform U~ (with explicit rejection) never
yields KEMs that are more secure than KEMs constructed via U# (with implicit rejection).
Consequently, the IND-CCA security of the LLXY KEM reduces to the OW-CPA security
of the underlying LLXY deterministic PKE.

Finally, Lemma 4.2 shows that any adversary breaking the OW-CPA security of the
LLXY deterministic PKE yields an algorithm solving the LLXY syndrome decoding
problem with non-negligible probability. Therefore, assuming the hardness of the LLXY
syndrome decoding problem together with the perfect correctness and injectivity of LLXY
deterministic PKE discussed above, the LLXY KEM is IND-CCA secure in the
QROM. [

4.5 Summary

In this chapter, we reformulated the LLXY scheme as a Key Encapsulation Mechanism

(KEM) based on the Niederreiter cryptosystem. This formulation enables the use of the
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parity-check matrix, resulting in significantly smaller ciphertexts compared to the original
encryption scheme. We also showed how to compute the parity-check matrix directly,
without first computing a generator matrix of the (¢ — 1)-ary code, and explained decoding
for ternary errors while avoiding decapsulation failures. Despite these structural changes,
the scheme maintains standard levels of cryptographic security.

We further demonstrated how to achieve Chosen Ciphertext Attack (CCA) security using
standard techniques, showing that it follows from the OW-CPA security of the syndrome
decoding problem.

In the next chapter, we provide a detailed security analysis of the scheme, considering

state-of-the-art lattice and decoding attacks from the literature.
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This chapter provides a detailed security analysis of the scheme, incorporating the state-
of-the-art known lattice-based and decoding attacks from the literature. In the last section
we propose parameters for the LLXY KEM to avoid these attacks.

Recall that Lapiha [Lap21] provided decoding attacks for the parameters suggested by
Lietal. [LLXY17] and [LLXY?20] revised the parameters and gave the BKZ cost for those

new parameters. In both works, Li et al. have only considered the embedding technique
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(primal attack). However, our analysis on the lattice attack using the lattice estimator tool
(a.k.a the LWE estimator) [APS15] suggests that dual/hybrid attacks work better than the
embedding attack to solve the LLXY scheme.

In Table 5.1 we give the revised BKZ costs claimed by the LLXY [LLXY?20], and the
LWE estimator results for the LLXY parameters with errors in {0, 1}" and a lower bound for
the decoding cost based on two-list near neighbour methods [BGLS19]. This underscores

why we have to reconsider the parameters for the LLXY scheme for required post-quantum
security level.

n | d q log, (LLXY BKZ cost) | log,(LWE estimator cost) | lower bound log,(NN-ISD cost)
285 | 41 | 2819 80 42 80
500 | 43 | 29599 128 40 103
729 | 42 | 152003 180 38 115

Table 5.1: Cost of lattice and decoding attacks for LLXY [LLXY?20] parameters.

5.1 Lattice Attacks

As we have mentioned, breaking an LLXY ciphertext is solving a BDD instance in an (q —
1)-ary lattice. There are many different lattice attacks in the literature, such as reducing to
unique-S VP, dual attacks, hybrid attacks, etc. To analyse all these different attack strategies
in the context of LLXY would be a substantial task. Fortunately, we can save time by using
the lattice estimator [APS15], which already contains the most common and commonly
performant attack strategies for lattice problems. We first show how to convert an LLXY
ciphertext into an LWE instance (see Definition 2.13) so that it can be input to the lattice

estimator.

Convert LLXY ciphertext to an LWE instance.

!

Consider a parity check matrix H = I > € Zy* ¢ in standard form and an error vector
d

e € {—1,0,1}" that satisfies the equation

H/
c=el] where |e||; < d. (5.1)
d
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This is an instance of the Inhomogeneous Short Integer Solution (ISIS) problem, and it

can be reduced to an LWE instance by splitting the error vector as e = <e’ e’ > such that

c=¢H +¢". (5.2)

Here €’ is the LWE secret of length (n — d) and €” is the LWE error of length d. Hence,
this is a special case of an LWE instance (H’, c), where the secret and the error are taken
from a sparse low norm distribution with ¢;-norm bounded by w < d. Each vector is chosen
uniformly at random among all vectors of weight at most w, and nonzero entries take values

41 with equal probability.

It is important to note that the secret vector in a standard LWE instance (Defintion 2.13)
i1s uniquely determined with high probability, provided the number of samples m is
sufficiently large (typically m = €2(n)) and the error magnitude is sufficiently small
relative to the modulus ¢q. Accoding to our parameter choices, (n — d) > d and hence we
have fewer samples than the secret dimension. Therefore, in the standard setting this would
be an underdetermined LWE instance. However in the LLXY setting the uniqueness of the
secret vector is guaranteed by the sparcity of the vector e. Note that the number of possible
e€ {—1,0,1}" with ||e||; < dis

d—1 n
N, Z<w>2w,

w=0

and the number of possible syndromes c is (¢ — 1)¢. The vector e is unique if

logy Ne < dlogy(q — 1),

/

which is satisfied by our parameter choices. Since H = , once the sparse €’ is fixed,
d

the error €” is uniquely determined. Since the full vector e is unique, the LWE secret €’ is

also unique.

This defines a well-posed LWE instance (H’, c) with sparse ternary secret and error, for
which the computational problem is to recover €’ given (H’, c). We assume that the number
of available LWE samples is bounded by the secret dimension and take the effective number
of samples to be n — d. The lattice estimator supports such variants of LWE. Hence, we can
use it to estimate the running time of a wide variety of lattice (and combinatorial) attacks on

the LLXY scheme that enable us to choose secure parameters.
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Once we analysed the LLXY scheme with the lattice estimator, we observed that dual
and hybrid attacks are more powerful. Therefore, we discuss how one can apply dual/hybrid

attacks on our scheme.

5.1.1 Hybrid Attacks

The hybrid attack is a well-known technique for solving LWE and similar problems when
the secret is sparse or small. Introduced by Howgrave-Graham [HGO7] in the context of
NTRU, the idea behind a hybrid attack is to reduce the dimension of a lattice problem
by guessing part of the secret and solving the remaining problem using lattice reduction.
This hybrid strategy typically combines brute-force guessing of a few secret coordinates
with lattice-based decoding on the reduced instance, yielding better efficiency than a full-

dimensional lattice attack.

In this section, we follow the row-vector convention, where the secret is a row vector

and the LWE instance is given by
b=sA+e (mod q),

with secret s € Z;‘, matrix A € ngm, error e € Z;”, and b € Z;”.
Suppose we are given an LWE instance (A, b) with b = sA +e. A hybrid attack selects

a guessing parameter & and splits the secret as a row vector s = (s || s2), where s; € Z!™*

and s; € Z’;. Correspondingly, we partition the matrix A row-wise as A = Al , where

Ay € Z§ ™ and A, € ZEm

Then we can rewrite the LWE equation as
b =sA;+sA+e (mod q).
Now, guess the k£ components of s,. For each guess, we obtain a reduced LWE instance
(A;,b=b —sA,),

which depends only on s; such that b= s1Aq +e.

The remaining task is to recover s; from this reduced instance. This is typically done by

embedding the problem into a lattice

L={xe€Z" | x=58A1 (modg), s € Zg_k}.
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Now, b is a lattice vector with a small error e added. Therefore, recovering s; is solving a
Bounded Distance Decoding (BDD) problem: find x € £ such that ||b—x]|, < ||e||,. Since
norms in finite-dimensional spaces are equivalent, bounds in the /;-norm can be translated
into f»-norm bounds up to a factor of at most y/m.

In the hybrid attack setting, Babai’s Nearest Plane Algorithm [Bab86] is used to solve
the BDD instance. Nearest Plane runs in polynomial time, but requires a sufficiently good
lattice basis for high success probability. This is achieved by first applying lattice reduction
(e.g., BKZ) to the lattice £ as a preprocessing step.

The main advantage of the hybrid attack is that lattice reduction is performed in
dimension n — k instead of n, making the BKZ step significantly more efficient. Once a
sufficiently short basis is available, lattice decoding can be used to recover s;.

As shown by Howgrave-Graham [HGO7], the guessing step can be further accelerated
using meet-in-the-middle techniques. This is particularly effective when the secret has
additional structure (e.g., binary or ternary secrets). Gopfert et al. [GvVW17] also present
a generalised quantum version of the hybrid attack for LWE, where the error distribution
need not be binary.

Meet-in-the-Middle Speed-up for s,

The guessing step can be accelerated using a Meet-in-the-Middle (MitM) strategy [HGO7,
Wun18], reducing the complexity from 2* to approximately 2¥/2 for binary secrets (and
from 3* to 3*/2 for ternary secrets), at the expense of additional memory.

The idea is to split the guessed part of the secret into two row vectors s, = (s || s5),
A}
Ayl
For each candidate s/, compute the partial sum u’ = s, A/, and store it in a hash table

with corresponding partition of A, into row blocks A, =

indexed via a locality-sensitive hash function (LSH). The LSH partitions each coordinate
into buckets of size B, ensuring that nearby vectors collide with high probability. For

instance, setting B = ¢/2", we define

ul
F . Z — Z vy F N = d .
e (u) L]/ QJ
Next, for each candidate s, compute u” = b —sj A7, and query the table for a matching
bucket. A collision indicates a candidate split s; = (s}, || s ), which is then verified against
the full equation.
In summary, the MitM strategy reduces runtime from (’)(2"3) to O(Zk/ 2) with (’)(2"3/ 2)

memory for binary secrets (with base 2 replaced by 3 for ternary secrets). This provides a
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substantial acceleration in the guessing phase. A full analysis of the hybrid attack

complexity is given in Section 5.3 of Wunderer’s thesis [Wun18].

We now describe how this strategy applies to the LLXY scheme.

Hybrid Attack on LLXY
Recall that in the LWE instance of the LLXY scheme (Equation (5.2)), we are given
c=eH +¢e" (modq—1),

where € € {—1,0,1}"4, " € {-1,0,1}¢, and H' € Z((;:d)Xd. The goal is to recover €’
and e” given c and H'.

A hybrid attack proceeds by choosing a guessing dimension k € {1,...,n—d—1} and

H/
e'z(e’1 e’2>, and H = /1 ,
H,

where €] € {—1,0,1}"4* e, € {-1,0,1}*, H] € Zé’:d_k)Xd, and Hj € Z!*{. This

splitting

allows us to rewrite the ciphertext as
c=eH| +e,H,+€" (modgqg-—1).
Subtracting the guessed part gives
¢:=c—e,H,=¢eH| +€" (modgq—1).

If the guess €}, is correct, then ¢ is close to a lattice point in the lattice £,_,(H)). More
precisely, ¢ = e{H} + (¢ — 1)w + €” for some w € Z<. Since €” is small, ¢ lies close to the

lattice point €] H) + (¢ — 1)w, and a decoding algorithm can be used to recover €.

This hybrid method reduces the lattice dimension from (n — d) to (n — d — k) and allows
for more efficient lattice reduction and decoding. The correctness of the guess for €/, can
be checked by verifying whether the resulting e} is ternary and whether the recomputed

ciphertext matches.

The guess over €, can be further accelerated using a meet-in-the-middle technique as
discussed in the previous section, where the search space is split and matched using a
precomputed hash table. Table 5.2 gives the parameters obtained for the hybrid attack
against the LLXY KEM using the lattice estimator [APS15]. To simulate this
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meet-in-the-middle process, the lattice estimator conservatively assumes a square-root

speed-up, and ignores any probability loss introduced.

LLXY Parameters | BKZ block size | Number of guessed )
. Guessing search space
no | d | q (8) coordinates (k)
898 | 260 | 1409 228 394 2150-9
1390 | 386 | 2209 369 646 22275
1840 | 520 | 2371 612 824 23613

Table 5.2: Hybrid attack parameters on the LLXY KEM according to the lattice estimator.

5.1.2 Dual Attacks

The dual attack is a standard method for solving the decisional Learning With Errors
(Decision-LWE) problem by reducing it to a variant of the Short Integer Solution (SIS)
problem in a dual lattice. Given an LWE instance (A, b) with

b=sA+e (mod q),

where the secret is a row vector s € ZZ, the dual attack aims to find a short vector v € Z™
such that
Av' =0 (mod q).

This defines the scaled dual lattice
L'={veZ" | Avl =0 (mod q)},

which is (up to scaling) the lattice orthogonal to the row span of A in Z".
Suppose a sufficiently short vector v € L* is found using lattice reduction (e.g., BKZ

with block size ). Then we compute
bv' = (sA+e)v'.

Expanding gives bv' = s(Av') +ev'. Since Av' =0 (mod q), we obtain bv' =
ev' (mod q).

Since both v and e are short, the value vb' is statistically far from uniform modulo ¢,
allowing one to distinguish LWE samples from uniform random samples. Hence, the dual

attack yields a distinguisher for LWE. Rather than relying on the classical search-to-decision
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reduction [Reg09], modern lattice cryptanalysis embeds this distinguisher into a structural
framework that simplifies the target instance. Specifically, techniques such as sparsification
or dimension reduction map the initial BDD instance that underlies the LWE instance to a
new BDD instance defined over a lower-dimensional or sparser lattice. This transformed,
easier instance is then solved to recover the secret. For in-depth structural details of this
method, see [DP23, KKN*26].

Albrecht [Alb17] introduced the dual hybrid attack, which improves the basic dual
attack by combining lattice reduction with partial guessing of the secret. The key idea is
that guessing part of the secret reduces the effective LWE dimension, making the lattice

reduction step cheaper.

Concretely, split the secret as a row vector s = (s || s9), with s; € ZZ*'“ and s, € Z’; )

Accordingly, partition the matrix row-wise as A = (
2

A _
1) . where A; € Z{"*™ and

A, € Z’;X’”. Then the LWE equation becomes

b =sA;+sA+e (mod q).

The attacker guesses s,, obtaining a reduced instance

b, =b— SQAQ = S1A1 + e (mod q)

If the guess is correct, this yields an LWE instance of dimension n — k. This reduction
is the key idea of the dual hybrid attack: : it trades the cost of guessing & secret coordinates
for a smaller lattice dimension.

Once the dimension is reduced, the attacker applies the dual attack to the subsystem
defined by (A4, b’), where b’ = b — sy A,. In particular, the scaled dual lattice is defined as

Loo(A) ={(v,y) €Z" x (1/c-Z)"™" | Aiv' =cy (mod q)},

for some scaling parameter c.  Lattice reduction is used to find short vectors

(v,y) € L£,.(A;). Applying such a vector to the reduced LWE instance yields
b,V—r = (SlAl + e)vT = S1 (A1VT) + eVT.
Using the defined scaled dual lattice, we obtain A;v' = cy (mod ¢), and therefore

b'v  =cs;y +ev' (mod q).



5.1 Lattice Attacks 81

When (v,y) are sufficiently short, the term cs;y + ev' remains small. Thus, for the
correct guess of so, the value b'v' is distinguishable from uniform distribution over Z,. In
this way, the dual hybrid attack applies the dual attack in reduced dimension n— k&, achieving
a significantly improved complexity.

As with other hybrid approaches, the guessing phase can be accelerated using meet-in-
the-middle (MitM) strategies that trade memory for runtime. Cheon et al. [CHHS19] adapt
the MitM strategy of Howgrave-Graham [HGO7] to the dual hybrid setting using locality-
sensitive hashing. The idea is to split the guessed coordinates further, writing sy = (s}, || s})
with each half of the size k/2. For each candidate s), the attacker computes and stores the
intermediate value s, A, in a hash table indexed via a locality-sensitive hash function that
preserves approximate equality modulo ¢g. Then for each candidate s}, compute b — sj A7,
and check for a matching entry in the table up to the tolerated error.A collision corresponds
to a consistent guess for (s, s ), reconstructing s,. This MitM approach reduces the time
complexity of guessing s, from O(¢*) to O(¢"/?), at the cost of O (¢*/?) memory, yielding
a favourable time-memory trade-off.

Dual Hybrid Attack on LLXY

We now apply the dual hybrid attack to the LLXY scheme, where the LWE instance is given
by the matrix-vector pair (H', c) with

c=€eH +¢e" (modqg-—1),

and e’ € {~1,0,1}"%, e" € {~1,0,1}%, and H' € Z\" V",

q—1
To apply the dual hybrid attack, select a guessing parameter k, and split €’ = <e’1 e’2)
with €}, € {—1,0,1}*, and likewise partition H' as

H n—d—k)xd
H — <H1> . where H{ € Z\" "V WY e 754
2

The new formulation of the ciphertext is
c=eH| +e,H), + €". (5.3)
Construct the scaled dual lattice,

Ly1.(HY) = {(V,u) € 7% x (%Z)n_d_k ‘ Hv' =cu (mod q— 1)} :
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where v is the transpose of v. The goal is to find a short vector (yy,y2) € £,1..(H}) using
lattice reduction, typically modelled as BKZ with a given root Hermite factor 6. The length
of the vector determines whether the product with the ciphertext remains small. Specifically,
using Equation (5.3) compute

c-y; =eHjy! +eHyy| +¢€"y;.

Using the lattice relation H)y| = cy, (mod ¢ — 1), this becomes

¢yl = cely] +e4Hyy] +ey] (mod g 1).

Thus, for each sufficiently short vector (y;,y2), the term ce|y, + €”y, remains small for
LWE samples. For a correct guess of €, € {—1,0, 1}*, one can distinguish between LWE
samples and uniform distribution over Z,_;.

One can see that the dual-hybrid format of the LWE instance is easier than the original
because it reduces the effective lattice dimension by guessing a small subset of secret
components. By splitting €’ into €] and €/, and guessing e, lattice reduction is applied only
to the smaller lattice corresponding to €}. This splits the attack cost between guessing and
lattice reduction. Lattice reduction cost is estimated using BKZ on the reduced-dimension
lattice defined by H/ and is exponential in the BKZ block size 5. The guessing phase is
realised using a meet-in-the-middle process and assume a square-root speed-up in the cost
(3 for exhaustive search and 3*/2 for MitM strategy). Table 5.3 summarises the cost for
lattice reduction and the cost for guessing €/, in the dual hybrid attack for the LLXY KEM
parameters we chose according to the lattice estimator [APS15].

LLXY P t
Zrame ers Cost for lattice reduction | Cost of guessing
n q
898 | 260 | 1409 21399 9137.9
1390 | 386 | 2209 22075 9208.6
1840 | 520 | 2371 2275.0 9269.0

Table 5.3: Dual Hybrid attack costs from the lattice estimator on the LLXY KEM.

5.1.3 Lattice Estimator Results

Recall from Section 5.1, the LWE instance for the LLXY is defined as Equation (5.2),

c=eH +¢".
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A key feature of the LLXY setting is that operations are carried out in Z,_; rather than Z,
for a prime ¢. For the analysis, we consider sparse ternary secrets (e’), and error vectors
(e”"). We assume that the number of +1’s and —1’s in the secret and error vectors are equal.
In particular, the number of +1’s (respectively —1’s) in the error vector e’ € {—1,0,1}%is

assumed to be
(d—1)d

2n
and the number of +1’s (respectively —1’s) in the secret vector € € {—1,0,1}""% is

assumed to be
(d—1)(n—d)

2n
The lattice attacks are analysed using the Lattice Estimator [APS15], which makes the

following assumptions for dual and dual-hybrid attacks:

* Reduced basis shape: Geometric Series Assumption (GSA) is used to model the
shape of the BKZ-reduced lattice basis.

* Meet-in-the-middle (MitM) speed-up: A square-root speed up is assumed when

enumerating guesses for parts of the secret.

* MitM success probability: Assumed to be 1 for correct guesses.

* Memory cost: Ignored in the cost estimate.

Table 5.4 gives the estimated cost of the above lattice attacks for our chosen set of
parameters. For comparison, [LLXY?20] used only the Unique-SVP lattice attack when
selecting parameters. We include the Unique-SVP cost in the table to illustrate that hybrid
and dual-hybrid attacks are more effective in this setting.

d
Lattice attack (n.d,q)
(898,260, 1409) | (1390,386,2209) | (1840,520,2371)
Unique-SVP 21513 9226.4 9299.7
Dual hybrid 21402 9209.2 9275.0
Hybrid (MitM) 9140.6 9199.6 9262.1

Table 5.4: Lattice estimator costs for proposed parameters.
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5.2 Decoding attacks

Recall that the LLXY scheme is of the form ¢ = eH (mod ¢ — 1) where H is the parity
check matrix. Solving for e is a Syndrome Decoding Problem (SDP). The best algorithmic
paradigm that we know today for solving the SDP is a class of algorithms called
Information Set Decoding (ISD). The underlying idea of the ISD algorithms is to solve a
dimension-reduced standard form of a decoding problem instance instead of its original
form. The first ISD algorithm is due to Prange [Pra62] which was later improved by Stern
and Dumer [Ste88, Dum91]. Despite many efforts on designing practical decoding
algorithms, the state-of-the-art algorithms in the literature [BM18, MO15, BJMM12] are
exponential in the number of errors that have to be corrected and all can be viewed as a
refinement of the original Prange’s algorithm.

It is worth noting that the state-of-the-art in information set decoding is mainly
developed for codes over binary fields, and is not necessarily expected to extend to codes
over larger fields and different metrics than Hamming distance. From our investigations we
believe the most promising approach for our problem is the nearest neighbour approach
propose by May and Ozerov [MO15] and later optimised in [BM17b, BM18]. May-Ozerov
propose to decode random binary linear codes with nearest neighbour search and obtain
better running time than the Stern’s algorithm for information set decoding. In particular,
they solve the following problem [MO15].

Definition 5.1 (NN problem). Letn € N,0 < v < 1/2and 0 < X\ < 1. In the (n,~, \)-
Nearest Neighbour (NN) problem, we are given v and two lists L, R C F% of equal size 2"
with uniform and pairwise independent vectors. If there exists a pair (u*,v*) € L X R with

Hamming distance n-, the task is to output a list C' that contains (u*, v*).

Lapiha proposed applying decoding algorithms to LLXY setting and studied syndrome
decoding in the ¢; metric, which in this setting is a case of the Inhomogeneous Short
Integer Solution (ISIS) problem from lattice cryptography. In Section 4.3 of [Lap21]
Lapiha essentially re-discovers an algorithm for ISIS developed by Bai et al. [BGLS19],
which in turn is closely related to previous work by May and Ozerov that uses nearest
neighbour search. In the ISIS case, the nearest neighbour search modulo an integer is done
by matching on high order bits (the same method is used in both [BGLS19, Lap21]). We
believe this method gives a practical and efficient solution to the problem in the LLXY
setting as well and therefore, in this work we adopt similar approaches to provide an
updated security analysis for the LLXY scheme.

We make two observations about applying the nearest neighbour algorithm to the LLXY

system. First, the May-Ozerov algorithm focuses on linear codes over [f; whereas the LLXY
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system works on larger (¢ — 1)-ary codes. Secondly, LLXY is based on the ¢; norm of
the error vectors, while the majority of decoding algorithms in the literature operate with
Hamming weight. Therefore, one needs to modify the Near Neighbour algorithm to fit with
this setting. Once these modifications are made (as was done in [BGLS19, Lap21]) one sees
that the nearest neighbour approach works very well for our problem compared with the

previous case of codes over binary fields under Hamming distance.

In the LLXY KEM, we are given a parity check matrix H € Zg‘ff in standard form and
a syndrome c € ngl, the task is to determine the error vector e € {—1,0, 1}" that satisfies

the equation

H/
eH=e- (I > = c where |le]; =w <d-1. (5.4)
d

Stern’s algorithm searches for e where ||e||; = p > 0 on the first n — d coordinates and
w —p on the last d coordinates. Since this exact splitting of weights does not always happen,
it is necessary to apply a random permutation 7 to e (by permuting the rows of H and then
re-converting to standard form). With a certain probability the weights split as desired and

the algorithm finds them.

We present and analyse two versions of the nearest neighbour decoding algorithm. In
particular, we consider a basic two-list variant and an extended four-list variant inspired
by the approach in [BGLS19] and give rough lower bound estimates of complexity. This
comparison highlights how the performance of the algorithm improves when the number
of lists is increased, thereby offering insights into the trade-off between complexity and
success probability of the decoding attack.

5.2.1 Two-List Version

The simplest instantiation of the Near Neighbour approach is the two-list version. The error
vector is partitioned as e = <e’ e’ ) , and Equation (5.4) can be rewritten in the form

c= (e/ e") (II_I/) =eH +¢€".
d

We further decompose €’ as € = egl) + egl) with egl), egl) € {—1,0,1}"4. Substituting

into the above yields
(e(ll) + eg))H’ +e" =c. (5.5)
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The splitting of €’ is done positionally: the vector egl) is non-zero only on the first (n —

d)/2 coordinates, while egl) is non-zero only on the remaining coordinates, i.e., positions
{(n—4d)/2+1,...,n— d}. The vector e’ remains as an element of {—1,0, 1}%.

We choose p ~ W

to be an even integer, representing an estimate of the number
of non-zero entries in the first n — d coordinates of the error vector e. The attack proceeds
under the assumption that

p p
le i =5, [leV] =

2 2’

so that ||€’||; = p and consequently ||€”||; = w — p. We refer to this choice of partitioning
the weight of e as the desired weight distribution. As with Stern’s algorithm, a random
permutation is applied on the parity check matrix and the algorithm is repeated until it
succeeds.

Unlike the Dumer or BIMM methods, this approach uses vectors e(ll) and e(21) of length

n — d (as opposed to n — d + [), which reduces the size of the search space. Moreover,
since p < w, the required ¢;-norm on the first n — d coordinates is relatively small. As a
result, fewer iterations are needed to find a permutation 7 that satisfies the desired weight
distribution. On the other hand, this advantage comes at a cost: the approximate matching
required in this method is generally more computationally expensive than the exact

matching used in traditional ISD algorithms.

We write,
e"H +el’H +e'=c = e"H ~c—el"H. (5.6)
Here, €’ € {—1,0, 1}? and the set of possible values of ” is
€= {xe{-1,0,1}" | |xll =w—p}.
Thus, finding an approximate merge egl)H’ ~C— egl)H/ is equivalent to checking whether
c—elVH —elVH €&,

The search is carried out using two lists:

n—d n—d

a Wyqr (1) egl)H’ S Zg—h egl) € {—1,0, 1} 7 X {0} 7,

Ly’ =14 (e; H' ey') (1) ;
lei”[lr =p/2

1 1 n—d n—d

1 _ (C—e(l)H/ e(l)) ’ c-eg H ¢ Zg—la eg) €{0} 2z x{-1,0,1} =,

2 2 2 1 .
leS” |l = p/2
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The attack proceeds by sorting Lgl) with respect to the first coordinate and, for each

element c — egl)H’ € Lgl), searching for an approximate match egl)H’ € Lgl). If a close

match is found, we verify that e(ll)—l—eél) € {-1,0,1}"“and c—el"H'—e\"H’ € €. If both
conditions hold, we set e” = ¢ — egl)H’ - egl)H’ and add the pair (e”, egl) + egl)) to a new
list LEQ). Each element of L§2) thus corresponds to a valid full error vector e = (e’ e’ ) ,

where €' = egl) + egl).

1@ = (e ,)‘ e =c—eH €{-1,0,1}4, & €{-1,01}""
=< (e ,e .
1 le/lh = p. llc— B, =w—p

Algorithm 4 Two-list Near Neighbour Algorithm

Input: Lgl), L;l) as defined above.
Output: L?)

1: Initialise L{¥ = 0.
2: Sort Lgl) with respect to first coordinate egl)H/ .
3. for (c — egl)H’, egl)) € Lgl) do
4: Find (egl)H’7 egl)) € Lgl) such that ¢ — egl)H’ ~ elVH.
5: if egl) + egl) € {-1,0,1}" % and c — e"H' — e{""H' € £ then
6: Compute €’ = c — (el + el )H.
7: Add (¢”,el" + ey to L.
8: end if
9: end for
10: return L%Q)
Complexity Analysis

In this section we give lower bounds for the running time estimate of the two-list decoding
attack. To analyse the complexity of the algorithm, first observe that the construction of lists
L(ll) and Lél) and the existence of €” with the correct weight distribution, relies entirely on
the probabilistic assumption that the vector e originally had the desired distribution. The
probability of obtaining the desired weight distribution (i.e., a “good splitting”) is given by

(n—d)/2\%( d
p/2 2) (w—p)' (57)

(a"1)

The inverse of this probability gives the expected number of repetitions required to

Pr(good splitting) =

obtain a vector e with the desired weight distribution. In each repetition, we generate the
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two uniform and pairwise independent lists Lgl) and Lgl), each of size

L) = (28] = 2p/2<(” ;/Z)/Q), (58)

and the time to construct each list is proportional to its size.

Lemma 5.1. Let notation be as above. Then the two-list NN algorithm (Algorithm 4) has a

lower bound complexity estimate of

&
(1L tog7) + 11 tog ) + 101 111 L) 59

Proof. Line 2 of the algorithm requires sorting Lgl) with respect to the first coordinate
egl)H’, which can be done in O (|L§1)\ log(|L§1) |)> operations.

Step 4 of the algorithm is the NN search. The Near Neighbour search is the detection
of values egl)H’ in the sorted list such that egl)H’ ~C— egl)H’ . This can be implemented
in several ways, e.g. by trying all e’ € & or by hashing using most significant bits (see
Section 4.2 of [BGLS19]). The running time depends on this choice. If one uses the method

of trying all the possible values of €” € &, and for each (c — egl)H’ ) € Lgl), search for

matching candidates from Lgl), the cost of Step 4 in Algorithm 4 is

d
LW 1€ og(ILY h — Qu—P .
Ly’ - |Ellog(|Ly”|)  where |£] w—p

Next, consider the total number of matches detected between Lgl) and L(zl).
Heuristically, for each pair in Lgl), we expect |L§1) |/(q — 1)¢ matches in Lgl) and for each
match we have to check if the error is of the correct weight. The correctness check in line 5
of the Algorithm 4 is performed

. | 1L 1€l
Ly | {(q—Ud (5.10)

times.

Step 6 and 7 only execute when the checks in Step 5 pass. For simplicity, and since we
are considering the lower bounds, we bound the running time proportional to above steps.
Therefore, the Near Neighbour algorithm (Algorithm 4) performs

1 1 1 1 1 1 ‘5|
° (iLE og(1Li"D) + 1257 1€ 10g(13") + 237 - L") = 1>d)
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arithmetic operations. 0

Hash function. We observed that trying all €’ € £ is computationally intensive. To
acquire a speed-up in our computations we consider hashing using the most significant bits.
We define the hash function

F:Zy1— Ty by F(z)= {(q—xWJ ,
where v is a parameter indicating the number of most significant bits used. We adopt the
terminology of [BGLS19], adapted to ternary error vectors. An integer a € Z is called
borderline if F'(a) # F(a+e¢) or F(a) # F(a—e) for a possible error value e € {—1,0, 1}.
We can then extent F' to vectors in Zg_l. Bai et al. [BGLS19] define the set of all patterns
of the most significant bits that would arise by adding valid errors to the corresponding
coordinates of a vector v by

Flips(v) ={F(v+te) : ec&}.

One does not have to loop through all e € £ to compute Flips(v) and it is enough to check
entries of v that are on the borderline. The expected size of the set can be calculated by
counting the number of borderline integers in Z,_; and checking whether they going to

“flip” with the error. When e € {—1,0,1}, there are 2"*! borderline integers in Z,_;.
2L/+1 d

q—l) :

The Near Neighbour algorithm searches for matches of hash values between two lists.

More precisely, first compute F'(v) for every v = egl)H’ in Lgl) and sort these values. Then

Therefore, the expected size of the set Flips(v) for vectors v € Zfll_l is (1 +

for cach v = ¢ — el"H' in L compute Flips(v), and for each u € Flips(v), search for
occurrences of u in the sorted list. Finally, for each match, check whether, c — eél)H’ —
VH € &

1 .

With this hashing strategy, the running time estimate, Equation (5.9) can be rewrite as

1 1 1 . 1 1 1 ’FhPS(V)|
0(\L§’uoguL&>r>+|L§>Hths<v>uog<|L§>r>+|L§>r L) 6D

Since the aim is to get a lower bound, we treat few operations as constant time. The first

term of Equation (5.11) corresponds to sorting Lgl), assuming that computing F’ (egl)H’ ) is

constant time. Next for each pair (c — egl)H/ , egl)) € Lél), we have to compute Flips(v)

where v =c— eg)H’ and needs to look up the value in the sorted list. This gives the second
component of the equation. For each hash match, there are on average, \Lgl) |/2% different

candidates from the first list to check. Hence, the expected number of values that we need to
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handle is around \Lgl) |- \Lg) | %, followed by the check that c—egl)H’ —elVH € £. We
consider the number of bit-operations required for the final correctness check to be constant.

A complete running time analysis of the NN algorithm is given in Lemma 3 of [BGLS19].

We note that, the average cost of the ISD attack is determined by two components:
* the cost of constructing the lists Lgl), Lgl) — Equation (5.8),
* the cost of the Near Neighbour algorithm — Equation (5.11).

Let,
T = max{Cost of list construction, Cost of NN algorithm}.

Since the algorithm must be repeated until a “good splitting” occurs with probability
Pr(good splitting) (Equation (5.7)), the expected (average) cost of the ISD attack is
T

A ISD cost = . 5.12
verage €08 Pr(good splitting) (5.12)

This completes the description of the two-list Near Neighbour ISD attack. We now turn
to a four-lists decoding, in order to explore the improvements achievable by increasing the

number of lists.

5.2.2 Four-List Version

The state-of-the-art ISD algorithms use more than two lists to achieve smaller list sizes and
hence better running time than the two-list version. For example, Both and May [BM 18]
propose a depth-2 decoding algorithm (which we refer to as the four-list version for
consistency), and later generalise the idea to arbitrary depths. Their method speeds up the
May-Ozerov [MO15] and BIMM [BJMM12] algorithms by replacing exact matching with
approximate matching at all stages, thereby achieving improved asymptotic performance.

In this thesis, we follow the work in [BGLS19] in which they offer a way of subdividing
the problem while oversampling the errors to increase the number of potential solutions.
We restrict our focus to the four-list version and leave the study of deeper variants to future
work.

The four-list version follows the same initial splitting of the error vector as in the two-
list version. Specifically, when H is in the standard form, the error vector e € {—, 1,0, 1}"
where ||e||; = w < d — 1 is partitioned as

e:(e’ e") where e € {—,1,0,1}" 9 and " € {—,1,0,1}".
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Then the vector €' is further decomposed as e’ = e!") + egl) with el” eg) € {-1,0,1}"1,

This splitting is different to the two-list version, because now we split by weight, or more
specifically in our context, according to the ¢/;-norm. Substituting this into the decoding
equation yields:

eV + e YH + e =c. (5.13)

The key idea of the attack is to use four lists with two levels of recursion to find a

solution € € {—,1,0,1}" ¢ with ¢;-norm p where we choose p = (d_l)nﬂ. The first

level of recursion splits € = egl) + eél), and we enforce ||e§1)||1 = ||e§1)||1 = p; where

p1 = p/2+ « for a suitably chosen a. The second level of recursion splits egl) = e§°) + ego)

by positions, where egﬂ) is non-zero only on the first (n — d)/2 coordinates and ego) is non-
zero only on the {(n — d)/2 + 1,..., (n — d)} coordinates with [|e\” ||, = [ ||, = p/2.
Similarly, split egl) into eéo) and eflo).

We also introduce an additional split by weight within the d coordinates of the error

vector €” which has an /;-norm w — p. Specifically, we partition the d coordinates as [;

and [, := d — [y, and correspondingly partition €’ = ( e/ e’g’), where €/ € {—1,0,1}4
and e € {—1,0,1}2. Suppose ||€]|; = w; = @. We split €] = €/, + €/, such that
llel;ll1 = |lefs]li = w] = wy/2 + 5. Note that [; and [ are parameters to be optimised.

This allows €/ to have an ¢;-norm of wy := w — p — wy.

Outline of the Algorithm

The goal is to construct the final list

e c{-1,0,1}"4 & =c—eH € {-1,0,1}¢, }

le'lly = p, [[€"]h =w—p

whose elements satisfy the required weight conditions. The construction of ng) proceeds

in two levels:

Level 0. Start with four lists LZ(O) (¢ =1,...,4). Toillustrate, we describe the construction
of the first two and the others are analogous. For L§°>, enumerate all vectors ego) that are
non-zero only on the first (n — d) /2 coordinates, with ||e§0) Ili = p1/2. For each such vector,

compute ego)H’ .

0 n—d n—d
L(O) _ (e(O) e(O)H/) eg ) € {_1707 1} 2 X {0} 2,
1 1 » *1 (0) . 9 .
lei’ Il =mp1/
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Similarly to construct L, enumerate all vectors e{” non-zero only on the {(n — d)/2 +

1,...,(n — d)} coordinates, with Hego) |1 = p1/2, and compute eéO)H’,

(O) n—d n—d
0 0 0 e;’ €{0}z x{-1,0,1} =,
1~ {0, oy | |
llex” |l = p1/2

Level 1. Choose a random vector R; € qul_l. Run the nearest-neighbour search algorithm
(Algorithm 4) on I; coordinates to find pairs (e\”,e{”)) such that (e!” + e \H' ~ Ry,

meaning there exists some €/, € {—1,0, 1} with ||e/,||; = w] that satisfy

(e + e’ )H' + e, = R,.
The vectors e§°) and ego) add up to a vector egl) = e§°> + e;°> of weight p;, producing
the list " "
L(l) _ (1) (1)H/ e’ € {_1707 1}n—d’ Hel ”1 = D1,
L <e1 ! ) Dy "o :

An analogous procedure applied to the other two level-O lists yields Lgl) where

e/, € {—1,0,1}" with ||el,|l, = w.

1 ne 1

I FRORN O ey € {~1,0,13", [|ef"]l; = pi,
2 - (e2 y €9 ) L) xqr "o ’

Level 2. Finally, use the lists Lgl) and Lgl) to merge on the remaining d — [; coordinates,

obtaining vectors of /;-norm ws on these coordinates. This produces the desired list LSQ)

defined at the start. See Figure 5.1 for a clear illustration.

Success probability and correctness.

For the algorithm to succeed there must exist a vector € with ||€’||; = p such that " =
c—eH € {-1,0,1}¢ and the vector e” is split according to the target weight distribution
(induced by the row permutation 7). The probability that a random row-permutation induces

the desired weight distribution is

Pr(good splitting) =

(5.14)

Correctness further requires that the vector €’ admits a decomposition €’ = egl) +eg1), where

egl), eél) € {—1,0,1}""? and that the corresponding error parts on the /; coordinates split
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Figure 5.1: Four-lists decoding algorithm.

as e = e}, + e, where €], e}, € {—1,0,1}". For a randomly chosen R; <s$ Zf]l_l the

algorithm considers approximate mergings of the form
W)y "o (V) yqr "o

The number of ways to split € into egl) + egl) (with the parameters used in the

s () ()

and the number of ways to split e} € {—1,0,1}" is

w2 (3 (57)

For a uniformly random choice of R; we expect at least one valid splitting to exist

construction) is

whenever the total number of candidate split-pairs exceeds the number of possible R;

values, 1.e. when

MN] > (¢g—1)". (5.17)
Thus in practice one picks /;, o and 3 so that

NN
(q—1)m =

which ensures a valid splitting pair exists with significant probability.
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Complexity of the algorithm

The total running time of the algorithm depends on the nearest-neighbour cost and the size
of the lists constructed at each level. We use Algorithm 4 (defined in the previous section)
and use the hash function to look for the approximate merges between lists.

(0)

In the initial level we construct lists directly containing vectors e, with ¢;-norm p, /2

as explained above. Therefore, the expected size of each list is

—d)/2
Sy = L :2’“/2((n )
0= L7 p1/2

To form the lists in the next level, we merge list pairs from the initial level. We

approximately merge elements from L§0> and Lgo) using the NN Algorithm 4 for a

randomly chosen R; <$ fofr This algorithm requires time

. |Flips(v)]
TO = 0(\L§°>r log(| L") + 5" | [Rlips(v) log (| Li”|) + |17 - |L5" === ).

where v = Ry — e{’’H' and |Flips(v)| = (1+ 2;1%11)[1 . For hashing we take v to be the

most significant bits of each value in Z,_; and choose v, to minimize the cost of algorithm.

Let &; be the valid error set of €7, ef,, which is defined as

& ={e|ee{-1,0,1}" and |&||; = wi},

w!! ll
6] =27 (wi')

In level 1 we expect the list sizes to be approximately

and the size of &; is

Ss - 1&1]
(q—1)h

For the final merge we use the level-1 lists and perform the NN merge on I, = d — [;

Sy =LY =

coordinates. The NN algorithm requires time,

) Flips
700 = 0120 g L7) + 128" [Fips(w) 1ol 1281+ 247 |2 L),
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where for hashing we choose v, to optimise the cost and v = ¢ — egl)H’ and |Flips(v)| =

v l . .
(1 + 2;:;1) ?. The permitted error set is

& ={e|eec{-1,0,1}*" and |[&]|; = w.}.
Recall that wy = w — p — wy.
This gives a total expected running time,

maX{So, 517 T(O), T(l)}
Pr[good splitting]

Running time = (5.18)

We use the following parameter choices in our calculations. Take |le|l; = w = d —
L€ =p= ("_dzlﬁ and p; = 5 +a. Letw; = %, and w; /2 + (3 is rounded to the
nearest integer and set as w/. Over several iterations we choose [; = d/9 for n = 898 and
l1 = d/10 for n = 1390, 1840, which gives the minimum cost, with a and 3 taken to be the
first non-zero entries that satisfy A7 > (¢ — 1)". Table 5.5 shows our parameter choices
for the four-list decoding algorithm. Choosing optimised parameters using optimisation

techniques is discussed in [BGLS19].

Parameter choices
(n,d, q)
(898,260,1409) |29 | 231 | 184 |16 | 8 | 1| 9
(1390, 386,2209) | 39 | 347 | 278 | 20 | 11 | 1 | 10
(1840,520,2371) | 52 | 468 | 372 | 27 | 15 | 1 | 10

ll ZQ p a | Wy 5 SR

Table 5.5: Parameter choices for the four-list decoding algorithm.

Finally, for the selected parameters, we calculate the running time using Equation (5.18).
We observed that the Near Neighbour search is the most expensive step in the calculations.
Table 5.6 compares the lower bounds for the costs of ISD attacks in the two-list and four-
list variants. Note that our analysis uses simplified assumptions, as our objective is to select
secure parameters for the LLXY KEM rather than to compute the exact cost of breaking the
scheme. Therefore, we do not claim the existence of a decoding algorithm with the stated
complexities. Rather, for any decoding algorithm relying on nearest-neighbour search, the
running time will always exceed the values reported here. These values therefore serve as
lower bounds for such algorithms. To accommodate potential future improvements, our

parameters are chosen with a generous margin of safety against ISD attacks.
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Parameter choices 2 lists 4 lists
(n,d,q) lower bound log,(NN search) | lower bound log,(NN search)
(898,260, 1409) 382.842 269.59
(1390, 386, 2209) 581.489 445.856
(1840, 520, 2371) 768.478 587.642

Table 5.6: Lower bounds for the ISD costs for our parameter choices.

5.3 More general error distributions

For decoding we need the error to satisfy ||e||; < d — 1. In theory, the error vector can be
sampled anywhere in the ¢, ball in Z". LLXY use errors in {0, 1}". Lapiha suggests errors
in {—1,0,1}". We consider more general subsets of Z" with ¢; norm less than d. In this
case, one will have to consider the effect on the decoding algorithm and then the cost for
lattice and decoding attacks.

Intuitively, the cost for lattice attack increases with higher Euclidean norm. Choosing
errors in {—1, 0, 1}" essentially minimizes the />-norm and so makes the lattice attacks most
effective. Hence, it is worth considering distributions that take values other than {—1,0, 1}"
and so increase the Euclidean norm.

However, the decoding attacks become easier as the Hamming weight of the error
vector decreases (if one fixes the ¢;-norm and allows larger non-zero entries, then the
overall number of non-zero entries decreases). So it is necessary to understand the
trade-off between decoding attacks and lattice attacks.

To illuminate this question we choose errors in {—2, —1,0, 1, 2}" (with an equal number

of each). If there are x number of entries from each,

d
llell: = |2z]| + | = 2z| + |z| + | —z| <d = a:<6
This gives Euclidean norm about 1.29+/d.

First, we estimate the cost of the two-list Near Neighbour (NN) ISD attack when the
error vector lies in {—2,—1,0,1,2}", with all non-zero values occurring equally often.
From the discussion in Section 5.2.1, we recall that the cost of the Near Neighbour attack

essentially depends on two components:
* the size of the lists, |L§1)| = |Lgl)|, and

* the running time of the Near Neighbour algorithm itself.



5.3 More general error distributions 97

For the lattice attacks, we must first adapt the lattice estimator [APS15] to account for
the quaternary error distribution. Specifically, we replace the sparse ternary distribution
{—1,0,1} with the generalised distribution {—2,—1,0,1,2} by computing its mean,
standard deviation, and density. Once this modified distribution is incorporated into the

estimator, we can evaluate the costs of lattice attacks for the generalised errors.

5.3.1 Two-list ISD attack fore € {—2,—1,0,1,2}".

We now extend the two-list Near Neighbour search approach to the case where the error
vectore € {—2,—1,0, 1,2}". We follow the same steps as for the e € {—1,0, 1}" instance.
We start by splittinge = (e’ e” ) and write ' = egl) + eél) where egl) is non-zero only on
the first (n—d) /2 coordinates, eg) is non-zero only on coordinates { (n—d)/2+1, ..., n—d}.

In this analysis, we assume that e contains exactly u coordinates in {41} and exactly u
coordinates in {£2}, with all non-zero values chosen with equal probability. The ¢;-norm
of such an error vector is

leli=u-1+u-2=3u<d.

(1 )

We also assume that both el) and egl contain exactly p coordinates in {£1}, and p

coordinates in {£2}, with the remaining entries being zero. Here

~ U -
p 2n

represents the expected number of entries of each type in a block of length (n—d)/2 under a
uniform random permutation. Under this assumption, the last block e” € {—2, —1,0,1,2}¢
contains u — 2p coordinates in {1}, and u — 2p coordinates in {£2}.

Equation (5.4) gives
e"H +el’H +e'=c = eVH ~c—el"H.

Now the Near Neighbour component is €’ € {42, +1,0}% and the set of possible values of

e’ is
E={xec {42, £1,0}* | #{i:x; =42} =#{i:2; = £1} = u — 2p},

where |£| = 2% (uflzp) (d_ﬁgjp )). Thus, finding an approximate merge e\"H' ~ ¢ —
(

eQI)H’ is equivalent to checking whether

¢ =c—elVH — e{VH € €.
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To find an approximate match, two lists are constructed as follows:

1 1 n—d n—d
L0 = { (1 o) ‘ of H' € Zj_,, e € {£2,£1,0}"2" x {0}"7",
1 1 » 1 . 1 . 1 )
H{iel) =22} = #{izel) = £1} =p
1 1 n—d n—d
L9 = (c - oVH, o) ‘ c—ey H e Zi |, ey € {0} x {£2,£1,0}"",
2 2 ) 2 . 1 . 1 .
#{iel] =22} = #{izel) =£1} =p
(5.19)

The number of possible vectors egl) of desired shape is obtained by first choosing p

positions for the £1 entries in the block, which can be done in ((”_}f)/ 2) ways. From the
remaining (n — d)/2 — p coordinates, we then choose p positions for the +2 entries, giving
((”7‘2/ 2*”) possibilities. Each +1 position can take two possible signs, as can each +2
position, contributing a factor 2P - 2P = 227 Therefore, the size of each list is

n—d n—d
‘Lgl)‘ _ ’Lg1)| _ 22p<T) <T —p>.
D D

As we discuss in the previous section, the construction of lists Lgl) and Lél) and the
existence of e” with the correct weight distribution is guaranteed by the probabilistic
assumptions that the vector e had the correct distribution in the first place. The total

number of valid vectors e € {42, £1,0}" with exactly « number of +1’s and u number of

+2’s is:
n n—u
Ntotal - ( ) ( ) : 22“-
u u
(1)

The number of “good-split” vectors, i.e., those with the desired distribution in e; *, eél) and

Moot = K"?d) (anp_ p)] E (’u —d 2p) (d _’lﬁ ;p2p>) 2

Hence, the probability of getting a good split is
n-d\ ;n-d_, 72 (e
] () ()
(- (") |

The expected number of repetitions until a good split occurs is 1/ Pr(good split).

e’ is:

Pr(good split) =

In each repetition, we generate the two uniform and independent lists Lgl) and Lg) as
in Equation (5.19) and use the Near Neighbour algorithm given in Algorithm 4 with inputs

Lgl) and Lél) to find and output a list ng) containing e of correct weight distribution. Using
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hash collisions, the NN Algorithm has a cost of

1LY log | L{V| + | LS| [Flips(v)| log | L1

1 1 |thS(V)|
HIP L

Cost of NN Algorithm = O

Note that when e € {—2, —1,0, 1,2}, the number of “borderline” entries become 2"+ since
now we have to account for four cases; F'(a) # F(a+1), F(a) # F(a—1), F(a) # F(a+2)
or F'(a) # F(a — 2). Therefore [Flips(v)| = (1 + 2u+2)d where v = c — e{"H'.

q—1
The average cost per repetition is therefore,

T = max{List sizes, Cost of NN Algorithm}.

So the total average cost is:

T

_. 5.20
Pr(good split) (5:20)

Average ISD cost =

Our experiments indicate that, the decoding attacks experience only a small security
degradation under this distribution, and therefore there remains significant potential to

generalise the error model while preserving strong security guarantees.

5.3.2 Lattice attacks fore € {—2,—1,0,1,2}"

Recall that our LWE instance is (H', c), where ¢ = ¢’'H’ + €”. Here €’ is the LWE secret of
length (n — d) and €” is the LWE error of length d, both derived from the same vector e
sampled from a sparse, low-norm distribution. In this setting, we now assume
e € {—2,—1,0,1,2}" with /;-norm bounded by |le||; < d.

To compute the cost of lattice attacks when e € {—2,—1,0, 1,2}", we use the lattice
estimator [APS15] with a minor modification. The estimator models distributions of
vectors of length n with p entries equal to 1 and m entries equal to —1 using the function
SparseTernary(). We extend this by defining a new function, SparseQuaternary(), which
outputs the distribution of vectors of length n with p entries of 1, m entries of —1, x entries

of 2, y entries of —2, and the remaining coordinates equal to 0.

Following the same conventions as in the decoding attack analysis, we assume that e

contains exactly u coordinates in {£1} and exactly u coordinates in {+2}, with each non-

d—1
3

that the {£1} entries are split evenly between +1 and —1, and likewise the {42} entries are

zero value chosen uniformly at random. In our calculations we set u = L J , and assume
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split evenly between +2 and —2. Consequently, in SparseQuaternary() we have p = m =
r=1y.

Once the counts of {£1} and {£2} entries in the secret and error vectors of the LWE
instance (H', c) are fixed according to this distribution, we estimate the cost of lattice attacks
using the modified estimator. As expected, the cost of lattice attacks is higher when e €
{-2,-1,0,1,2}" compared to the case e € {—1,0, 1}".

Candidate parameters for both lattice-based and decoding attacks, under this
generalised error distribution, are presented in Section 5.4.2. Owing to the small security
loss from decoding attacks and the substantial security gain from lattice attacks, exploring
error distributions beyond the classical {0, 1} and {—1,0, 1} cases appears promising for
achieving a more balanced trade-off between lattice and ISD attack complexities when
selecting parameters for the LLXY KEM.

5.4 Parameters / Other optimisations

5.4.1 Optimising g versus d

The LLXY paper restricts to o, 8; € F, and so requires ¢ > n + d. But one can replace
(x—ay) by any irreducible polynomial a;(x). So suppose we work with irreducible quadratic
polynomials a;(z) = z* + e;x + f; € F,[x] where e? — 4f; is not a square in F,. Note that
F,[z]/(a;(x)) = F . There are about ¢*/2 such irreducible polynomials. For decoding d
errors in a code using quadratic polynomials we now need c(x) to be of degree 2d. Hence,
as long as n < d?/2, we have reduced ¢ from ¢ > n + d to ¢’ > d, at the expense of

increasing the lattice volume to ((¢')? — 1)? ~ (¢')*®.

Note that the ciphertext size is proportional to log,(q%). So how does ¢¢ compare with
()2 If n + d =~ d? (which is not likely in practice, but it gives the idea) then ¢ ~ (¢')?
and so ¢? ~ (¢')?? and the ciphertexts are the same size.

This shows that we can trade-off the size of the modulus ¢ against the degree of the
polynomial ¢(z), by not requiring all «; € IF,, and this may not have much effect on the

ciphertext size.

In the extreme case one could take a;(x) and ¢(z) all irreducibles of some degree ¢,
and then one could choose ¢ as small as possible given the constraint that the number of
irreducibles of degree ¢ is at least n + d, roughly n + d < ¢'/t. In the extreme one could

even take ¢ = 2.
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5.4.2 Parameters with Estimated Costs

In this section, we present candidate parameter sets for the LLXY KEM that achieve the
desired post-quantum security levels. The analysis evaluates the hardness of the lattice
attacks using the LWE estimator [APS15], which summarises the cost of advanced lattice-
based attacks. We also estimate the resistance to decoding attacks using our experiments
with the Nearest Neighbour information set decoding (ISD) algorithms, focusing on 2-list
and 4-list variants.

For a fixed value of n, we perform a search over a suitable range of error vector weights
d, typically between n/4 < d < n/2, ensuring the error vector is sparse but non-trivial. The
modulus ¢ is chosen as a prime slightly larger than n + d. We first consider ternary error
vectors with entries from the set {—1,0, 1}". This choice keeps the Euclidean norm of the
error vector relatively small, which is advantageous in terms of decoding efficiency.
Security Estimates for Ternary Error Vectors. Table 5.7 presents the selected parameter
sets and their associated security estimates. We choose the lattice attack with the minimum
cost and calculated a lower bound for the decoding attacks using 2-list and 4-list NN ISD
algorithms. In every instance we examined, lattice attacks outperformed decoding attacks
in the LLXY setting.

Parameter choices log, (LWE estimator) 2 lists 4 lists
n d q lower bound log, (NN search) | lower bound log, (NN search)
898 | 260 | 1409 140.2 382.842 296.59
1390 | 386 | 2209 199.6 581.489 445.856
1840 | 520 | 2371 262.1 768.478 587.642

Table 5.7: Estimated security levels for LLXY KEM when e € {—1,0, 1}".

Remark 5.1. The original LLXY paper [LLXY20] only analysed the unique-SVP attack.
However, our LWE estimator results show that dual and hybrid attacks are more effective
and should be considered in parameter selection.

Security Analysis with General Error Distributions. In Section 5.3, we consider an
alternative error distribution: vectors drawn from {—2, —1,0, 1, 2}", where each non-zero
value appears with equal frequency. This increases the Euclidean norm of the error vector,
which typically improves resistance to lattice attacks. However, it also reduces the
Hamming weight from d to approximately (2/3)d, which can make decoding attacks more

effective.
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Table 5.8 summarises the estimated attack costs under this general error distribution. We

only considered the two-list version of the ISD attack in these calculations.

n d q | log,(LWE estimator) | lower bound log,(NN-ISD)
898 | 260 | 1409 162.6 369.097
1390 | 386 | 2209 242.2 548.313
1840 | 520 | 2371 317.7 729.213

Table 5.8: Estimated security levels for LLXY KEM when e € {—2,—1,0,1,2}".

This trade-off suggests a slight security loss against decoding attacks, which is offset
by a comparable security gain from lattice attacks for the same parameter sets. Therefore,
we believe that generalising the error distribution offers a promising approach to balancing
security and efficiency.

For example, with parameters n = 720, d = 180, ¢ = 997, we obtain Lattice attack cost
(estimated via the LWE estimator) is 24!, while the NN-ISD lower bound is 2287195
However, these same parameters become insecure if the error distribution is limited to
{=1,0,1}" in this case, the hybrid lattice attack has a cost of only 2!%4, which is below
the standard security threshold.

Key and Ciphertext Sizes. We also evaluate the efficiency of the LLXY KEM by
computing the sizes of the public key, secret key, and ciphertext. The scheme has the

following structure:
« Public key (pk): Matrix H' € Z";7*“, size (n — d)d - [logy(q — 1)] bits.

* Secret key (sk): Includes a degree-d polynomial and n elements in Z,_;, total size
(n+d) - [logy(q — 1)] bits.

« Ciphertext (c): Vectorin Z{_,,

size d - [log,(q — 1)] bits.

We observed that the LLXY KEM provides better public key sizes compared to the
classic McEliece system [BCL*17], albeit at the cost of larger ciphertexts. Specifically, in
the classic McEliece system, ciphertext sizes range from 128 to 240 bytes, with public key
sizes varying between 0.26 and 1.35 megabytes. In comparison, the LLXY KEM scheme
achieves smaller public keys, with a maximum size of 0.95 megabytes, but at the expense
of larger ciphertexts. Moreover, the BIKE [ABB*22] and HQC [MAB™ 18] schemes have
the advantage of shorter public keys but comparatively large cipher texts. We observe that

the ciphertext sizes of our scheme are substantially smaller than that of BIKE and HQC, but
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our public keys are larger. Table 5.9 shows the public key and ciphertext sizes (in bytes) of
NIST candidate code-based schemes, BIKE, HQC, and Classic McEliece targeting security

level

3.
Public key size | Ciphertext size
(bytes) (bytes)
McEliece 524,160 188
BIKE 3082 3114
HQC 4522 9042

Table 5.9: Public key and ciphertext sizes of code-based schemes (NIST Level 3)

As a final note, Table 5.10 compares LLXY KEM with CRYSTALS-Kyber at
equivalent security levels. While Kyber offers compact key and ciphertext sizes, LLXY

achieves notably smaller ciphertexts, albeit with larger public keys.

LWE estimator | Public key | Ciphertext LLXY KEM LWE estimator | Public key | Ciphertext
(bytes) (bytes) (n,d, q) (bytes) (bytes)
Kyber-512 139.7 800 768 (898, 260, 1409) 140.2 207,350 325
Kyber-768 196.4 1184 1088 (1390, 386, 2207) 199.6 532,873 531
Kyber-1024 262.4 1568 1568 (1840, 520, 2371) 262.1 943,800 715

Table 5.10: Comparison of Kyber and LLXY KEM ciphertext and public key sizes.

In summary, the analysis of parameter sets for the LLXY KEM highlights several key

findings:

Dual and hybrid lattice attacks outperform the embedding attack considered in the
original LLXY in terms of effectiveness, and thus serve as a better guide for selecting

secure parameter S.

For the LLXY scheme, lattice-based attacks remain more effective than decoding
attacks even when the error vectors are sampled from sparse sets such as {—1,0,1}"
or slightly wider ones like {—2, —1,0,1,2}".

Using generalised error vectors (e.g., {—2, —1,0, 1,2}) improves resistance to lattice
attacks but mildly weakens decoding resistance. This suggests that there’s room to

consider more general errors.

The main drawback is the large public key size, which is common to most of the code-
based schemes. Investigating techniques to reduce key sizes without compromising

security would be a valuable direction for future research.
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5.5 Summary & Future Directions

A comprehensive security analysis of the modified scheme was conducted, incorporating
the most recent advances in both lattice-based and Information Set Decoding (ISD) attacks.
This analysis includes parameter evaluations and security level estimations, taking into
account dual, hybrid, and decoding attacks, and providing guidance on safe parameter
selection.

Our experimental results suggest that the scheme offers flexibility in generalising the
error distribution in terms of balancing efficiency and security. While the current
construction relies on ternary error vectors (i.e., elements from {—1,0,1}), our analysis
shows potential for extending to more general distributions. This opens the door to further
optimisations, both in decoding efficiency and in resistance to lattice attacks. As part of
future work, we recommend a more systematic investigation into alternative error
distributions, which may lead to improved trade-off between lattice and decoding attack
security margins.

Additionally, we emphasise the need for deeper cryptanalytic study of the scheme’s
underlying hardness assumption. Since the public key corresponds to a family of lattices
with a special secret decoding algorithm, it is crucial to evaluate whether this structure
admits previously unexplored vulnerabilities or specialised attacks.

Overall, we believe this section of the thesis establishes a solid foundation for the LLXY
scheme, both from a theoretical and practical standpoint, and highlights promising avenues

for continued development and cryptanalysis.
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In this chapter, we study a natural and seemingly unexplored computational problem:
Given £ lists of vectors in {—1, 1}"™, find a selection of one vector from each list such that
their sum is equal to the zero vector.

This problem is intuitively appealing. The sum of k£ vectors sampled uniformly at
random from {—1,1}" behaves like a random walk in Z™, and when k is even, the
distribution of each coordinate of the resulting sum is centred at zero. Due to the Central
Limit Theorem, the coordinates of such a sum tend to concentrate within an interval of size
O(\/E), making the zero vector not only a plausible target but also the most probable
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outcome in each coordinate. Despite this natural structure, no prior work appears to have
studied the complexity or algorithmic solutions to this problem.

Our interest in this problem is motivated by an attempted cryptanalysis of a newly
proposed computational assumption. Specifically, the problem arises in the context of
analysing a variant of the Inhomogeneous Short Integer Solution (ISIS) problem
introduced by Baldimtsi, Cheng, Goyal, and Yadav [BCGY?24]. A more detailed discussion
of their scheme and our cryptanalytic observations will follow in a later chapter.

We undertake a detailed study of this problem in this chapter, providing a comprehensive
analysis of its computational complexity. For clarity and consistency, we assume throughout
this chapter that all vectors under consideration are of dimension m. In the complexity
analysis, we ignore the factors that are logarithmic in the running time unless otherwise
mentioned.

6.1 Background and Motivation

One of the most well-known combinatorial tools in cryptography is the birthday problem,
as defined in the preliminary chapter (Definition 2.1). The birthday problem is well studied,
and a solution can be found with high probability when the sizes of the two lists L; and Lo
satisfies the condition |L1| X |Ls| > 2™. When the list sizes are appropriately chosen, the
optimal algorithm has a time complexity of © (2™/?) up to logarithmic factors of m.

The structure of the birthday problem naturally suggests studying a generalisation
involving an arbitrary number of lists. This leads to the k-dimensional extension known as
the k-sum problem, defined as follows: Given k lists of n-bit values, find a selection of one
element from each list such that their bitwise XOR is zero. For & = 2, this reduces to the
classical birthday problem. The formal definition of the k-sum problem, as originally

stated, is:

Definition 6.1 (k-sum problem). Given k lists L1, . .., Ly of elements drawn uniformly and
independently at random from {0, 1}™, find x; € Ly, ...,xy € Ly such that

X1 BDXoP - PBxp=0.

Here, the symbol & denotes the bitwise exclusive-or (XOR) operation, which
corresponds to addition modulo 2 for binary vectors. Throughout this chapter, we focus on
the case where k£ = 27 for some integer q.

An information theoretic lower bound of the £-sum problem over all groups is given by
the following theorem [Wag02].
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Theorem 6.1. Let Ly,..., L, C {0,1}™ be independent random lists of size N. Then a
solution to x, @ - - ® x;, = 0 exists with non-negligible probability only if N = Q(2™/%).
Consequently, any generic algorithm for solving random k-sum instances with

non-negligible success probability requires time at least Q(2™/%), up to polynomial factors.

Proof. Let Ly, ..., L; C {0,1}™ be random lists of size IV, and the goal is to find elements
x1 € Ly,...,Xx; € L such that x; @ --- & x; = 0. For any such k-tuple, the XOR is
uniformly distributed over {0, 1}™, so the probability that a fixed tuple satisfies the equation
is 1/2™. There are N* such tuples in total, so the expected number of solutions is N* /2",
If N¥ < 2™, then this expected value is much less than 1, and with high probability, no
solution exists. Therefore, to even expect a solution to exist, we must have N* = (2™),
implying N = ©(2™/%). Hence, any algorithm must examine at least (2™/*) possibilities,
up to polynomial factors, establishing the lower bound. [

By Theorem 6.1 we know that a solution to the k-sum problem exists with good
probability if Hle |L;| > 2™ for sufficiently random L.

A simple approach to solving this problem, using the birthday paradox (Theorem 2.1)
is as follows. First, compute a list S} = {x; ® --- ® x;, 2 X € L;}, and another list
Sy = {Xpjo11 @ - ®Xp, X3 € L;}. If a vector appears in both S; and S5, it provides
a solution to the problem, and such a match can be found in time proportional to the sizes
of S7 and S;. To ensure a high probability of success, we need to make it likely that .Sy
and S5 share at least one common element. By the birthday paradox, this occurs with good
probability when the sizes of both lists are @(Qm/ 2), leading to an overall running time of
0(2’”/ 2). The attempts to break the square-root complexity barrier opened up a new path of
research that is focused around k-sum algorithms.

6.1.1 Existing £-sum algorithms

Camion and Patarin [CP91] are credited with introducing the idea of using tree-based
algorithms to solve k-sum problems more efficiently than the generic square-root time
approach. Their work focuses on the following problem: given a 128-bit integer b and a set
of 256 integers a;, each 120 bits in length, find a subset of the a;’s that sums to b. They
demonstrated how to solve this problem in approximately 232 operations using what is
essentially a 4-tree algorithm. This technique was then applied to attack a knapsack-based

hash function.
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Wagner’s k-tree algorithm

Wagner [Wag02] extended their work by considering the general case for k-sum problem
for arbitrary groups, by giving the asymptotic complexity of the algorithm and by
introducing new applications to cryptanalysis. Wagner’s k-tree (aka k-sum, or k-lists)
algorithm is an elegant and simple algorithm that solves k-dimensional generalisation of
the birthday problem. At the expense of larger lists sizes, they give a cube-root algorithm
for £ = 4 and further improvements when £ > 4. The algorithm works only when the
initial lists are large enough, i.e., in the special case where there are sufficiently many
solutions to the k-sum problem. They show that if the initial list length is greater than
2m/1tlogk] 3 solution exists with high probability. So, if lists of size O (2/(!Fl°ek)) are
used, the £-sum problem can be solved heuristically in O(k: . gm/(1+log ’“”) time and space
and the algorithm that achieves this is called the k-tree algorithm.

To illustrate the main idea behind the algorithm consider the £ = 4 case in Figure
6.1. Let Ly, ... L, be four lists of length my = 2™/3 each. It is necessary to assume that
|L;| > 2™/ forj = 1,...,4 and ¢ = 2. The algorithm works in two levels by merging
the lists in pairs; first, it combines 2 lists L; and L, to form a list L, 5 of pairwise sums
(or XORs) that agree on a specific set of coordinates (say, the first £ = m/3 coordinates).

Similarly, compute the list L3 4 from L3 and Ly.
Ly = {(Xiaxi+1) € Lj X Lig1 - (Xi ¥ Xz’+1)é = 0}

for i = 1,3. The notation (x), = 0 denotes that a particular block of ¢ coordinates of the
vector x are zero. In this step it is taken as the first £ = m/3 coordinates are zero. These
sets can be formed efficiently. For example, to construct L, o, sort the lists Ly, then for each
Xy € Lo check whether there exists x; € Ly such that (x1), = (x3),. Then (x; @ X2), = 0
by definition. If the lists are sufficiently random, then by the linearity of expectation one
can consider the expected size of L; ;1 is | L;||Lj51| - 27°

The second step is to find (x1,x2) € Lio and (x3,%x4) € Ly such that x; & x5 &
x3 @ x4 = 0. Since any sum of elements in L; 3 and L34 will be zero on the first { =
m /3 bits, this is done by sorting and searching the remaining m — ¢ bits. Moreover, since
|L1a|, | Lsa| =~ 2° and m — ¢ ~ 2/, if the initial lists are sufficiently random, we expect the
algorithm to find a solution in time and space complexity O (2’"/ 3).

A major limitation of Wagner’s algorithm is that it fails when m, > 2™/1*+°8k] doesn’t
hold. As a result, Wagner’s algorithm is only applicable when the input lists meet this
requirement, or when it is possible to increase either the length of the lists or the number of

lists. However, in some applications, both the number of lists (k) and the list lengths ()



6.1 Background and Motivation 111

m —/

Figure 6.1: Wagner’s 4-lists algorithm for binary vectors

are fixed, and my may be smaller than the bound required by Wagner’s method. Minder and

Sinclair addressed this issue in their work [MS12].

Minder & Sinclair’s extended algorithm

Minder and Sinclair [MS12] extended the k-tree algorithm to work for significantly smaller
list lengths and gives the first rigorous bound on the failure probability of these k-tree
algorithms.

Assume k£ = 29 and the initial list length is m as before. Minder and Sinclair address the
problem of finding a solution to the k-tree algorithm when ¢, m( and m are fixed, subjected
to the non-trivial requirement of my > 2™/2* given by the birthday problem. In particular,
they extended k-tree algorithm for

gm/21 < my < om/(a+1)

This algorithm can be seen as interpolating between Wagner’s k-tree algorithm and the
naive algorithm: at one extreme (m, = 2™/(¢+1)) it becomes the k-tree algorithm, and at
the other (my = 2™/2") it becomes the classic birthday algorithm. The idea behind the
modification is that they vary the number of bits eliminated (i.e., finding vectors that sum to
zero) in each round, in such a way that ultimately more bits can be eliminated in total. In
the original k-tree algorithm by Wagner, a fixed number ¢ = q’j:—l of bits were eliminated in
each round (except for the last round, where 2/ bits are eliminated) to keep the list lengths
constant over all rounds and thereby balancing the work done in each round. In [MS12]
they design the algorithm in two phases, such that in the first phase simply increase the pool

of vectors (by summing combinations from the original lists) until the number of vectors is
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large enough for the elimination phase to work successfully. They use integer programming
to find an optimal set of parameters that minimizes the running time while guaranteeing a
solution exists. Refer Theorem 3.1 of [MS12].

Over the years, the k-sum algorithm has found different variations. As examples,
Shallue [Sha0O8] and Joux et al. [JKL24] have independently analysed the £-list algorithm
over a field Z, and [BM17a] define the “Approximate k- list problem” where the authors
have relaxed the original problem and allows finding a set of vectors that sum to a vector of
small Hamming weight. There is also a large literature around the natural connection
between the k-sum problem over (Z/mZ,+) and the subset sum problem over Z/mZ
which is out of scope for this thesis.

Due to its effectiveness and simplicity, Wagner’s algorithm and its extensions
[MS12, NS15, Din19], have become a widely used tool in cryptography and related fields
[LyuO5b, MO15, BM18]. Wagner shows a number of cases where the k-sum problem has
applications to cryptanalysis of various systems including how to break various blind
signature schemes, how to break certain pseudorandom number generators and more.
Coron and Joux [CJ04] used Wagner’s algorithm to break a hash function based on error
correcting codes. Lyubashevsky [Lyu05a] noted that Wagner’s algorithm can be applied to
solve high density subset-sum problems, and Shallue [Sha08] extended the results.

A more recent application is [DEL25], where the authors prove that a variant of
Wagner’s algorithm solves SIS with n equations modulo ¢ = poly(n), in sub-exponential
time exp(O(n/loglogn)) for an ¢,,—norm bound § = ¢/polylog(n) and only requiring
m = n + w(n/loglogn). This variant of SIS underlies the security of the Dilithium
scheme which is a candidate submitted to the NIST post-quantum -cryptography
standardisation. Despite its sub-exponential complexity, Wagner’s algorithm does not

appear to threaten Dilithium’s concrete security.

6.1.2 Motivation and the Research Problem

Generalisations of Wagner’s algorithm have been explored in several directions. To the best
of our knowledge, replacing binary vectors with vectors in {—1,1}" constitutes a novel
variant of the k-sum problem.

In this work, we study how Wagner’s algorithm can be adapted to solve a new variation
of the generalised birthday problem in which the input vectors are drawn from {—1,1}™.
Our objective is to analyse the complexity of a k-tree algorithm for this setting and to
determine the optimal parameters that minimize the algorithm’s running time.

We define the new version of the generalised birthday problem as follows:
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Definition 6.2. Given k lists Ly, ..., Ly of vectors drawn uniformly and independently at
random from {—1,1}"™, find xy € Ly, ...,X) € Ly such that x; + X3 + -+ + x;, = 0.

Note that in this setting, we no longer work modulo 2 as in the binary case; instead, all
computations are carried out over the integers. Intuitively, the £1 variant of the generalised
birthday problem is more challenging than its binary counterpart. This is because the binary
version can be embedded into the +-1 setting via a reduction modulo 4.

Lemma 6.1. I1 is possible to convert the binary problem into a {—1, 1} problem when k is
a multiple of 4.

Proof. Let k = 4k’ for some integer k', and consider the map f : {0,1}™ — {—1,1}™
defined by f(x) = 2x — 1, which maps 0 — —1 and 1 — 1. For any x € {0,1}™, we
have f(x) € {—1,1}™. Conversely, given f(x) =y € {—1,1}", we can recover x by

computing
1
x=Y"L cq0. 13
2
Now suppose one solves the {—1, 1}™ version of the generalised birthday problem. That

Yi for each

is, we have found y; € L; such that y; +ys + - -- + yx = 0. Define x; =
i, so that x; € {0,1}™. Then

k k

1 1< k

=1 =1
Since Zle y; = 0 and k = 4K/, it follows that g 18 even, SO

k

in =0 (mod 2).

i=1
In other words, x; @ x5 @ - -+ & X = 0, where & denotes bitwise XOR. This shows that
a solution to the {—1,1}" problem yields a solution to the binary generalised birthday

problem whenever £ is a multiple of 4. 0

For the two-list variant, the {—1,1}" and binary case {0, 1} are essentially identical.
In both, the solution reduces to matching elements in a space of size 2", so the birthday
bound gives lists of size ©(2™/2) and time complexity ©(2™/2). The difference appears
when £ > 4. To give intuition about how our problem (Definition 6.2) is different from
Wagner’s original binary XOR problem, we discuss naive (pre-Wagner) ways to solve the

4-list problem using the birthday paradox.
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Suppose one is given 4 lists Ly, Lo, L3, L4 of binary strings in {0, 1}™ of the same
size, and wants to find x; € L; such that x; & x5 & x3 & x4, = 0. One can expect a
solution as soon as |L;| = 2™/4+°(1)_If one had never heard of Wagner’s algorithm, but
knew about baby-step-giant-step, then the following algorithm would be natural: Compute
Lis = {(x1 ®x9,X1,X2) : X1 € L1,Xs € Ly} and sort it with respect to the first coordinate.
Then we expect |L1| > 27/2. Similarly, let Lyy = {(X3 ® X4,X3,X4) : X3 € L3, X4 € Ly}.
For each v € L3, search for v in the list L;5. By the birthday paradox (the “two lists
version”) one expects a match if |Lys|, |Lss| > 27/2. In other words, there is a O(27/?)

algorithm.

Now let us consider our problem. Suppose L1, Lo, L3, L4 are lists of vectorsin {—1, 1}™
of the same size chosen independently and uniformly at random. We seek x; € L; such that
X1+ X9 + X3 + X4 =0.

To follow the same steps as above, compute a list L5 of sums x; + X5 and a list L34 of

sums X3 + x4, Where, x; € L;.
Ly, = {(X1 + XQ) Xy € Ll,XQ < LQ}
L34 = {(—Xg — X4) . X3 c L3,X4 - L4}

Let D be the distribution for x; + x;,1 and note that x; + x;.1 € {—2,0,2}™ for
1 = 1,3. D is of size 3™. Any vector appearing in both L5 and L3, yields a solution
and such a vector can be found in time linear in the lengths of L, and L34. Assuming D
is uniform, the birthday paradox tells us that if your list sizes |L1s|, |Ls| = ©(3™/?), a
collision is likely to happen with good probability. Such an algorithm have a running time

approximately 2m/210823 x 20.792m

We can also use the results from Selivanov [Sel95] to analyse this non-uniform birthday
problem. The lists L5 and L3, are of vectors with entries in {—2, 0, 2}. The probability that
an entry is 0 is pp = 1/2, and the probability of +2 and —2 both p_» = py = 1/4. We sort
L5 with respect to the first coordinate and ask for the probability that there exists v € Ly
such that v € L.

Let p, be the probability of a vector v € {—2,0,2}™ being generated in a list. We
get p; by just applying the above probability distribution to each entry. Selivanov defines

vy = > p2. In our case, one can see that

vy = (p*5 + 10 +1p3)" = 0.375™.
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Selivanov treats the problem as a “coloured” problem. The vectors in L5 are one colour and
the vectors in L3, are the other colour. Colours are chosen independently with probability

1/2. The expected number of trials until the same vector v is chosen but coloured in both

vV /va(1+0(1)).

This evaluates in our 4-list example to /7 2.66™/2 = \/m 20-706m,

This immediately implies that we expect to get a match when
|L1al, | Lss| =~ (1/m/2)2°™™. From this again we deduce that the original lists L; should
have size 2°3>" and the algorithm complexity is O(207™).

ways is,

Therefore, through these two approaches, it is evident that even the simplest 4-list
version of the problem exhibits higher complexity than the binary case when approached
using meet-in-the-middle techniques. Based on this information, we explore the following

research question in this chapter.

Research Problem: How can Wagner’s algorithm be adapted to solve the problem defined
in Definition 6.2 over the space Z™, and what impact does this adaptation have on the

algorithm’s time and space complexity?

6.2 The new k-tree algorithm

In this section we will walk the reader through all the steps on how to solve our new variant
of the generalised birthday problem using a k-sum algorithm. This includes probability
calculations at each level and determining the optimal list lengths in order to achieve
minimum running times for the algorithm.

The basic idea for the algorithm is simple: First find pairs x; € L; and x5 € Ly such
that the first /; entries of the vector x; + x4 are zero. Create a new list of such vectors
X1 + Xo. These are “partial solutions” in the sense that the problem is solved with respect to
the first /; entries of the vector. One difficulty is that the remaining entries of the vector are
in {—2,0,2}, but the good news is that 0 is still the most likely value in all the remaining
positions. Keep on finding these “partial solutions” for different blocks of coordinates in
each level of the k-tree until we end up with a zero vector of m dimension.

Our approach is heavily influenced by the work of Wagner [Wag02] and Minder-Sinclair
[MS12]. We follow the same assumption as that of Wagner for initial list length. That is, we
assume the initial list length is as large as needed. On the other hand, we vary the number of
positions for which the problem is solved at each step, which is a strategy used by Minder

and Sinclair. This problem is more complex than previous works, as at each round the
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non-zero entries in the vectors come from a bigger set, and so the probability of getting
zero entries changes. Therefore, we must address these challenges when analysing the new

algorithm.

Notations:

From this point on, we use the following notations to name the lists in each level. The i

list at the ;" level is denoted by ng ). In particular, we start with L§°), L(20)7 el L,(CO) in the
initial level. In the next level we have Lgl), Lgl), e ,L,(:/)Z, and so on down to just qu) at

the last level where £ = 29. Moreover, x\”) holds implicitly to represent any vector in the

1

corresponding list Ll(j ). The addition (+) is the usual component-wise vector addition of
{—1,1}™ vectors.

6.2.1 Overview of the Algorithm

We assume k£ = 29 for some integer ¢q. Given an instance of the generalised birthday problem
as outlined in Definition 6.2, the k-tree algorithm for {—1,1}™ vectors operates over ¢
levels. At each level, pairs of lists (of partial solutions) are merged to form a new list (of
vectors that are closer to a full solution), reducing the total number of lists by half in every
round.

Let us re-name the initial % lists as LED). In the first level, the lists L§0) and Lgo) are
merged to form a new list Lgl), the lists Léo) and Lio) are combined into a list Lg), and
the process continues for the remaining pairs. Specifically, the new list is composed of all

the sums X(Z(Z)_l + xg;) with xg;)_l € Lg;)_l and xg?) € Lg;) for (i = 1,...%/2) such that

xgz-),l + xg;) is zero on the first /; coordinates. Note that after merging, the new lists contain
vectors of the form {—2,0,2}™. The integer [, is a parameter of the algorithm that is to be
determined for optimal performance. We say that the first round eliminates /; coordinates
or equivalently make first /; entries zero.

To merge the two lists efficiently, let L§°) and Lgo) be the input lists and suppose
]L§0)| < \Lgo) |. We impose the natural lexicographic ordering on vectors in Z™. Sort L§“)
with respect to this ordering. This takes O(!Lgo)] log(|L§0)\)) operations. Then, for each

element in Lgo), look up in the sorted list L§°). Trying all values and searching takes

O(\Lgo)]log(]Lgo)D) operations. So the total cost to merge the lists is bounded by
O (\ L 1og(|LY ])) operations.
Subsequent rounds follow a similar process to the first one. In the second round, new

lists LSQ), e L,(f/)4 are formed from Lgl), ce L,il/)Q, by eliminating the next sequence of [,
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(2)

entries. This results in the vectors in the lists L;”, . .. ,L(Q)

k/4
coordinates, while the remaining take values from the set {+4, +2, 0}.

having zeros in the first [; + [y

By iterating this procedure for ¢ rounds, we obtain a final single list containing vectors
(0)

that are zero on the first 23:1 l; entries. Each of these vectors is a sum of the form Zle X;
with XEO) € LEO). Since the goal is to find sums that are zero on all m entries, the final list

will contain sums of the desired form if the following condition holds

q
> l=m. (6.1)
j=1

Since the input lists are random, the length of the lists at all levels are random
variables. We will write m; for the expected size of a list at level j. The distribution of m;
is determined by the initial list length mq and the values [, ...,l;. Note that, at the last
step, m, represents the total number of solutions found by the algorithm. So our goal is to
ensure that

my =L > 1. 6.2)

The choice of [; has a significant effect on the behaviour of the algorithm since it
determines both the number of entries eliminated and the expected list length at each level.
Since the running time is essentially proportional to the sum of the list lengths at each step,
achieving optimal performance requires selecting /; in such a way that the expected list
length, E[m;], is not too large for all 1 < j < ¢ — 1 while satisfying the constraints (6.1)
and (6.2).

Figure 6.2 illustrates the basic idea behind the algorithm for the case of £ = 8 lists. Note

that in the figure, we set [3 = m — [; — [, since we are looking for a vector of dimension m.

6.2.2 Probability Calculation

In this section, we discuss how to compute the relevant probability distributions for vectors
over the integers. Unlike in the binary case, when the k-list algorithm starts with vectors
from {—1, 1}™, the range of possible vector entries expands at each level of the algorithm.
For instance, after the first merging step, the vectors lie in {—2, 0, 2}™, and in the following
step they expand further to {—4, —2,0, 2,4}™.

To analyse the performance of the algorithm, we need to characterise the distribution
of the vector entries at each level, as the success probability of zeroing out a subset of
coordinates depends directly on this distribution. For example, in the second step, an entry
of —2 arises uniquely from summing two —1 values, an entry of 2 from summing two +1

values, while a zero can result in two distinct ways: either (—1) + 1 or 1 + (—1).
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Figure 6.2: 8-list algorithm for the new generalised birthday problem

The goal of this section is to derive the general distribution of vector entries at each
merging step and, in particular, to compute the probability that a given set of coordinates

equals zero.

Rademacher Distribution and Random walks

A discrete probability distribution in which a random variable X takes the value +1 with
probability 0.5 and —1 with probability 0.5 is known as the Rademacher distribution. A sum
of independent Rademacher variables can be interpreted as a simple symmetric random
walk on the integer line, where each step moves either one unit to the left or right with
equal probability. In other words, adding random {1, —1} values corresponds to a one-
dimensional random walk, which is sometimes referred to as a “drunkard’s walk.”

In such a walk, after n steps, the maximum possible position is n and the minimum is
—n. The distribution of possible positions at each step follows a binomial pattern, which

can be derived from the properties of Pascal’s triangle.

Pascal’s Triangle. Pascal’s triangle is a triangular array of binomial coefficients and, in
our context, it directly corresponds to the probability distribution of the position in a random
walk after n steps, scaled by 2". Consider a random walk starting at the origin (0), where
each step is independently chosen as +1 or —1 with equal probability. Let X,, denote the

random variable representing the position after n steps.
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For simplicity and relevance to our analysis, we assume n is even, since otherwise the
walker cannot end up at position zero. The probability of being at position p’ € Z (with

—n < p' < n) after n steps is given by

27n(,1y) if p’is even,
Pr(X, =p) = (1) (6.3)
0 otherwise.

Thus, the number of distinct, non-zero probabilities is n + 1, corresponding to the
positions p’ = —n + 2i for 0 < i < n. The i™ non-zero probability corresponds to
Pr(X, = —n+2i) =27"(7).

This binomial distribution forms the foundation for understanding how vector entries
evolve in our algorithm. Since we are pairing the lists and adding the vectors from these lists
at each step, note that after j levels in our algorithm, we have added 27 many vectors from the
original {—1, 1} input lists. Therefore, at level j of the k-tree algorithm, we set n = 27 in
Pascal’s triangle. This is because, at each level 7, the process can be viewed as having taken
27 steps in a symmetric random walk over Z. To illustrate, at level 1 we compute sums like
x§°> + xg)), while at level 2, we sum partial results: x§1) + xél) = (x§°) + xgo)) + (xéo) + xflo)),
and so on. Thus, by level j, each resulting vector is the sum of 2’ vectors from the initial

lists.

After taking n = 27 steps in the random walk, we are particularly interested in the
probability that a particular set of coordinates in the resulting vector is zero, i.e., the walk
returns to the origin. According to Equation (6.3), this probability is given by Pr(X, =

0)=2"" (nT/Lz) for a 1-dimensional random walk.

However, at each step we require a block of /; entries in the vector to be zero. Therefore,
we have to raise the above probability to the power /; to calculate the actual probability (Pr;)
of getting zero in the required /; coordinates of these vectors at each step 1 < j < ¢ — 1. At
the end of the algorithm we need to get a zero vector and hence all the /; coordinates should
add up to the dimension m of the vector. Therefore, in the final step (j = ¢), the probability

must be raised to the power [, = m — Z?;i lj.

In summary, the probability that a random vector at a given level j containes a specific

()

where n = 27 and [; is a parameter to be determined.

set of /; zero entries is given by
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6.2.3 Expected List Length

Once we have the probabilities of getting zero at each step, we can determine the expected
list length at these steps in the k-lists algorithm. Similar to previous work in the literature,

we make the following assumption about all the internal lists.

Condition 2. All the list entries behave as independent random samples.

Each list ng ) contains pairs of the form (x(j ) 7l )), where:

7 0

. xz(j ) € Z™ is a vector constructed at level 5, and

(0) (0)

;= X, ,1s a back-pointer indicating how x¥)

formed. The symbol || indicates the concatenation of two strings.
The initial lists are,
7 i 0 e

Lo — {(X(O) 7T(0)) ‘ XEO) s {—1, 1}m} :

z«(o) = XEO) is the vector itself, that used to keep track of these initial vectors. Then

fori =1,... k/27 ateachlevel j = 1,..., logk, we define the list as

where 7

7 ) 2 bl

G _ ) (@) () X(J‘>:X<Ji—1>+x<ﬂﬁ—1>,<xj>> -0
L. = <XA 77Ti ) ) 21— 21 1 [ A— . (65)

0 = (i 12

—1 j—1 —1 —1
(Xéji—l)a _) € ngi—l)a (ng ) _) € ng )
(

In the definition above, we use (x5}, —) € LY~ and (x{"", ) € LY ™" to indicate

that we only take the first entry of each pair in the list, i.e., the vector itself, in order to
compute the sum. The second entry (the back-pointer) is preserved in the new pair that
records how this sum was formed.

,Ej ) is the sum of two vectors from level

j — 1 that passed the merging condition on the specific coordinates (/;), and that we retain

This construction ensures that each vector x

sufficient information to trace back to the original inputs at level 0.

=010

Remark 6.1. For the remainder of this thesis, we use the notation (xﬁj )

>11+ +1
ol
denote that the first |, + - - - + [; coordinates of ng ) are zero. However, at each level j one
only needs to consider the last l; block of coordinates, since the earlier blocks are already
guaranteed to be satisfied. Therefore, when there is no risk of confusion, we sometimes
simply write (X(j)) =0.

7 l]
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() ()

We treat each x;”’ as an independent random vector and also, we need these vectors x;
to satisfy the special property of having zero entries in specific positions. Suppose we are
starting with random lists of size m and write m; for the expected length of a list at level j
of the algorithm. The distribution of m; is determined by the values m and probability Pr;
of getting zero at [; positions. Following lemma explains how the linearity of expectation is

used to derive the expected list sizes m;.

Lemma 6.2. Let ng) and Lg_l) be two lists at level j — 1, each of expected size m;_;.
Suppose that each vector in level j is formed by summing one vector from each list and
retaining only those sums that satisfy the zero condition in the prescribed l; coordinates. If
Pr; denotes the probability that the sum of a random pair satisfies this condition, then the

expected size of the resulting list Lz(j Vis

= [|L”|} —m?_ Pr;.

()

Proof. At level j, each new vector x; (G=1)

is obtained as the sum of two vectors u € Lg,_;’,

and v € Lg_l). For each pair (u, v), define the indicator random variable

1, if u + v satisfies the zero condition in the /; coordinates,

]uv:

)

0, otherwise.

Hence, the number of retained vectors in LY is [LY)] = 2 (u) Tuw, where the sum ranges

over all pairs (u,v) € LS~ x LYY,

By linearity of expectation,

E[LU]— Z[M = 3 E[L,) (Z)Pr(fu,v_m.

(u,v)

Since each pair satisfies the zero condition with probability Pr;, and there are

LSV LSV = m2,

such (u, v) pairs in expectation, it follows that

=E [|L”|} —m2  Pr;.
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For example, consider the expected list length at step 1 of the k-tree algorithm. From
Equation (6.4) we have

Pr, = [Pr(X, = 0)]" = (%)ll

when x§°>, xgo) are chosen uniformly at random such that x§0) € Lgo) and xéo) € Léo). We

started with lists of size m,. Then by the linearity of expectation, the expected number of

x§°) + X(20) in the new list is

1\
my = E[|L0] = [LO]LY] Pry = m (5) .

Analogously, one can compute the expected size of the list Lg) of all sums of vectors
in Lgo) and LELO) such that first /; entries are zero. The expected list size of each Lgl) will be
equal to the product of probability Pr; and the size of the two merging lists ngll and ng)

fori =1,...,k/2.

We keep iterating this way for ¢ rounds. The expected list length at the j™ step is given
by
mj=m;_ Pr; for j=1,...,q. (6.6)

One can re-write this as '
J

m; = [ [(Pr)* "mi’

=1

and at the final step j = q,

q

my =E ||| = [](Pr*"m"

=1

After ¢ steps, we want a final list containing at least one vector which is a zero vector

or the sum of first /; entries (Z?Zl l; > m) are zero. So our goal is to ensure that m, =

E [|L§Q)|} > 1.

Algorithm 5 gives the general formulation of the £-list algorithm. The algorithm returns
a set of vectors from the initial £ lists that add up to zero or L to indicate that none were
found. If we start with large enough sets, the algorithm succeeds with high probability and

returns a solution.
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Algorithm 5 k-List Algorithm for {—1, 1} vectors.
Input: £ = 29, LZ(.O) fort=1,... k.
Output: (x§ ), e ,x,(co)) or L

1: forj=1,...,qdo

2 Choose [; such that 7, I; = m.

3 fori=1,...,k/2' do

4 LY 0

5: Sort ng) with respect to the first coordinate, xgj)
6 for cach (x5 " 70y e LY do

7 Find all (xél R,wéﬁ i)) € ng) such that (xgZ 1) + X(j 1))11+..A+lj = 0.
8 for all such pairs do

9 ”%xé, 1)_'_X(J 1)

10: ng) +— (ﬂél 1) | 7T(] 1))

11: Add (x¥ 79 10 L()

12: end for

13: end for

14: end for

15: end for

16: lf\L ] > 1 then

17: return 7r§ &

18: else

19: return L

20: end if

6.2.4 Running time

To derive the running time estimate for the k-lists algorithm, we carefully account for the
cost of operations at each level of the list-merging process. At each internal step
j € {1,...,q — 1}, the algorithm maintains a collection of 2977 intermediate lists, each
containing approximately m; elements, resulting from sorting and searching elements from
the previous level. We perform sorting of the lists according to lexicographic order on
vectors in Z™, which has a cost O(m; logm,) per list. The cost of searching for matching
elements is of the same order, under the assumption that all lists at level j are of equal size

m;. Hence, the total cost to merge list pairs at level j is approximately 2977m; log m;.

The total running time is essentially proportional to the sum of the lengths of the lists

across all internal steps. Hence, we obtain the total cost for the algorithm:

Cost = 2%mg log(mg)+2¢"'my log(my) +279 *mg log(msa) +- - -+2m,_1 log(my_1). (6.7)
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Note that the final list size m,, does not appear in this formula, this is because we do not
need to explicitly compute the complete list of all matches, but we can stop as soon as we
have found a solution as we are looking for just one solution.

For optimal performance of the algorithm we have to determine the best /; ! such that m;
is not too large for any 1 < j < ¢ — 1. We also have to ensure that the constraint mf > 2™
holds for the existence of a solution to the k-sum problem.

The goal is to find minimum running time for the algorithm while satisfying all the
above conditions. One can solve this problem as a non-linear optimisation problem or solve

asymptotically for any given dimension m.

6.3 Optimised Parameters and Asymptotic Trends

As we saw in the previous section, the algorithm is specified by the parameters /; that
determine the number of bits to eliminate in each step, the initial list length m and the
expected list length m; for j = 1,...,¢q. Now our goal is to find an optimal choice for
each [, my and m; that minimizes the running time while guaranteeing the existence of a
solution with high probability. In this section we discuss how to solve this problem as a
non-linear optimisation problem and evaluate the asymptotic behaviour for arbitrary values

of m.

6.3.1 Optimisation Problem

Minder and Sinclair [MS12] reduced the problem of computing parameters to an integer
program and computed the optimal values for [; given fixed values of mg, m, and ¢. In
our approach, we adopt a similar framework, but instead of fixing the initial list size my as
they did, we allow it to be determined as part of the optimisation process. Specifically, we
formulate the problem as a non-linear optimisation problem to simultaneously determine
the optimal values of m and [; for given values of m and q.

This leads to the following integer program, which minimizes the cost (Equation (6.7))

subject to the given constraints.

'In practice, we want ; to be integers, so good parameter choices can be obtained by using [/;] or |/} ]
appropriately. The time complexity is therefore a little bit worse, however this rounding does not affect the
asymptotic complexity.
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minimize Cost

subject to  E[|L{?[] > 1
m; > 1 j=1,...,q—1
l; >0 j=1,...,q

qg—1
l=m—>Y 1

j=1
me > Qm/k

m;=mi Pr; j=1,...,¢q

The main condition for the algorithm to succeed is that the final list qu> must be non-

empty. To ensure this, all intermediate lists must also be non-empty, which motivates the
first two constraints. Additionally, we impose the condition that at least one coordinate must
be eliminated at each level, and that the total number of eliminated coordinates across all
levels must equal m so that the final output is a zero vector of dimension m. The constraint
mgy > om/k reflects an earlier observation: this lower bound on the initial list size is a
necessary condition for the success. Finally, the last constraint defines how the sizes of the
intermediate lists are computed recursively.

We used the Differential Evolution method [SP97] with “best1bin” strategy to solve our
problem due to its strong global search capability and robustness to non-linear, and discrete
variables. It is good at searching broadly for the best solution while focusing more on
promising areas to find a minimum faster.

In Table 6.1 we give an example of the result of solving this optimisation problem for
m = 100. The cost listed in the right-hand column is a lower bound, since we have not
taken into account the sorting/searching and all the low level operations. It is computed as

cost = 29my.

L |l | I3 | Iy | l5 | logy(mg) | ©(cost)
4 |44 | 56 42 244
8 |39 24|38 37 240
16 | 35 | 21 | 16 | 27 33 238
3213211915 | 12| 22 30 236

Table 6.1: my, [; and costs for different lists with m = 100.

The above analysis gives optimal running times for any specific instance, but it is hard

to give general results. Therefore, we perform an asymptotic analysis in the next section.
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6.3.2 Asymptotic analysis

In this section we make some simplifying assumptions that allow us to write down some

general statements about the running time.

As we discussed earlier, the original k-tree algorithm eliminate a fixed number of ¢ =
ﬁ bits in each round to keep the list length constant over all rounds, thereby balancing the
work done in each round. We use a similar approach to evaluate the asymptotic trend of our

algorithm.

To do this we make the simplifying assumption that, as with the original Wagner
algorithm, the expected list size is constant throughout all the levels.

Condition 3. The expected list lengths at the intermediate steps (except for the final list at

level q) are equal to the initial list length my,.

From this we calculate the corresponding coordinates to eliminate at each level. In
particular, when assumed to have equal list lengths, one can find the [; values (number of
positions to solve) at each level in terms of the probability of getting zero in that level (Pr;)
and the number of positions solved in the first step (/). So at the end, the initial list length
and all the [; for j = 2, ..., ¢ values will be in terms of /; which we can calculate at the last

step in terms of the dimension m.

Reformulation with equal list lengths

To extend the above observations, consider an 8-list problem and refer to Figure 6.2 for

clarity. A quick recap of how the algorithm works for 8 lists:

(0)

We are given the initial lists L}, ... 7L(BO), and our task is to find vectors XEO) e LV

i
such that their sum equals the zero vector. A necessary condition for a solution to exist is
that |L\”] > 2m/8,

In the first level, add elements from L§°) and Lgo) to generate the list Lgl) such that

(x§°> + xgo))ll = 0. Similarly, generate the other lists Lél), ce Lfll) by merging the initial

lists pairwise. At the second level, the lists ng) and L;Q) contain vectors whose first [; + [y

coordinates are zero. Finally, at level 3, add x§2) € LgQ) and xgz) € L§2) to form the final list

L§3), which contains vectors xf) + x§2) where the remaining coordinates satisfy

(X§2) + Xg2)>m*l1*l2 =0.

When we assume that all the intermediate lists have the same list length as the initial

lists, the complexity of the algorithm can be analysed as follows.
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Using the discussion on random walks, we have Pr[(x\” + x\),, = 0] = Pr; = (l)l1

2
when xgo), xgo) € {—1,1}™ are chosen independently at random. Then, by linearity of

expectation,

2
1 0 0 m
EILO)] = 1201 Pry = 22,

Assuming E [\L§1)|] ~ my, we simplify to get mg = 2/,

At level 2, we consider vectors from Lgl) and Lgl) that sum to zero in the next [y

coordinates. Using the same reasoning, we write the expected size of LEZ) as

2 1 1 6 &
B [1201] = 12012 Pra =it (5] = o

Substituting m, = 2!t gives I, = ~ 0.7071,.

_l1
log,(3/8)
Finally, at the last level, we want the expected size of L§3) to be at least 1

70 m—Il1—lo
3 2 2
B [10) = PN ier = (30) 21

By substituting the values for m and /5 derived in the previous steps, we can solve for /;
in terms of the dimension m of the vectors. This gives the number of entries to eliminate at
the first level. By back-substitution, we obtain the required initial list lengths (m) needed
to find a solution, as well as the number of coordinates to eliminate at the subsequent levels
(45)-

We observed that if we set [; = 0.37m, we can expect to find a solution to the 8—sum
problem with non-trivial probability. Under this assumption, the size of all the lists will be
approximately mg = 2%3™ and hence the algorithm can be implemented with time and

space complexity O(2%-37™), up to logarithmic factors.

This idea can be extended to any £ = 27 number of lists. When £ is a power of 2, we
obtain a binary tree of depth log, k = ¢. At each internal node, we maintain the assumption
that the expected list length equals the initial list length mg. This allows us to express the

values of m and [; in terms of /;. More precisely, we have

1

= oh d [, = ——
o BT Togy (Pr))

forj=2,...,q—1, (6.8)

where Pr; is the probability of landing at zero after n = 27 steps in a 1-dimensional random
walk (i.e., Equation (6.3) with p’ = 0).
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In the final level ¢, we set [, = m — Z?: [; to ensure that we obtain the zero vector of
dimension m. If we want to find a single solution to the k-sum problem, we set the expected
list length at the final level to be 1

E (L] = m} (Pry)" = =1

Substituting the expressions for m( and [; and taking the logarithm, we solve for [; as
follows

=2l
l —
e Z 77 log, Prq)

. qfl ll .
Since Y 11 [j =1 + > 5" - o, pr;» e obtain

m

h = (6.9)

2
1 Zj =2 log2 Pr;  log, Prq

This framework enables us to solve the k-sum problem for any given dimension m with
both time and space complexity bounded by O(k - mglogmyg). The algorithm operates
using intermediate lists of size O(my) at each level of the merging process, where mg = 2"
and [, is determined as a function of the dimension m and the collision probabilities Pr;
associated with the merging steps.

The simplicity of this variant, particularly the assumption that all intermediate lists
maintain equal size makes the algorithm straightforward to analyse. This allows us to
derive clean asymptotic bounds and make general statements about the algorithm’s

performance in terms of how it scales with k and m.

Theorem 6.2. Under the assumption that the input lists are independently and uniformly
distributed, and that all intermediate lists produced during the algorithm have equal size,
the k-sum problem (as defined in Definition 6.2) can be solved by the algorithm with an
expected running time bounded asymptotically by O(k - mglogmg) and memory usage
bounded by O(k - myg), where mo = 2" and the parameter |, is a function of the vector
dimension m and the collision probabilities Pr; associated with the merging steps, as

specified in Equation (6.9).

Proof. The total running time is proportional to the sum of the lengths of the lists across all
internal steps. At any internal merging step j, the algorithm maintains 2977 lists, and under
the Condition 3, these lists are all of the equal length m, throughout the process.

For each merging step, the most computationally intensive operations are sorting and

searching, both of which require O(m log my) time per list. Hence, the total computational
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cost incurred during step j is O(2977 - mglog mg). Summing over all ¢ merging steps, the

overall running time is given by:

q q
Cost = Z 2977 . my log mg = mg logmyg Z 2977 = mglogmg - (29— 1).

Jj=1 Jj=1

Since k = 27 represents the total number of original input lists, this simplifies to:
Running time = O(k - mg logmy).

Regarding memory consumption, the algorithm stores k lists of length m, at the initial
step, and the number of lists are halved at each intermediate steps. Thus, the space

complexity is O(k - mg), neglecting lower-order and logarithmic factors. [

Experimental results:

Table 6.2 presents a comparison of how the number of coordinates eliminated at each
merging level (denoted by [;) changes as a function of the number of input lists k& = 29,
The values are expressed relative to an arbitrary vector dimension m, allowing us to

observe how the elimination schedule adapts as the tree depth increases with larger k.

k [ la l3 ly ls ls l7
0.4144m | 0.5856m

8 | 0.3603m | 0.2545m | 0.3852m

16 | 0.3233m | 0.2285m | 0.1728m | 0.2754m

32 | 0.2966m | 0.2096m | 0.1585m | 0.1263m | 0.2090m

64 | 0.2762m | 0.1952m | 0.1477m | 0.1176m | 0.0974m | 0.1659m

128 | 0.2603m | 0.1839m | 0.1391m | 0.1108m | 0.0917m | 0.0781m | 0.1361m

Table 6.2: Comparison of number of lists (k = 27) and [; values for j = 1,...,¢

In Figure 6.3, we illustrate how the running time of the algorithm varies with the
number of lists &k = 29, across different vector dimensions m. A common characteristic of
Wagner-type algorithms is a “U”- shaped cost curve: as k increases, the algorithm initially
benefits from smaller required list sizes, which reduce the cost of intermediate merging
steps. However, these gains are eventually outweighed by the exponential cost introduced
by the 29 factor in the total running time, where £ = 29. This trade-off is particularly
evident in the cases of m = 100 and m = 200, where the minimum running time 1is

achieved at k = 2° and k = 2 respectively.
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Figure 6.3: Variation of cost with the number of lists for m = 100, 200, 500, and 1024

For larger dimensions such as m = 500 and m = 1024, the figure does not extend
far enough to clearly observe the “U” shape. However, the trend indicates that increasing
the number of lists beyond k& = 22° provides diminishing returns in terms of performance
improvement. Therefore, it is important to identify the optimal & that minimizes the overall

running time.

Remark 6.2. To compare our results with Wagner’s original algorithm for binary vectors,
consider the version that uses 4 lists. Recall that for binary vectors, Wagner’s algorithm
with initial list sizes of mg = 2™3 runs in time approximately O(2°*™). Now, looking at
our results in Table 6.2 and Figure 6.3, we see that for vectors over {—1,1}™, the 4—list

algorithm has a higher complexity, around 2°4™.

The above Remark 6.2 provides further support for our initial claim that the generalised
birthday problem with £1 vectors is more difficult than the version with binary vectors.
Additionally, the naive algorithm for {—1,1}™ vectors had a running time of roughly
O(2%72m) " Using the 4—tree algorithm, we were able to significantly reduce this to
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around O(2%414™) jgnoring logarithmic factors, demonstrating a substantial improvement

in efficiency.

6.4 Summary & Future work

In this chapter, we introduced a new variant of the generalised birthday problem where the
input vectors are drawn from the set {—1,1}", rather than the traditional binary vectors
{0,1}™. We analysed the complexity of solving this problem using a Wagner-like k-tree
algorithm, which is a structured approach inspired by Wagner’s original method for binary
inputs.

We initially observed that this {—1, 1}-valued version of the problem is inherently more
difficult to solve than its binary counterpart. This was illustrated through a meet-in-the-
middle argument in the simplest case involving 4 lists, where the increased complexity
becomes evident.

To address this challenge, we proposed a k-tree algorithm, which achieves significantly
lower computational complexity compared to conventional meet-in-the-middle strategies.
We observed a notable reduction in running time when using these structured algorithms.

We provided detailed guidance on how to construct the k-list algorithm specifically
tailored to the {—1,1}™ generalised birthday problem. A theoretical analysis of the
proposed algorithms was presented, outlining their expected time complexity under various
scenarios and assumptions.

The computational cost of the algorithm was analysed from two perspectives: first, as
a non-linear optimisation problem, allowing for precise numerical evaluation; and second,
through asymptotic approximations, offering insight into the algorithm’s scaling behaviour
for large input sizes. In both approaches, we employed heuristic assumptions to better
estimate the algorithm’s performance across a range of parameter settings.

An actual implementation of the full algorithm and checking the validity of the
theoretical estimates would be an interesting future work.

As a direct application of our work, we apply the above algorithm to solve a new variant
of the Inhomogeneous Short Integer Solution (ISIS) in the next chapter.
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The motivation for our study of the new k-sum problem and the corresponding k-tree
algorithms developed in Chapter 6 stems from a recent cryptographic assumption known as
the randomised one-more ISIS (rOM-ISIS) assumption. This assumption was introduced
by Baldimtsi, Cheng, Goyal, and Yadav [BCGY24] as a more robust alternative to the
previously established one-more ISIS (OM-ISIS) assumption, which was proposed by
Agrawal, Kirshanova, Stehlé, and Yadav [AKSY?22].

The purpose of this chapter is twofold. First, we provide a detailed comparison
between the OM-ISIS and rOM-ISIS assumptions, highlighting both their structural
differences and their implications in terms of cryptographic hardness. Second, we propose
a concrete cryptanalytic strategy that still needs more than polynomially-many oracle
queries targeting the rOM-ISIS assumption. This strategy leverages the new k-tree
algorithm introduced in Chapter 6, which is specifically designed to solve the structured

k-sum problem over {41} vectors efficiently.
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7.1 Background and Motivation

Over the years, several variants of the ISIS assumption (Definition 2.15) have been
proposed. In 2022, Agrawal et al. [AKSY?22] introduced a notable new variant called the
one-more ISIS (OM-ISIS) assumption. This assumption was instrumental in proving the
security of a lattice-based blind signature scheme presented within the same work.
Informally, the OM-ISIS assumption states that for any polynomially bounded number ¢, it
is computationally hard to forge ¢ 4 1 valid solutions even when given oracle access up to ¢
inversions of arbitrarily chosen syndromes. We present the formal definition of the
OM-ISIS assumption below:

Definition 7.1. (One-more ISIS) Let p,n,m,3,( be functions of security parameter \.

Consider the following experiment:
1. A challenger uniformly samples a matrix A € Z,;*™ and sends A to the adversary A.
2. A performs two types of queries in any order.

Syndrome queries. A requests a challenge vector, to which the challenger
replies with a uniformly sampled vector t <= Z;. Denote the set of received

vectors by S.

Preimage queries. A queries any vector t' € Z;. The challenger will return a
short vector y' € Z™ such that Ay’ = t' (mod p) and ||y’'|| < (/m . Let {

denote the number of preimage queries.
3. Finally, A outputs { + 1 distinct pairs of the form {(y;,t;)}icie+1). A wins if

Viell+1], Ay;=t; (modp), [yl <5, andt; € S.

The OM-ISIS assumption states that for every PPT adversary A, the probability that A

wins is negl(\).

The OM-ISIS assumption states that an efficient adversary cannot produce reasonably
short preimages for ¢ 4+ 1 randomly sampled target vectors while being allowed to query a
preimage sampling oracle on at most ¢ targets of its choosing. The hardness of this problem
critically depends on several parameters, notably 3, which bounds the norm of the preimage
vectors y; that the adversary is required to produce, as well as the dimensions m and n of

the input matrix A.
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The authors argue that this new assumption is closely related to the well-studied k-ISIS
problem [BF11], which, in certain special cases, can be reduced to the classic SIS problem.
However, unlike the £-ISIS problem, they have not been able to establish a reduction from
any widely accepted cryptographic assumption to the OM-ISIS assumption. Instead, they
propose two initial cryptanalytic strategies targeting OM-ISIS: a combinatorial attack and a
lattice-based attack, serving as preliminary efforts to evaluate its security.

All the cryptanalysis efforts against the OM-ISIS assumption leverage the adversary’s
ability to submit arbitrary target vectors as preimage queries. This flexibility allows the
attacker to request preimages of specially chosen vectors, such as short vectors or the zero
vector, and use these responses to construct an approximate trapdoor. However, the quality
of this approximate trapdoor is significantly inferior to that of the actual trapdoor.
Consequently, such a trapdoor would be ineffective in producing the required ¢ + 1
preimage vectors if these vectors must be as short as the preimages initially obtained from
the oracle.

For the proposed algorithms, the authors report the following running times for solving
the OM-ISIS problem:

» Combinatorial algorithm: Using () > np preimage queries, the problem can be solved
in time Q with 8 = O/ /1+ 288 - /i)

* Lattice-based algorithm: Using O(m?) preimage queries, the problem can be solved

in polynomial time with § = ©(m()

where ( is a width parameter of the preimage queries.

In [BCGY24], it is argued that granting the adversary unrestricted access to the
preimage query oracle is too strong and renders the OM-ISIS assumption vulnerable to
arbitrary linear combination attacks. To illustrate this point, the authors present a simple
attack that efficiently finds short preimage vectors without relying on the construction of a
lattice trapdoor.

Suppose the attacker makes two preimage queries: one on the zero vector t = 0 and
another on any non-zero target vector t € S. Let y; and y» be the respective preimage
vectors, so that

Ay, =0 and Ay, =t.

Given y; and y», the attacker can construct three distinct vectors,

Y2, Y2—Yyi, and y;+yi,

all of which serve as valid preimages for the same target vector t € S.
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This, however, does not qualify as a practical attack on the two-round blind signature
scheme presented in [AKSY22], since that scheme requires an adversary to generate
preimages for ¢ + 1 distinct challenge vectors. Nevertheless, the existence of such a simple
attack against the underlying computational assumption raises concerns about the scheme’s
security. To address these issues, Baldimtsi et al. [BCGY?24] proposed the randomised
one-more ISIS (rOM-ISIS) assumption, specifically designed to thwart these types of
attacks.

7.1.1 Randomised OM-ISIS assumption

The randomised one-more ISIS (rOM-ISIS) assumption was introduced to address the
limitations inherent in the OM-ISIS assumption. The new assumption has two primary
objectives:

(a) To protect the system against adversaries that can request multiple preimage queries

on the same target vector,

(b) To enable re-randomisation of the target vectors before responding to each preimage

query, thereby enhancing the assumption’s robustness.

To realise these goals, Baldimtsi et al. [BCGY24] modify the OM-ISIS assumption in
light of the practical cryptanalysis attacks demonstrated by Agrawal et al. [AKSY22],
which exploit the attacker’s ability to obtain preimages for arbitrary target vectors of its
choice. Specifically, the challenger in the rOM-ISIS setting independently re-randomises
each target vector before computing its preimage. This re-randomisation removes the
attacker’s advantage of obtaining multiple distinct short preimages for the same target
vector (or any chosen target vector more generally).

We now give the formal definition of the rOM-ISIS assumption as follows:

Definition 7.2. (randomised OM-ISIS) Let p,n, m, 3, ( be functions of security parameter

A. Consider the following experiment:

1. The challenger uniformly samples two matrices A,B € Z;*™, and sends A, B to
adversary A.

2. A adaptively makes queries of the following types to the challenger, in any order:

Syndrome queries. A requests for a challenge vector, to which the challenger
replies with a uniformly sampled vector t < Z;. We denote the set of received

vectors by S.
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Preimage queries. A queries a vector t € Ly, to which the challenger replies
with a short vector X € Z™ and a vector y € {£1}™ such that Ax + By = t
and ||x|| < (\/m. Let { denote the total number of preimage queries.

3. Finally, A outputs { + 1 distinct tuples of the form {(x;,y;,t;)}jcet1). A wins if

\V/] € [g—i- 1], AXj + By] = tj, ||X]H S B, yJ' S {:]Zl}m, andtj S S

The rOM-ISIS, ,, , 5,c assumption states that for every PPT adversary A, the probability
that A wins is negl(\).

According to this assumption, an adversary is no longer granted preimage access to
arbitrary target vectors t of its own choosing. Instead, the challenger transforms each
adversarially chosen target vector t into a new, “re-randomised” vector t’ before generating
the preimage: t' = t — By, where ¥ is a randomly selected vector whose entries are
independently sampled from {41}, and B is a public matrix determined by the challenge
parameters. In effect, the preimage query phase now returns preimages for a randomised

variant of the adversary’s target.

Baldimtsi et al. [BCGY24] argue that this re-randomisation mechanism grants the
challenger more flexibility and control over the preimage query phase. Importantly,
enforcing the constraint that the vector y must lie in the set of +1 vectors is key to
preventing algebraic attacks that have been shown effective against the earlier OM-ISIS

formulation.

In their work, Baldimtsi et al. [BCGY24] also analyse the resilience of the rOM-ISIS
assumption against known attack strategies. They specifically revisit the cryptanalytic
methods proposed by Agrawal et al. [AKSY22] including combinatorial and lattice-based
approaches which were used to challenge the OM-ISIS assumption. The authors contend
that, in the rOM-ISIS setting, these attacks are no longer directly applicable or become
significantly less effective. The randomised nature of the target vectors effectively disrupts
the attacker’s ability to exploit repeated structure or to build approximate trapdoors. To
support this claim, they present adaptations of both a combinatorial attack and a lattice
attack, highlighting how the re-randomisation step and the 41 restriction limit the attack
surface. We briefly discuss the essence of these attacks below (See Section 6 in [BCGY24]
for further details).
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Lattice Attack

The adversary begins by making () preimage queries on the zero vector, i.e., t; = 0, and
receives a set of pairs {(x;,y;) }ic[q satisfying the equation Ax; + By; = 0, where each x;
is a short vector and y; € {£1}™. The goal of the attacker is to exploit the linear structure
in these vectors to create an approximate trapdoor.

If the adversary can find coefficients a1, as,...,ag € Z such that B Zie[Q] a;y; =
0, then the corresponding linear combination @ := ZiE[Q] a;x; satisfies Aa = 0, and
therefore, « is a vector in the lattice A]f (A). If the coefficients a; are all bounded in absolute
value by a known parameter ~y, then o has a norm bounded above by ~+/Qm(¢ with all but
negligible probability. This allows the adversary to compute a short basis £ for Ai(A),

such that the corresponding Gram-Schmidt basis has norm bounded from above.

Once this basis is available, the attacker proceeds to solve the rOM-ISIS problem. Given
a challenge vector t € S, compute (u,y) such thaty € {—1,1}" and u is not necessarily
short and satisfy the rOM-ISIS condition Au + By = t. Now the adversary runs Babai’s
nearest plane algorithm using the lattice basis £ and the vector u to find a lattice vector
v € Aj(A). Then u — v is a short vector and therefore, the tuple (u — v,y, t) is a valid
solution to the rOM-ISIS challenge for the target t.

The main observation is that the trapdoor obtained through this method is of lower
quality compared to the one possessed by the challenger. The authors argue that it is
computationally hard for an attacker to efficiently construct a good basis for the lattice
Aj(A). Consequently, the key challenge lies in refining or enhancing this degraded

trapdoor to enable the sampling of sufficiently short preimage vectors.

Combinatorial attack

Let {y’ }e(q) be a set of () randomly chosen vectors from {—1,1}™. The adversary attempts
to exploit the structure of the randomised one-more ISIS (rOM-ISIS) setting by querying the
preimage oracle on a specially crafted set of target vectors. In particular, the adversary forms
the set

A={ae;+B(y;—n"'1)|Vien], Vi€ Q] a €L},

where e; denotes the i-th standard basis (unit) vector in Z”, and n~!' denotes the
multiplicative inverse of n modulo p.

The idea is that by summing at most n vectors of the form a;e;, the attacker can construct
any desired target vector t € Z, since the standard basis vectors span the space. Suppose

the oracle returns preimages (x; ;,y; ;) for each query in the set A. That is, for each pair
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(4, ), we have
Ax;; + Byi; = a;e; + B(y, —n'1).

Now, assume we are lucky enough that for each i € [n], there exists an index j € [@)] such
thaty; ; = y;-. Define 7 to be the set of all such matching pairs (i, j), and let J be the set of
corresponding indices j.

Summing over all (i, j) € Z, we obtain

A Z x;,; +B Z Vij = Zael—i-BZ y]—n’ll

(4,9)€T (4,9)€T 1€[n] jeJ

Since y; ; = y;» for (i,j) € Zand j € J, and ) | a;e; = t under our assumption, this
simplifies to
AD x;+B-1=t,

(4,5)ET

leading to a valid solution to the rOM-ISIS challenge. Hence, the tuple (Z G.j)ez Xigs 1 t)
is a valid solution to the rOM-ISIS problem instance for the challenge vector t, where the
norm of 3, 7 X; ; is bounded by § = (/nm with non-negligible probability.

However, as the authors emphasise, the success of this attack relies on finding such a
set Z (and J) with matching vectors y; ; = y’;. The probability of such matches occurring
goes to zero when () = 0(2™). Hence, this attack is computationally infeasible for any PPT
adversary making polynomially many queries.

In conclusion, this combinatorial attack would definitely require more than 2™/
preimage queries to have a meaningful chance of success, rendering it impractical in the
standard security setting.

Apart from these preliminary cryptanalytic attempts, Baldimtsi et al. did not pursue
further security analysis of the rOM-ISIS assumption and explicitly leave it as an open
problem. This gap in the analysis motivated us to explore potential paths for cryptanalysis

using well-known combinatorial algorithms.

7.1.2 Motivation & Research Problem

There exists extensive literature on the ISIS problem and various combinatorial algorithms
and techniques that can be employed to tackle it, including approaches based on tree-like
structures.  Bai etal. [BGLS19] survey several combinatorial algorithms originally
developed for the knapsack and subset-sum problems such as those by Schroeppel and
Shamir [SS81], Wagner [Wag02], Howgrave, Graham and Joux [HGJ10], and Becker,
Coron, and Joux [BCJ11] which have been adapted to the ISIS setting.
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The fundamental idea underlying all these algorithms is to recursively reduce the
problem into smaller, simpler sub-problems using a binary tree-like framework. Partial
solutions obtained are then combined or “merged” at each level to reconstruct a solution to
the original problem. Motivated by this approach, we believe that designing a tree-like

algorithm offers a promising direction for addressing the new version of the ISIS problem.

Our approach to the problem is to identify a set of vectors y whose sum is zero, and then
manipulate the corresponding “short” vectors x satisfying Ax = 0 in order to construct the
additional components needed for a solution. The main challenge lies in finding a set of
uniformly random vectors from {£1}™ that sum to the zero vector. We observed that this
task is closely related to the generalised birthday problem, where the goal is to find a set of
binary vectors that sum to zero, except in our case, we replace binary vectors with vectors
in {—1,1}™.

This connection inspired us to analyse the k-tree algorithm in the context of {—1, 1}™
vectors, which led to the results presented in Chapter 6. Once we have an efficient algorithm
to find a set of y vectors summing to zero, the remaining task reduces to identifying x
vectors that are sufficiently short and yields a valid solution to the rOM-ISIS problem under

the required norm constraints.

Both Definition 7.1 and Definition 7.2 require the challenger to return sample vectors
whose norms are bounded by (/m, while the adversary must produce vectors with norm
at most 5. We will demonstrate that the larger the gap between these two bounds, the
more effective our cryptanalytic techniques become. In particular, our methods highlight
the security risk of selecting /3 significantly larger than {+/m.

Remark 7.1. There is a subtle technical point in these definitions that must be clarified
for the purpose of our attacks. The preimage queries are answered using standard lattice
trapdoor sampling techniques (Section 2.4.4). This means, each vector X is generated using
the SamplePre algorithm with parameter (. It then follows from Lemma 2.2 that, with
overwhelming probability, the norm satisfies ||X|| < {y/m.

However, for the analysis of our attacks later in the thesis, we adopt a stronger
evaluation criterion: namely, that X is not merely bounded in norm, but is sampled from a
discrete Gaussian distribution with parameter (, with squared expected norm as given in
Lemma 2.1. This refinement better captures the statistical properties relevant to our

cryptanalysis.
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7.2 New Algorithm for the rOM-ISIS Problem

We propose a new combinatorial attack strategy against the rOM-ISIS assumption, based
on Wagner’s k-tree algorithm. Our analysis suggests that the security of the assumption
depends critically on the choice of underlying parameters. In their work, Baldimtsi
et al. [BCGY24] adopt the parameter set used in Falcon-512 [FHK " 18] and the scheme by
Agrawal et al. [AKSY22]. Specifically, they set the modulus p = 7349, the dimension
n = 512, and the lattice dimension m = 1024. They also choose ¢ = wv/nlog qlogm,
which ensures that ¢ > 7(e€). In this section, we analyse the impact of these parameters on

the effectiveness of our attack.

At a high level, the attack strategy is as follows. The attacker makes many preimage
queries on the zero vector (i.e. t = 0 € Z7) to get many pairs (X;, y;) such that Ax;+By; =
0, y; € {—1,1}™ and ||x;|| < ¢y/m. Our variant of Wagner’s algorithm produces a set Z
of size k such that

Then

Let x = ), ;%;. Note that each x; is produced using the SamplePre algorithm for
lattice parameters n, m, p, with m > O(nlog p). Therefore, each x; is a solution to Ax; =
—By, for some randomly selected y; € {£1}", and ||x;|| < ¢y/m with overwhelming
probability (see Section 2.4.4).

According to the framework of trapdoor functions with preimage sampling [GPV08],
the conditional minimum entropy of x; is H.(x;) > w(logm). Recall that the min-entropy
of a discrete random variable X is defined as

Ho(X):= —log2(mxax Pr[X = z]).

For a discrete Gaussian x; <$ D ¢, the probability of any fixed vector v € L is

o=Vl /¢?
Pr[x; = v] = S
VA
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_ 2 /2 . . J
The numerator, e~ ™IVI7/¢" decreases as ||v|| increases. Therefore the maximum probability

occurs when v = 0. Hence, the min-entropy of x; is
Hoo(x;) = —logy(Pr[x; = 0]) > w(logm).

This simplifies to Pr[x; = 0] < 27«(°6™) _j e  Probability of getting the most likely value,

x; = 0 is very low.

If x; are sampled independently from the discrete Gaussian distribution D, ¢, then their
sum x = Zle x; behaves like a Gaussian with a larger width parameter, ( multiplied by
Vk. As k increases, the distribution of x becomes more spread out over the lattice, and
therefore, the probability mass at any single point decreases. In particular, the probability
that the sum equals 0 becomes negligible: Pr[x = 0] = negl(m). Hence, the sum of the

vectors is non-zero with overwhelming probability.

Norm of x: We now estimate the norm of x. As discussed in Remark 7.1, we model
each sample x; as being drawn independently from a discrete Gaussian distribution with
parameter (. Recall from Lemma 2.1, the expected squared Euclidean norm of a vector of

dimension m sampled from a discrete Gaussian distribution is given by

1

Since we are adding k such vectors write x = ) -, x; and we have

x|

Expanding the squared norm and taking the expectation gives

Ix||* =

k

E [[1xI"] = > E [lIxll”] + > E[{xi,x;)]

i=1 1#]

Because the samples are independent and the discrete Gaussian distribution is symmetric

about the origin, the cross terms satisfy E[(x;, x;)] = 0, and we obtain

E [/ ZE ) <k (52 +

: +— 6) C2m. (7.1)
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Recall that, Jensen’s inequality for concave functions states that the function of an expected
value is greater than or equal to the expected value of the function. Hence, applying Jensen’s

inequality (since the square-root function is concave) to Equation (7.1), we obtain

E /] < y/E [Ix]] < <ka (+1=)

For x; + x to be a valid solution to the rOM-ISIS problem, we require ||x; + x|| < £,

and so it suffices to choose parameters such that ¢ \/ (k+1)m (% + 1;) < B.

Remark 7.2. Since ( is chosen above the smoothing parameter (i.e., ( > n.(L) with
negligible ¢), the term = becomes negligible and may be omitted asymptotically.

Therefore, we use the simplified estimate

(k—l—l)m'

E [|x]] < ¢/

For simplicity we assume that the final list contains a single solution to the k-sum
problem. If there are many solutions, then the later part of the attack works even more

effectively.

The Algorithm

We describe our algorithm for the rOM-ISIS problem in detail. Note that we follow the
same notations that we used in the k-tree algorithm discussed in Chapter 6 for consistency.
In particular, k£ = 29 is the number of lists, m, is the initial list length and m is the dimension
of the vector.

To begin, we select the largest integer k, restricted to powers of two, such that the
condition ( W < [ is satisfied. This choice of k ensures the required norm bound is
met for the resulting vector x. We then compute the total number of required samples for
the k-tree algorithm as 7 = kmg, and proceed by making 7 preimage queries on the zero
syndrome vector (t = 0). These queries yield a list of (x;,y;) pairs, and these y;’s serve as
inputs to the k-list algorithm. The algorithm searches for a set of y; vectors that sum to
zero. Suppose the algorithm found the index set Z of size k£ with > . _,y; = 0. Upon
finding such a set, we can find the corresponding x;’s and set x = ) ., x; such that
Ax = 0. Note that x is non-zero with high probability and its expected norm is bounded
by ||x|| < ¢+/km/(27) as discussed above.

Next, we make an additional 7 + 1 syndrome queries to obtain challenge vectors t; for

j =1,...,7 + 1, followed by corresponding preimage queries which yield pairs (x;,y;)
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that satisfy the rOM-ISIS conditions Ax; + By; = t,. For each such triple (x;,y;, t;), we
generate an additional solution by computing x; & x, and select the sign that minimizes the
Euclidean norm of the vector. In total, this process outputs 2(7 + 1) valid solution triples of
the form (x;,y;,t;) and (x; £x,y;,t;).

Algorithm 6 A Combinatorial Algorithm for rOM-ISIS Problem

Input: A, B € Z;*™, k = 27 such that C\/W < B, myg.
Output: {(x;,y;,t;)} and {(x; £x,y;,t;)}for1 <j<7+1
: Sett = k’mo
cforl=1,...,kdo
Initialise L; < (.
fori=1,...,mgdo
(%14, Y1) < PreimageQuery(t = 0)
Append y;; to L,
end for
end for
Run the k-list algorithmon Ly, ..., Ly. > see Algorithm 5
Let (Y141, Y205 - - - » Yki,) be such that Zle yii, =0
. Setx + Zle X4,
cforj=1,...., 7+ 1do
t; <— SyndromeQuery
(x;,y;) < PreimageQuery(t;)
: end for
: return {(Xj7Yj,tj>} and {(Xj + X, yj,tj)} forl < ] <7+1

oA

e e e T

The total number of preimage queries made is 7 + 7 + 1 and the number of outputs is
2(T + 1). So the attack wins as long as all vectors satisfy the required bounds.

The choice of suitable & is to trade-off the success probability and the running time. The
vector x is a sum of & vectors, x; and so the expected value of ||x|| is (/km/(27). For the
algorithm to succeed we need at least one of ||x; = x|| < 3 for every j. The probability this
happens depends on how much of a gap there is between ( \/W and f.

So the tension is between ensuring the success probability is acceptable and also
choosing k, according to Figure 6.3, to lower the running time. In practice, we will choose
the parameters so that there are several solutions x coming from the final list, to increase

the chances that, for a given x;, one of our x vectors is such that ||x; + x|| < f.

Remark 7.3. Instead of placing the preimage query results into k independent lists, as we
have done, one could alternatively create a single sufficiently large list L. and search for
vectors y; € L whose sum is zero. This can be achieved by duplicating the list and
performing self-merging at each level, as discussed in [LF06, TSG25]. Unlike in the
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binary-vector XOR setting, for vectors in {—1,1} we do not need to worry about trivial
merges, and we expect the complexity analysis to remain essentially the same as in the
k-list version. Moreover, depending on the list size, one might be able to reduce the
number of required preimage queries, but by duplicating, one looses the independency
between lists. A detailed complexity analysis of such a single-list approach would be an

interesting direction for future work.

7.2.1 Impact on the NIBS scheme

The algorithm described in Section 7.2 successfully constructs a solution to the rOM-ISIS
problem. However, a potential concern may arise regarding the reuse of certain target
syndromes during the generation of multiple valid preimage tuples.

In our approach, among the ¢ + 1 required preimage solutions, the first tuple (x;,y;, t;)
is obtained directly from the preimage oracle. Subsequently, an additional valid solution
(x,y,t) is constructed using a combination of vectors obtained via the k-sum algorithm
technique. While the x components of these tuples are distinct, both tuples share the same
y =y, and target vector t = t;.

This naturally leads to the following question: What is the effect of having two valid
preimage tuples that share the same y and t on the overall security of the blind signature
scheme? More specifically, does the repetition of the y and t components lead to a real
attack on the scheme?

To address this question, we must examine the construction of the blind signature
scheme and understand how the rOM-ISIS assumption is embedded within the security
proof. For consistency in notation and readability of the thesis, we adopt a different set of

symbols than those used in the original paper by Baldimtsi et al. [BCGY24].

NIBS scheme:

In the design of the new non-interactive blind signature (NIBS) scheme, the signer and
receiver operate over public matrices A, B, M € Zg“m. To generate a presignature, the
signer first samples a random vector y € {4-1}?" and computes a preimage for the modified
syndrome vector (pk, — By), where pkj denotes the receiver’s public key. An important

observation at this point is the increase in vector dimension to 2m.

The receiver’s public key pkp, is defined as

t = Mz + H(J),
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where § < {0,1}* and z < Dyzm ¢/m are receiver’s secret keys. So the signer samples a
short vector x such that:
Ax = pky — By.

Given the presignature and nonce pair (x,y) the receiver creates a non-interactive zero-
knowledge (NIZK) proof 7 attesting to knowledge of valid witnesses. The proof asserts

that, given the inputs A, B, M, w, 4, there exist vectors X, y, and z satisfying the following

conditions:
Ax+By=Mz+H() A W:M[ZL],
X1
. ) 2
y = [y17y27-"7y2m]T7 with Yi € {:l:l} for all (2 HZH < Q7 HXH < \/56

m

The +/2 factor in the norm bound arises from the increase in vector dimension to 2m.
Finally, the receiver sets i := (w,d) as the message and o := (7, c) as the corresponding
signature where c is an encryption of x||y||z using some randomness r <s {0,1}*. To

verify a signature, one simply runs the verification algorithm for the NIZK.

Effect on the One-more unforgeability:

Baldimtsi et al. use the rOM-ISIS assumption to prove the one-more unforgeability of their
protocol. To win the one-more unforgeability game, the adversary must output /41 message
and signature pairs (11, 0;)icje1) such that p; # p; for 1 < i < j < ¢+ 1 and on input
the verification key vk = A, y;, and o;, the verification algorithm accepts and outputs 1 for
all ¢ € [¢ + 1]. The message is ;1 = (w,d) where w and 0 are defined as above, and the
signature is ¢ = (m, c). For the full construction of the NIBS scheme refer to Section 7 of
[BCGY24].

Suppose an adversary who follows the above attack strategy outputs two solutions with
the same t and y for the rOM-ISIS assumption (say t; = t;, andy; = y;). Then according to
the above definition of t, this means 9, = J, and z; = z;. However, since we have different
presignatures (x; # x;), this implies that w; # w; and therefore, p; # p;. Moreover,
having same t or y does not affect the validity of an instance (A, B, M, pke.pk, ¢;, w;, 0;)
and therefore the verification algorithm accepts and output 1 for all i € [¢ + 1]. Therefore,
we conclude that it is allowed to have the same t and y in the ¢ + 1 distinct solutions and
the adversary can win the game.

The NIBS construction provides both the value of 3 and the norm bound that the short
vector z should satisfy in this scheme. According to this construction 8 = (/m and ||x|| <

v/2f3. For our resulting vector x, which has dimension 2m, the expected norm is given by
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¢ w This expected norm must satisfy the given norm bound. Therefore, we can
determine the number of lists & that can be used while satisfying this condition. To ensure
that the norm bound is met, the number of lists should be small with &£ < 27 — 1 ~ 5.
Since we consider £ to be powers of 2, this sets £k = 4. With m = 1024, solving a 4—list
algorithm will be infeasible with a cost O(242%) as shown in Figure 6.3 and the running time
increases further when the vectors are of length 2m. Hence, we conclude that the NIBS

scheme remains secure for the particular parameter set chosen in [BCGY24].

7.3 A way to choose different t’s

We have given an algorithm that solves the rOM-ISIS problem, and have explained its effect
on cryptanalysis of the NIBS scheme given in [BCGY24]. But it is also a natural question to
find an algorithm that solves rOM-ISIS under the additional requirement that all the vectors
t in the output are distinct. We stress that this is not required in the rOM-ISIS problem as
stated, nor in the scheme. But it is a natural question to ask and we were able to make some
progress on it.

The method we are proposing is similar to the combinatorial attack strategy given in
[BCGY24] with a few tweaks that allow us to use a tree-like algorithm that we discuss in
the next chapter. The attack is performed in two phases. We give the steps for the first phase
of the attack as follows.

Phase I:

The attacker first makes 7+ 1 syndrome queries, where 7 is a parameter to be specified later.
Let S denote the set of received challenge vectors:

S={t :t'«sZ'},  |S|=7+]1.

Now, construct the set 7" = {a;e; | Vi € [n],a; € Z,}, where e; are the canonical
basis vectors of Z;. This set consists of all scalar multiples of the standard basis vectors,
resulting in a total size of np. The attacker then proceeds to query the preimage oracle for
every element a,e; € 1'. Since 7' contains np elements, the total number of queries made to
the oracle is exactly np. For each query, the oracle returns a pair (X; 4,, ¥i.q;) such that the
equation Ax;, + By,,., = a;e; holds. Moreover, the vector x;,, is bounded in norm by
[|%i.0, || < {y/m, and the vector y; , lies in the set {+1}".

Note that any vector t’ € Z can be uniquely expressed as a linear combination of basis

vectors, namely, t' = >""" | a;e; for some coefficients a; € Z,. In other words, any target
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vector t' € S can be written with at most n entries from 7. Therefore, the attacker can

obtain the following.

A i Xi,ai + B i yi7ai = i a;e; = t,. (72)
i=1 =1 i=1

Defining X = > X;,, and Y = Y " | y;,,, the attacker gets AX + BY = t’ where
X, Y are integer vectors. We stress that Y ¢ {—1, 1} and therefore is not a valid solution
to the rOM-ISIS assumption. In this phase we found a way to write any t' € S in the form
A X + BY. However, Y is still not in the right form and this leads to the next phase.

Algorithm 7 Phase I: Reformulate t’ € S
Input: A, B € Z;*"™, S = {t' | t’ <= SyndromeQuery() }
Output: (X,Y)suchthat AX +BY =t’

1: fori=1,...,ndo
2: fora=1,...,p—1 do
3 (Xia,Yia) < PreimageQuery(ae;)
4: end for
5: end for
6: fort' <+ S do
7: Compute t' = > | ae;
8: Get A " X +BY [ Via =1t
9: Set X =>"" XoandY =37 yia.
10: return X,Y
11: end for
Phase II1:

In the second phase of the attack, we make additional queries to the preimage oracle,
specifically targeting the zero syndrome vector t = 0. This phase mirrors the preimage
query strategy used earlier, but here we have a different goal.

To begin, the attacker issues multiple preimage queries with t = 0 to the oracle. Say
the attacker made N such preimage queries. Each oracle response consists of a pair (x;,y;)
satisfying the relation

Ax; +By; =0,

with constraints ||x;|| < (/m and y; € {£1}™ for each j. These vectors form a pool
of preimages whose combination can help compute a final valid solution to the rOM-ISIS
problem for each (X, Y’) from Phase I.
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The attacker’s objective i1s now to identify a subset J of indices such that the
corresponding y; vectors sum up to a target vector Y, where Y is the vector defined in

Phase I as the sum of the selected vectors y; ,,. Formally, find y; such that
JET
Substituting this relation back into the preimage equation yields
A> x;+BY =0,
jeT

which simplifies to

BY = -A> x;.
JjeT

At this point, we combine this new information with the partial result obtained from
Phase 1. Recall from Phase I that we had a pair (X, Y") such that
t'= AX + BY.

Substituting the simplification from above into this expression gives

t’:AX+BY:AX—Aij:A(X—ij>.

jeJ jeT

This is summarised in the following equation

t'=A (X —~ ij) : (7.3)

JjET

To produce a complete solution to the rOM-ISIS problem, we choose an unused
preimage response for t = 0 out of N queries made. Suppose this response was the pair
(x1,y1). We now combine this additional pair with the equation above, obtaining

t, = A (Xl +X — ZXj) +BY1
jeT
Define

x/ ::x1+X—ij and y' :=y;.
JjeJ
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Then, we have
t' = Ax' + By,

which satisfies the structure of a rOM-ISIS solution.
Up to this stage, we have made 7 = np+ N preimage queries to obtain a triple (x,y’, t)

with the following properties:
* x’is an integer vector (a sum of n+ 14|.7| short vectors, each of norm at most (+/m),
oy € {£1}7,
et e,
* and the equation t' = Ax’ + By’ holds.

Any challenge vector t’ € S can be written in the required form using the pool of 7
preimage vectors obtained during Phase I and Phase II. In particular, for |S| = 7 + 1, every
t' € S can be expressed as t’ = Ax'+By’, withx’ € Z" and y’ € {—1, 1} and therefore,
the attacker can generate 7 4 1 valid rOM-ISIS solutions.

To analyse the quality of these 7 + 1 solutions, especially in terms of the norm of x’,
recall that each x; is sampled from a discrete Gaussian distribution with standard deviation
(. The expected Euclidean norm of such a vector is approximately (/m/(27). Since X’ is
formed by adding together (n+1+|.J|) such independent vectors, the expected norm scales
linearly with the number of summands. Thus, the expected norm of x’ is approximately:

E[}|]) = <¢<n+ 1+ 7).

In order for (x',y’,t') to be accepted as a valid solution to the rOM-ISIS instance, it is
required that ||x'|| < /3, where 3 is the bound set by the problem definition. This concludes
the attack on the rOM-ISIS problem with distinct challenge vectors t’s.

Relation to a New Variant of the £-sum Problem: The core computational step in Phase
II is to find a subset 7 such that jes Vi = Y. This defines a new variant of the classic
k-sum problem: given a target vector Y € Z', which is itself a sum of n {41} vectors,
determine whether it can be reconstructed as the sum of other {£1}™ vectors.

This will be the focus of the next chapter (see Chapter 8), where we formally introduce

and analyse this novel variant. In particular:

¢ The number of vectors that must be summed to form Y (i.e., the size of ) determines

the number of lists used in our algorithm.
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e If Y is the sum of n vectors, then solving the problem will typically require k£ = n

lists to successfully reconstruct it.

As a consequence, the total number of short vectors contributing to x’ become (n +

|J| + 1) ~ 2n + 1 on average. Therefore, the expected norm of x’ is roughly:

Eflx]) = ¢4/ @2+ 1),

which must still satisfy ||x’|| < £ to yield a valid solution to the rOM-ISIS problem.

In the rOM-ISIS attack strategy, the target vector Y is expressed as a sum of at most n
vectors, and the work of [BCGY24] sets n = 512. Therefore, recovering Y can be modelled
as a generalised k-sum problem with k& = 27 lists. Under this setting, the cost of finding a
matching combination is approximately O(2%-3™) up to logarithmic factors (See Chapter 8
for further details).

It is important to note that this cost only accounts for the second phase of the attack. The
overall complexity also depends on the cost of Phase I, which involves making preimage
queries for vectors in the set 7', requiring approximately O(np) queries. Thus, the total
computational complexity of the complete attack strategy is given by O(max(kmg,np))

where my is the initial list length for the &-sum problem.

7.4 Conclusion & Future Work

In this chapter, we examined two variants of the Inhomogeneous Short Integer Solution
(ISIS) problem that have recently attracted attention in cryptographic research. Our
primary focus was the randomised one-more (rOM-ISIS) problem, which underpins a
non-interactive blind signature scheme proposed by Baldimtsi et al.

We proposed a novel combinatorial attack strategy targeting the rOM-ISIS problem.
This strategy is based on a newly introduced Wagner-like k-tree algorithm for {—1,1}™-
vectors, which extends traditional meet-in-the-middle techniques to more structured and
efficient search trees. The goal was to investigate whether this approach could produce
additional valid solutions to rOM-ISIS instances by exploiting the additive structure of the
problem.

Our findings indicate that the answer is affirmative: using k-tree algorithms, one can
successfully generate additional valid solutions, thereby posing a potential threat to both
the rOM-ISIS assumption and the associated blind signature scheme. However, our
cryptanalytic strategy needs more than polynomially-many queries to the oracles and has

exponential complexity in the dimension m of the underlying vector space. Consequently,
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no probabilistic polynomial-time (PPT) adversary can carry out this attack. Moreover, due
to the carefully chosen parameters proposed by Baldimtsi et al. [BCGY24], the practical
impact of the attack remains limited, and the scheme is secure under its current parameter
instantiation.

Baldimtsi et al. explain in Section 2.5 of [BCGY24] that the goal of introducing the
rOM-ISIS assumption is to strengthen the original OM-ISIS assumption against
linear-combination attacks, aiming for a more robust assumption that resists any efficient
or practical attacks regardless of parameter choices. In this chapter, we presented a
combinatorial algorithm that improves the state-of-the-art for the security of the rOM-ISIS
assumption proposed by Baldimtsi et al. Thus, we argue that the new structure of the
rOM-ISIS allows new types of attacks like the k-sum algorithm we proposed that are not
applicable on the original problem and therefore the rOM-ISIS assumption may falls short
of its intended security goals.

In conclusion, while our proposed attack does not currently undermine the security of
the PPT scheme under the given parameters, it provides a new perspective on the rOM-ISIS
problem’s hardness. We believe that our combinatorial framework lays the groundwork
for future cryptanalysis and can help guide parameter selection and security evaluations in

related cryptographic constructions.
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In Chapter 6, we introduced a new variant of the generalised birthday problem where
the elements involved are vectors in {—1, 1}™. In that setting, the objective was to find a
collection of such vectors, chosen uniformly and independently at random, whose sum is
the zero vector. We analysed this problem and proposed a tree-based algorithm that achieves
better complexity than the classical meet-in-the-middle approach. This algorithm was then
applied to solve a new cryptographic assumption in Chapter 7. During this application, we
observed that the core problem admits a natural generalisation, which forms the basis for

the variant we study in this chapter.
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The problem considered here can be viewed as a generalisation of Problem 6.2 from
Chapter 6. As before, the inputs are uniformly random vectors from the set {—1,1}™.
However, unlike the previous case where the target was the zero vector, we now consider a
target vector Y € Z™, which is a sum of £ independently sampled +1 vectors. A formal
definition for the new k-sum problem is given below. The addition is the usual component-

wise vector addition of {—1, 1} vectors.

Definition 8.1. Given k vectorsy; € {—1,1}", let Y = Zle yi. Given k lists L, . .., L,
of vectors drawn uniformly and independently at random from {—1,1}™, find x; € L, ...,
Xy € Ly suchthatx; +xo+ - +x, =Y.

This seemingly small modification significantly alters the structure and complexity of

the problem, and calls for an adapted algorithmic approach.

8.1 Understanding the Core Problem

Before designing an efficient algorithm, it is important to understand the inherent hardness
of the problem and the type of complexity one might expect. In this variant, the goal is to
find a sum of random +1 vectors that equals a fixed vector Y € Z™. The fixed nature of YV
significantly complicates the problem, since the probability that a sum of random vectors
(which approximately follows a normal distribution) matches a specific target depends on
this target Y. As a result, standard collision-based complexity estimates such as those
in [Sel95] are not directly applicable.

In general, the collision-based techniques assume that both sides of the equality are
independent random variables drawn from the same distribution. However, in our setting,
the target vector Y = Zle y; 1s fixed and determined by known input vectors
y: € {—1,1}™. The task is to find vectors x; € L;, where each L; contains independently
and uniformly chosen random vectors, such that Zle x; = Y. Since Y is not a random
variable, it is incorrect to model this as a symmetric collision event between two random
sums. Therefore, the standard technique of computing the collision probability as the sum
of squared probabilities does not apply for a given instance.

To further illustrate this, consider a basic meet-in-the-middle approach. Suppose the
target vector Y is the sum of £ = 4 random vectors y; € {—1,1}"™, and we are given
four lists Ly, ..., L4 of random vectors. The task is to find vectors x; € L; such that
X +Xo+X3+x4 =Y.

We define two intermediate sum lists,

L12:{X1 + X9 1 X3 ELl,Xg ELQ} and L34:{Y—(X3+X4) I X3 €L3,X4€L4}.
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A solution is found when an element from L, matches an element from Ls,. However,
when Y is fixed, the distributions of the vectors in L5 and L34 are no longer identical. In
particular, L5 consists of sums of independent random vectors, while L3, is offset by the
fixed target Y, which introduces dependence. As a result, these two lists are not symmetric
random variables, and the standard assumptions behind collision probability estimates no
longer hold.

Instead, we employ a heuristic based on the birthday paradox to obtain a lower bound
on the complexity of the problem. The key idea is that the sum of random +1 vectors
Y = Zle y; in each coordinate behaves like a one-dimensional random walk, which can
be approximated by a normal distribution. After k steps, each coordinate has mean 0 and
variance k, so the typical size of a coordinate is on the order of vk. As a simplifying
heuristic, we therefore approximate Y =~ (\/E, cee \/E) While this assumption
oversimplifies the true distribution of Y, we believe it suffices for a rough complexity
estimate.

Let Py denote the probability that a sum of £ = 4 random =+1 values in a single

coordinate equals vk = 2. This follows a binomial distribution:

k 4
Py =27" (H@) =27 (3) = 0.25.
2

Since Y € Z™, the probability of matching all m coordinates simultaneously is Pj"' =
(0.25)™. Now, suppose we have two lists of size |L| = |R| = N. Then the probability that
at least one collision occurs is:

Pr (a match occurs) = 1 — (1 — PN,

Applying the standard approximation (1 — z)* ~ e~ for small x, we get

_N2.pm
Pr (a match occurs) ~ 1 — e V%",

To ensure a success probability of at least 1/2, we require:

.1 .
e‘NQ‘PY<§ — N>vVIn2 P,

Since Py = 0.25 = 272, this implies N > vIn2 - (2™), and hence, the overall time and
space complexity of the algorithm is O(2™).

As the number of summands increases, the complexity of the meet-in-the-middle

approach grows accordingly. For example, when £ = 16 and Y = (4,...,4), we have
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Py = 271(}%) = 0.1222. This gives N ~ 2.86™, and the algorithm runs in time
O(2'519™) If we instead consider the mean value, which is zero, then Y is the zero vector
and the sum of four vectors yields P = 27*(}) = 0.375. In this case N as 2°77™_ Thus,

for each instance, the running time depends on the chosen target Y.

8.1.1 Motivation & Research Problem

The above analysis highlights that the fixed-target variant of the problem is significantly
more difficult than both the binary case (where x; € {0,1}™) and the zero-sum case
involving +1 vectors. The requirement to match a specific target vector substantially
reduces the success probability of random sampling approaches, making the problem
inherently more complex. Therefore, it is both necessary and intellectually compelling to
investigate whether more advanced algorithmic techniques can be leveraged to reduce this
complexity.

In the previous analysis of the zero-sum version with £1 vectors, we observed that
tree-like algorithms led to a significant improvement over basic strategies such as meet-in-
the-middle. This motivates us to consider whether similar algorithmic frameworks can offer

gains in the fixed-target setting as well.

8.2 Generalised £-tree Algorithm

We treat this new problem as a generalisation of the zero-sum problem (Definition 6.2),
and hence, the k-tree algorithm we design will broadly follow the same structure as the
algorithm previously described for the k-tree problem in Chapter 6.

The primary difference lies in how we handle the partial sums at each level of the
algorithm. We exploit the fact that the target vector Y is itself the sum of random +1
vectors, which provides structure to the expected distribution of the intermediate sums. In
particular, instead of merging vectors from the lists with the goal of reaching the zero
vector, we now merge them to match specific partial sums of the vectors y;.

This shift in target affects the calculation of the success probability, as the distributional
properties of the intermediate sums differ from those in the zero-sum case. However, this
modification does not alter the overarching strategy of the algorithm. As a result, many
of the insights, and analytical techniques developed for the k-tree algorithm (Algorithm 5)
remain valid and applicable in this more general setting.

One feature of the k-tree algorithm is that the lengths of the intermediate lists those

generated at each merging stage are not necessarily fixed. However, for the purpose of our
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asymptotic analysis, we model the behaviour of the algorithm using the expected values of
the lengths of these intermediate lists. This modelling choice simplifies the analysis while
preserving accuracy in the average-case performance estimates.

We adopt the same analytical framework as in Section 6.3.2, which assumes that the
expected lengths of all intermediate lists are equal to the initial list length mg. This
assumption allows us to obtain tractable expressions for the running time of the algorithm.
Moreover, in Section 8.3.1, we will provide empirical evidence to support the validity of

this assumption in practice.

Notation:

The following notation holds implicitly throughout the chapter. We assume £ = 29. Y =
S | yi where y; € {—1,1}™ are chosen uniformly and independently at random. Similar
to the previous discussions, xEj ) € ng ) represent any vector X from the ¢ list at the ;®
level of the k-tree where i = 1,...,k/2 and j = 1,...,q. The symbol || denotes the

concatenation of vectors, e.g., ng) = (7?50) I Wéo)) = (X&O),Xgo)).

8.2.1 Overview of the Algorithm

We now illustrate the analysis using an instance of the k-list problem with £ = 8, and refer
the reader to Figure 8.1 for a visual overview of the algorithmic structure.

We are given eight initial lists L§°), ceey Léo), each of size my.

LEO) = {(XEO),WZ(O)) ‘ XEO) s {—1, l}m} .

We define, 7T§0) = x. The task is to find vectors Xgo), o ,Xéo) such that their sum equals

1

the target vector, Y = 30 | y;, where each y; is a random vector with entries in {£1}.

Level 1. At the first level, we merge the lists pairwise. For example, to construct L(l),
we consider all pairs of vectors from L§°) X Lg)) such that their sum matches the first [y

coordinates of the corresponding partial sum y; + ys. We denote this matching condition

as (XSO) + Xgo))ll = (y1 +y2)-

(Xg())a _) € L§0)7 (Xg))a _) € Lé(])a
1 0 0 1
Lgl) — (X(11)77T§1)> Xg ) - Xg ) + Xg )7 (Xg ))ll - (yl + y2)ll

1 0 0
0 = (s )
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In the definition above, we use (xg ), —) € L\” and (x2 0 —) € Lgo) to indicate that we

only take the first entry of each pair in the list, i.e., the vector itself, in order to compute

(])

the sum. The back-pointer, 7;”’ is preserved in the new pair that records how this sum was

formed.

Similarly, we generate the lists Lél), Lél), Lfll) by merging Lgo) with Lflo), Léo) with Léo),
and L§°> with L(O), respectively.

Level 2. At the second level, we merge the lists from the previous level. For instance, to

construct L§2), we consider pairs from Lgl) X Lgl) such that the sum of the corresponding

vectors matches the next [, coordinates of y; + y2 + y3 + y4. Recall that the first entry

) are of the form x( ) = x(lo) + xéo), and that of L(l) are of the form

)—|—x§ )= Xgo)Jr (0 )+X§, )+X§) The corresponding

of the elements of Lg
Xgl) = X:())o) +x510), so their sum yields x;

matching condition is,

1
(x3 v + Xé ))ll+lz =(y1+y2+yYs+Ya)uti

Note that one only needs to check the last /[ coordinates, since the first [; are already
guaranteed to be correct from the previous step. In a similar manner, we generate Lg) from
Lg) X Lfll), matching against the [, coordinates of y5 + y¢ + y7 + ys-

By construction, the list ng)

of y1 +y2 +¥y3 + y4, and L§2)

contains vectors whose first [; + /5 coordinates match those

matches those of y5 + ys + y7 + ¥s.

Level 3. Finally, in the third level, we add the first entries of (x?), 7r§2)) € LgQ) and

(x§2>, 7r§2)) € Lf) to generate the final list containing vectors x§3) = x§2) + xf), where

(X§2) —|—Xé m Ll = <Z yl> .
m—Il1—l2

Since the vectors in LgQ) and Lg) already satisfy the first [y + [5 coordinates of the target

Y, it suffices to check that their sum matches the remaining m — [l; — [, coordinates. Each

(8 1s of the form (xg ), (3)) where 775 ) has a chain of back pointers

to the initial vectors X ) e L , ensuring that x§ ) = Zle x§°>. Thus, the final list contains

element in the final list L

vectors that sum to the target vector Y, as desired.
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Success Criterion. The goal is to ensure that the final list qu) (with ¢ = log, &k = 3 in

this example) is non-empty. This translates to the condition
3
B[]} > 1,

which provides a success guarantee in expectation. The parameters [, [, ..., [, and the
initial list size m, must be chosen appropriately to satisfy this constraint. The algorithm will

determine optimal values for these parameters so that the k-list problem admits a solution

with high probability.
0 0
7 (Xgill + Xéz’)>l1
7,0 O (1) (1)
1 2 ) (Xgly Xy )1y
{_171}m {_1’1}m
[0 g 2, x),

Figure 8.1: 8-list algorithm to find a set of vectors that sum to a given vector Y = Zle Yi

8.2.2 Probability Calculation for a fixed Y

The main challenge in analysing this algorithm lies in computing the probability that a
sum of vectors matches a corresponding sum of the y;. As discussed in Section 6.2.2, the
sum of random {—1, 1} vectors can be modelled as a random walk, and its distribution can
be derived from properties of Pascal’s triangle. When the number of steps increases, the
distribution converges to a normal distribution. We again use this insight to estimate the

success probabilities.
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Recall that each vector y; € {—1,1}™ is sampled independently and uniformly at
random, and the target vector ¥ = Zle y; is fixed and given to the algorithm. The
distribution of Y and intermediate sums such as y; + ys, or y; + y2 + y3 + y4, follows the
distribution given by Equation (6.3), which we restate below.

27n(,.1y) if n+p'iseven,
Pr(X, =p) = (=32) (8.1)
0 otherwise.
Note that the parameter n in Equation (8.1) refers to the number of steps in the random
walk at each level j = 1,. .., q of the algorithm, and we take n = 27 as explained in Chapter

6.

Level 1. Atlevel 1 of the algorithm, our goal is to match the first /; coordinates of the sum
y1 + y2. Each coordinate in this sum takes a value in the set {—2,0,2}. Assuming y; and
y2 are uniformly random and independent vectors with entries in {—1, 1}, the distribution
of their sum resembles a simple two-step random walk. For the analysis of a fixed Y, we
take the following example Y with the expected distribution of values across the first /;

coordinates as:
* [y /4 entries equal to +2,
* [1/4 entries equal to —2,

* [;/2 entries equal to 0.
The lists L§°> and Lgo) contain vectors x§°) and Xgo), respectively, which are independent

random vectors with entries in {—1,1}. Let xgl) = x§°) + xgo). We are interested in the

probability that the first /; coordinates of xgl) match those of y; + yo.

. 1 . .
Since xg) is a sum of independent random +1 vectors, we can assume that each

coordinate of xgl) is independently equal to:
* +2 with probability 1,
* —2 with probability }1,
* ( with probability %

Therefore, the probability that the first /; coordinates match the expected pattern in y; +

Yo i8:
1 l1/4 1 l1/4 1 11/2 1 3l1/2
pr (D), — }% - - = = (= .
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Note that all the probabilities can be computed exactly for given {y,} . We will use this
“average-case” behaviour for a fixed Y to estimate the success probability at each level of
the algorithm. We emphasise that the following calculations are for this particular choice of
Y.

General Setting. For the general case, we model the occurrence of each entry p’ = —n+2i
in a vector using Equation (8.1). Accordingly, we expect approximately Pr(X, = p') - [;

occurrences of p’ among the corresponding [; coordinates of y on average.
(

Again, the probability that the sum of xij ) has the same value as the corresponding sum
of y; is given by Pr(X,, = p’) and it should satisfy for the same coordinates that of y.

Hence, we estimate the probability of a match at level j of the algorithm as follows:

Pr <Z XEj)) = <Z Yz‘) = [ Pr(Xn = —n + 20)PrCn=ms20ts,
=1 l1+-‘.+l]. l1+~-'+lj i=0

i=1
(8.2)

We acknowledge that this is a crude approximation of a complex probabilistic scenario,
but our experimental results indicate that it yields surprisingly accurate predictions in

practice.

For ease of representation, we write the success probability at each level j in the

simplified form (Pr;)", where Pr; is given by:
Pr; = [[Pr(X, = 2i — n)"=2"" for n =2/, (8.3)
i=0

As in the earlier discussion, in the final step we must consider all remaining coordinates
of the target vector Y. Therefore, we define [, = m — Zj;} lj.
Once we have an estimate for the success probability of a collision, we can compute the

expected list sizes at each level and thereby estimate the overall complexity of the algorithm.

8.2.3 Expected List Lengths
(4)
x) ' and ngzﬁ*” of the two child lists used to form ng ) such that xl(j ) = x, " +x); !, This

sum matches the corresponding partial sum of 27 target vectors y, restricted to the specific

We know that at level 7, the list ng ) contains x”) which have back-pointers to elements

l; coordinates. In general, fori = 1,...,k/27 ateach level j = 1,...,logk,
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( xSV, ey, x5V, o)y erny ™, )
27
| o | . o
L = (Xg),m(])) x = xY7) + x5, (XZm)H y =Y (Yeni-ner) s,
oy L
\ w? = (=50 =)

(84)

. 27 o .
>11+---+zj =>_ (y(ga)(z_1)+7~)ll+_._+lj, as noted earlier

in Remark 6.1, at each level j one only needs to check the condition for the last [; entries.

Even though we write it as (xz(j )
The analysis for the expected list length follows the same approach as in Section 6.3.2, but
with updated success probabilities. We assume that all intermediate lists have the same
expected length as the initial ones that allows us to give an asymptotic analysis.

The complexity of the algorithm can be analysed as follows. Using the probability

estimation from Section 8.2.2, we have

ho_ © (0 _ 1\
(Prl) =Pr (Xl + X5 )ll—(Y1+}’2)11 =3 .

Set the expected list length at each level j to be m ;. Then, by linearity of expectation,

w200 — OO ey — 2 (LY
my =E ||Ly7]| = [Ly7]| Ly 7] - (Pra)™ = mg - B :
Assuming E [|L§1)|} = my, we get my = 2311/2,

At level 2, we consider the next [, coordinates of the vectors and filter pairs from Lgl) X
Lél) whose sum matches the partial sum y; +y»+y3+y, restricted to /5 coordinates. Using

a similar argument, we get
ma =B [|LP|] = [LOILE] - (Pra)® = md - (Pra)' ~ mo.

Substituting my = 231/2, we solve for l,:

=3

273 log,(Pra)’

In the final level, we require the expected length of the final list LgB) to be at least 1.

E[IL] = L2 LY (Pry)s = md - (Pry)> > 1.
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Note that [3 = m — [; — lo, where m is the dimension of the vectors. Substituting the
expressions for mg and [, into this relation allows us to solve for /; in terms of m. This
determines the number of coordinates that should match at the first level. By recursively
applying this process, we obtain the required initial list length m, to find a solution, as well

as the number of coordinates /; that should match at each level j.

General Setting. We extend the idea to any number of lists £ = 29. This gives rise to
a binary tree of depth log k = ¢. At each internal node, we assume that the expected list
length is equal to the initial list length m,, and derive m, and the values of /; in terms of [;.

More precisely, we obtain

=30

:2(3)11 d .= —"*
=S A T Do, (Pry)

forj=2,...,q—1,

where Pr; is the approximate match probability defined in Equation (8.3).

At the final level ¢, we set [, = m — Y 1" e 1 l;, since the output vector must be of full
dimension m. To ensure a solution to the k-sum problem is found with constant probability,

we require the expected list length at level ¢ to be at least one:

E [|L§q>|] = m2 (Pr,)" Smil > 1, (8.5)

Substituting the expressions for my and the [; values into this equation and taking

logarithms, we solve for /;. The total sum of the /; for j = 1,..., ¢ — 1 is given by
q—1 q—1
-3l
) I+
; ! ; 2log,(Pr;)

Thus, the remaining dimension for level ¢ becomes

=30
l —
me Z 77 log, log, (Pr,)’

which simplifies to the expression

m

L =

3 (8.6)

Z] =2 log, Prj) " logy(Prg)
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By substituting the computed value of [, we can determine m and each [;, thereby
identifying the required initial list length and the number of coordinates that must match at

eachlevel 7 = 1,..., ¢ for a final solution to exist with constant probability.

Algorithm 8 summarises how the k-list algorithm works to find the set of XEO) ’s that add

i(o) = XEO) and at each level j, 7

(3

up to the target vector Y. We initialise with 7 acts as the

back-pointer that keeps sufficient information to trace back to the original inputs at level 0.

Algorithm 8 £-List Algorithm for a given Y.
Input: £ = 29, LO fori = L...,kY eZ.

7

Output: xgo), e ,x,ﬁo), or L
1: forj=1,...,qdo
2: Choose I; such that 3 7_, [; = m.

3 fori=1,...,k/27 do

4 LY « ¢

5: Sort ng) with respect to the first coordinate, ng)
6 for each (xé]fl), wéfl)) € Lgfl) do

7 Find all (xgj), wé{j)) € ng) such that

27
(57 + 35 Dty = Y (Yoni-nan) o, -
r=1

8: for all such pairs do

: ) xll) )
e
11: Add (x7, 79 o LY
12: end for

13: end for

14: end for
15: end for

16: if L] > 1 then

17: return 7.
18: else
19: return L

20: end if
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8.3 Running time & Experimental Evidence

The running time and space complexity of this k-tree algorithm depends on the intermediate
list sizes, as discussed in Chapter 6. For this analysis, we assume that all the lists have the
same size myq throughout the internal steps.

This results in an algorithm for solving the new k-sum problem (Definition 8.1) with
time and space complexity O(k - mg log my), where the list size is O(my), with mo = 231/2
and [, expressed in terms of the dimension m and the matching probabilities, as given in
Equation (8.6).

For the case k = 8, we observed that setting [l;] = [0.343m] allows us to find a
solution to the 8-sum problem with non-trivial probability. With this choice, all lists have
size approximately mq ~ 2°%4™ and the algorithm runs in time and space complexity
O(20514) ignoring the constant and logarithmic factors.

We observe that the complexity improves as the number of lists increases (k > 23). In
other words, if the target Y is a sum of more than 8 random vectors y; € {—1,1}", we can
solve for Y using a list of random vectors x; € {—1,1}™ in less than 2"/2 time and space.

In Table 8.1, we present the initial list lengths and the corresponding /; values calculated
asymptotically as a function of the vector dimension m for different numbers of lists & = 29.
As shown, the initial list length m decreases as the number of lists increases. Consequently,

the new k-sum problem can be solved faster than square-root time for larger values of k.

k I lo I3 ly ls le Iz log,(myo)

0.4037m | 0.5963m 0.6055m

8 0.3427m | 0.2532m | 0.4041m 0.5141m

16 | 0.3018m | 0.2230m | 0.1780m | 0.2972m 0.4528m
32 | 0.2727m | 0.2015m | 0.1608m | 0.1343m | 0.2307m 0.4091m
64 | 0.2510m | 0.1854m | 0.1480m | 0.1236m | 0.1061m | 0.1860m 0.3764m
128 | 0.2340m | 0.1728m | 0.1379m | 0.1152m | 0.0989m | 0.0867m | 0.1544m | 0.3510m

Table 8.1: Examples for the initial list lengths and [; values for j = 1,...,¢q, for various
numbers of lists k.

Recall from Section 8.1 that solving the 4—sum version of the problem using the basic
meet-in-the-middle algorithm requires lists of size 2°°"", resulting in a total time complexity
of O(2™). In contrast, based on Table 8.1, the 4—list algorithm we propose can solve the
same problem in approximately O(2°%™) time (ignoring the log factors), with larger list
sizes of 206,

Therefore, we conclude that the k-list algorithm offers a substantial improvement over
the classical meet-in-the-middle algorithm. For £ > 8, the fact that the k-list algorithm
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achieves time and space complexities below the square-root bound O(Zm/ 2) makes it
superior to other known algorithms for high-dimensional problems where traditional

approaches become infeasible.

8.3.1 Experimental Evidence

Heuristic 8.1. The expected list lengths at the intermediate steps (except for the final list at

level q) are equal to the initial list length my,.

In this section, we provide both theoretical and experimental evidence supporting
Heuristic 8.1, which states that the expected list length m; remains approximately equal to
the initial list length m across all levels of the algorithm. The experiments were conducted
using small parameter sets to ensure computational feasibility.

We fixed small vector dimensions m = 50, 60 and considered the k-tree algorithm for
k = 27 and k = 2°. For these parameters, the rounded values of /; and m, were calculated
according to Table 8.1.

The theoretically expected list lengths were computed by the relation m; = m2 (Pr;)%
and written in terms of my at each level. As observed, the assumption m; = m, does not
hold exactly due to rounding errors introduced in the [; values. Table 8.2 lists the specific ;

values used in the experiments alongside the corresponding theoretical estimates of m;.

m =50, mo = 2% k=27
Rounded /; 12 9 7 6 5 4 7
Expected m; | 1.0myg 0.8mg 1.1myg 0.8my 1.2my 3.5mg 18

m = 50, mo = 217, k = 29

Rounded /; 11 8 6 5 5 4 4 3 4
Expected m; | 1.4mg | 1.7mg | 3.3myg | 3.4mg | 0.6mg | 1.8myg | 0.4myg | 3.6myg | 3594

m = 60, mgy = 220, k = 29

Rounded /; 13 10 8 6 5 5 4 4 5
Expected m; | 1.4mg | 0.8mg | 0.8myg | 3.3mg | 4.8mg | 0.8myg | 3.5mg | 0.9mg | 4920

Table 8.2: The rounded /; and the Expected list lengths, m; for j = 1,... log,(k). This
data is used in the experiment for Figure 8.2.

To compare the theoretical results with experimental findings, we test for merges in
isolation for each level of the k-list algorithm for the same values of & = 27,2 and vector

dimensions m = 50,60. For this experiment, we fixed the parameter /; according to
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Table 8.2, and considered vectors of length [;, since this is the number of coordinates
matched at a fixed level j.
The experiment proceeds as follows:

1. For a fixed j, generate two lists L; and Ls, each containing m vectors of dimension

[; as follows.

271

Li={> x| ojes{-11}} fori=12
j=1

2. Sort L, lexicographically.
3. Repeat the following:

(a) Generate the target vector Y such that Y = 23;1 x; where z; = {—1, 1},
(b) Initialise L) = {}

(¢c) Check V 29 € Ly is 21 = Y — z5 € Ly using a binary search.

(d) If a match is found, append the pair (21, 2) to LW: LU = LU U {(21, 2)}
(e) Print |LY)|.

4. Compare the size of the list [LY)| to the expected value m; = m?(Pr;)% and

categorise the results into three intervals:

« Within a factor of 4: m;/4 < |LU)| < 4m,
* Below expectation: |LY)| < m;/4,

« Above expectation: |[LU)| > 4m;.

Over 100 trials, we recorded the range of values attained by the experimental list
lengths | LU)| at different levels of the k-tree algorithm, in order to evaluate their deviation
from the theoretical estimates m; provided in Table 8.2. As shown in Figure 8.2, the
experimental results demonstrate that, with high probability, the list lengths fall within the
range [m;/4, 4m;] at each level. In this figure, the z-axis corresponds to the levels of the
k-tree algorithm, while the y-axis shows the frequency of list lengths falling into the
respective intervals.

Across all nodes in the tree, some lists may be slightly larger than the expected value,
while others may be slightly smaller. However, our experiments show that these deviations

are not significant. In practice, the fluctuations tend to balance out when the lists are merged:
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above-average-sized lists compensate for those that are below average, maintaining overall
stability in the merging process. This experimental and theoretical comparison supports and
validates our assumption that m; ~ mg across levels.

It is also important to note that the expected list length m; depends on the success
probability calculations at each level. Therefore, the fact that the experimental outcomes
closely match the theoretical expectations provides indirect validation of the accuracy of

our average-case success probability estimates as well.

I |LO)| < m;/4
10 /4 <|LY)| < 4m;
h |L(j)| > 4dm;

100 100
80 - 2 80
60 : 60
40 - 8 40
20 2 20
0
1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
(@) m =50,k = 2% mg = 217 (b) m = 60, k = 29, my = 220
100
80 - .
60 - .
40 | |
20 =
0

1 2 3 4 5 6
(©)m =50,k =27, mg = 2'8

Figure 8.2: Experimental results for |LU)| for different m and k where m; = m2(Pr;)¥

8.4 Overall Average Running Time

All computations and experiments in Section 8.3 were carried out for a particular choice of
fixed Y, as introduced in Section 8.2.2. These results illustrate that the running time of the

algorithm depends inherently on the chosen target Y and may vary significantly between
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instances. In extreme worst-case scenarios, for example, when Y = (+k, ..., £k), the
cost of finding a match can be exceptionally large; however, such extreme instances occur
with negligible probability under the natural distribution of Y. At the opposite extreme,
when Y is the zero vector, the problem essentially reduces to the zero-sum case discussed in
Chapter 6. This naturally raises the question whether we can define and compute an overall
average running time by averaging over many possible fixed Y’s.

To formalise this idea, let L = {Xj,..., Xx} be a list of independent random vectors
sampled from a distribution D. Here D is the distribution of the sum of k£ independently and

uniformly chosen vectors from {—1, 1}™, that is,

k
X, = in’l’ X; <3 {—1, 1}m
=1

Similarly, for each target we generate

k
Y;' = Zy]',l, Yl <3 {_17 1}m’
=1

so that each Y is an independent sample from the same distribution D. Assume throughout
that Xq,..., Xy and Y7, ..., Y), are independent and identically distributed (i.i.d.) samples
from D and that the two collections are independent.

For a given target Y7, the probability that a randomly chosen X € L equals Y; can be
expressed as

total number of matches in L

Pr(X =Y;) = ~

Equivalently,
N

total number of matches in L = Z lix,=vi},
i=1
where 1;x,-y,} € {0, 1} is the indicator of the event X; = Y.
Repeating this experiment for M independently sampled targets Y7, . .., Y, the average
matching probability is

total number of matches over all targets 1
NM = War 2o 22 e

j=1 i=1
This can be rewritten as

1 1 &
3 2o | v 2ty |

j=1 i=1
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For each fixed Y}, the inner average % Zf\il 1¢x,=y,} 1s the empirical probability that Y
matches an element of the list L. By the law of large numbers, as N grows, this empirical
probability converges to the probability Pr(X = Y;) that a random X < D equals a fixed
target Y;. Consequently,

1 L 1 M
—Mz;;l{x;m ~ M;Pr(xzyj)_

Applying the law of large numbers again, now for large M, this approximates to the
probability that X equals a random Y < D.

M

1

- Y Pr(X =Y;) ~ Pr(X =Y),
=1

where the last probability is precisely the collision probability between two independent
random variables from the distribution D. Thus, when both N and M are large, estimating
the average matching probability over many fixed targets is asymptotically equal to
computing the collision probability, i.e., the probability that two independent samples
X,Y <D are equal.

Since both X and Y are sums of k& random {—1, 1} vectors, the coordinates can take
any value from {—k, —k+2, ..., k}. In a k-steps random walk, the probability that a single
coordinate equals p’ € {—k, -k +2,...,k}is

_ k
Pr(x =p') =2 k(ﬂ)
2

The standard collision probability calculations relies on the randomness and independence
of both summands, and compute the collision probability as the sum of squared probabilities
of all possible outcomes in a k-step random walk. Consequently, the probability that two

vectors of dimension m sampled uniformly at random from D have a match is given by,

Pr(X =Y) = (Z Pr(z = p/)z) . (8.7)

This compact formula provides a direct theoretical estimate for the average-case matching
probability, and hence one can use it to compute the overall average running time of the

algorithm. To verify the validity of our claim, we conduct the following experiment.
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8.4.1 Experimental Evidence

This experiment estimates the average probability of collision between a randomly chosen
target vector Y; and a list of vectors X; where both Y; and each X, are generated as the
sum of & independent random vectors sampled uniformly from {—1,1}™. We compare the
empirical collision probabilities with the theoretical estimates, and also evaluate both the

actual and expected number of collisions.

Experiment Procedure:

1. Generate a list L = { X3, Xs, ..., Xy}, where each vector X; is constructed as X; =
Zle i) with Tip <3 {—1, 1}m

2. Fix a target vector (say Y7) as Y] = Zle Y1y withy s {—1,1}".

3. For a fixed target Y7, count how many vectors in L exactly match Y;. The collision
probability for a fixed Y] is given by:

Total number of matches
N

Pr(X =) =

4. Experimental average:
Repeat steps 1-3 for distinct target vectors Y;, 7 = 1,..., M , and compute the
average probability of collision over all M targets:

M
Avg. Pr(X =Y) = % D Pr(X =Y)). (8.8)

j=1
The corresponding average number of matches per target Y is:

Z;.Vil (Total number of matcher per Y;)
A7 :

Avg. number of matches =

5. Theoretical estimates:
Assuming each X and Y are independent and randomly chosen samples from the
same distribution, the theoretical collision probability Pr(X = Y) is calculated using

Equation (8.7). The expected number of matches for a fixed Y is:

E[Theoretical Matches| = N - Pr(X =Y).
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6. Finally, compare the collision probabilities using theoretical estimates and empirical
results given by Equation (8.7) and Equation (8.8) respectively. Moreover, the
empirical average number of matches (from Step 4) were compared with the
theoretical expected number of matches (from Step 5).

We perform this experiment for various parameter settings. The results, shown in
Table 8.3, demonstrate that the empirical averages for both collision probability and
number of matches closely align with the theoretical predictions. This agreement supports
the conclusion that, for average running time analysis, standard collision probability

estimates are reliable.

List Size | FixedY; | Sum | Dim. | Avg Collision Pr | Collision Pr | Avg Matches | Exp Matches
(N) (M) (k) (m) (Experiment) (Theory) (Experiment) (Theory)
300 300 10 5 0.000167 0.000170 0.050222 0.050947
300 300 2 4 0.019666 0.019775 5.899778 5.932617
500 300 8 0.000058 0.000057 0.029091 0.028679
500 300 16 5 0.000055 0.000054 0.027273 0.026843
300 500 6 6 0.000121 0.000132 0.036182 0.039536
300 500 16 5 0.000053 0.000054 0.015818 0.016106

Table 8.3: Comparison of empirical and theoretical collision probabilities and expected
matches.

8.4.2 Average Running Time

We now use the collision probability to estimate the average running time of the algorithm.

Consider again the basic meet-in-the-middle algorithm for £ = 4. Let

4 4
X = ina Y = th
i=1 1=1

where X and Y are independent random variables drawn from the same distribution. Using
the standard collision probability method, and from the properties of a random walk, the
possible coordinate values for each vector are {—4,—2,0,2,4}. In other words we have
taken k = 22 steps in the random walk. Therefore, the collision probability for a single

coordinate is

1\2 4\ 2 6\ 2 4\ 2 1\2
P - (y) +(§> +(¥) +<§) +<?) = 0.27344.
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For an m-dimensional vector, the probability of a coordinate-wise match is then /"' =
(0.27344)™.

Following Section 8.1, assume we have two lists of size /N. The probability that at least

one match happens is
Pr(a match happens) = 1 — (1 — PV,

Using the approximation (1 — x)* ~ e~ " for small x, we obtain Pr(a match happens) ~

1 — e N*P¥ To ensure a success probability of at least 1/2, we require

w1 .
e*N2PY§§ = N>+vIn2 P,

Since Py = 0.27344, this gives N ~ (2°93%35™)  The resulting total complexity of the

algorithm is, therefore (O(20-93535m),

Compared to the fixed-target case from Section 8.1 where Y = (Vk,...,vk) led to a
running time of O(2"), the average-case running time is slightly better, but still significantly

above square-root complexity.

Next, we show how these calculations can be used to determine the average running
time of the k-tree algorithm over multiple target vectors Y. Recall that the k-tree algorithm
proceeds through ¢ levels, where £ = 29. For a fixed target Y, the collision probability at
each level j was computed in Section 8.2.2 using Equation (8.3). We can now replace this

with the average collision probability, given by

Average collision probability at level j = Pr,;(X =Y) = Z Pr(z, =p' )2, (8.9)
p/

where n = 27 is the number of steps in the random walk and p’ € {—n, —n +2, ..., n}.
Table 8.4 compares the two collision probabilities across the different levels j of the

algorithm.

Once the collision probability at each level is determined, the subsequent calculations
proceed exactly as in the fixed-Y case. An asymptotic analysis can be carried out by taking
the list sizes to be equal at each stage and determining the matching coordinates [; as
described in Section 8.3. Table 8.5 illustrates how the change in collision probability
affects the initial list length m, which determines the running time of the algorithm when
it succeeds in finding a solution. The impact is more evident when the number of lists £ is
small than when it is large. Note that when k£ = 4, the k-tree algorithm achieves a better

(20.56313m) (20.93535m)

approximate running time of O compared to O for the basic
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Level j Collision Probability for a fixed Y | Avg. Collision Probability
Equation (8.3) Equation (8.9)

1 0.35355 0.375

2 0.24475 097344
3 0.17144 0.19638
4 0.12103 0.13995
5 0.08556 0.09935
6 0.06049 0.07039
7 0.04278 0.04982

Table 8.4: Comparison of fixed and average collision probabilities for each level j.

meet-in-the-middle algorithm. The k-tree algorithm shows improved overall running time

when moving from the fixed-target case to the average case.

While this provides insight into the algorithm’s average performance when it always
solves the instance, we emphasise that its actual running time always depends on the
specific target vector Y. To account for this, we conducted experiments to determine the
average running time for given vectors Y. For each choice of number of lists £ and vector
lengths m, we sampled 300 target vectors Y according to the distribution (sums of £
vectors from {—1, 1}"), calculated the corresponding collision probabilities and initial list
sizes mg. Then we obtained the average of mg, which is asymptotically proportional to the
average running time of the algorithm. Experiments were done for m = 10, 20, 30, 50 and
m = 100, and in all the cases the experimental results closely match the theoretical
analysis. The results for m = 100 are given in the third row of Table 8.5. It is evident that

the these results are consistent with the theoretical estimates.

k 4 8 16 32 64 128
logy (myg) for a fixed Y 0.6055m | 0.5141m | 0.4528m | 0.4091m | 0.3764m | 0.3510m
log,(my) for average Y’ 0.56313m | 0.47780m | 0.42157m | 0.39340m | 0.35674m | 0.33287m

log,(myg) experimental results | 0.57614m | 0.48719m | 0.42892m | 0.38778m | 0.35713m | 0.33337m

Table 8.5: Comparison of the initial list lengths

Remark 8.1. Note that the collision probability computed via Equation (8.7) coincides with
the success probability derived in Chapter 6 for the zero-sum version of the k-tree algorithm,

where k is effectively replaced by 2k. In other words, for average running time calculations,
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we can consider
k k 2%
Pr <le = Z%) = Pr (Zzi = 0) ,
i=1 i=1 i=1

where X;,y;, z; <5 {—1,1}" are independent random vectors.

8.5 Conclusion and Future Work

In this chapter, we introduced and analysed a new variant of the generalised birthday
problem, motivated by its natural occurrence in the study of the rOM-ISIS problem. We
formulated the problem as a novel k-sum problem: given a target vector Y € Z™ formed
by summing & random vectors from {—1, 1}™, the goal is to reconstruct Y as the sum of k
other independently chosen vectors from the same distribution. This restriction of having a
fixed target differs from the classical setting of Wagner’s algorithm, introducing unique
algorithmic and analytical challenges.

We observed that the problem remains significantly hard even for the simplest case of
a 4-list version using a meet-in-the-middle strategy. To address this, we adapted Wagner’s
k-list algorithm to our setting. We described a tree-based algorithm and studied its expected
behaviour both theoretically and experimentally. Our analysis was done first for a fixed
Y considering an example and later we obtained an overall average running time. In both
instances, we observed that the new k-tree algorithm improved the complexity substantially
compared to naive approaches.

To the best of our knowledge, the problem introduced in this chapter has not been studied
before. Through this thesis we made considerable progress in understanding the distribution
of a given target, and its effect on analysing the success probability in finding a solution to
the new k-sum problem. We also make positive progress towards understanding the overall
running time over many possible targets. However, we believe that several directions remain

open for further exploration.

Future Work

We outline a few immediate directions for future research:

* Alternate Success Probability Analysis. Investigating alternative methods for
estimating success probabilities that do not rely on decomposing the target vector Y
could provide new insights, and analysing their impact on the algorithm’s running

time would be valuable.
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* Understanding the Distribution of Y. Since Y is a sum of k i.i.d. +1 vectors,
we studied the distribution as a Rademacher distribution and use the properties of a
symmetrical random walk in the analysis. A deeper study of the distribution of the
target vector Y (for example, as a multivariate normal distribution) could yield better
understanding of the problem’s inherent difficulty. A more precise characterisation of

this distribution may also help assess its effect on the algorithm’s complexity.

* Implementation and Empirical Validation. Implementing the proposed algorithm
and empirically validating the theoretical estimates could confirm assumptions made
during analysis, reveal practical bottlenecks, and guide refinements to both the
algorithm and its complexity estimates.

We believe this study opens a new and interesting research direction, and we hope it
will motivate further investigation into the combinatorial and algorithmic aspects of this

problem, as well as its potential applications in cryptography.



Chapter

Conclusion and Future Work

This thesis addressed two main research problems: the design and analysis of a lattice-code
scheme, and the study of novel combinatorial problems arising from a new hardness
assumption. Together, these investigations advance the understanding of previously

underexplored areas in post-quantum cryptography.

9.1 Concluding Remarks

In the first part of the thesis we investigated the LLXY scheme, which is a McEliece
cryptosystem constructed using a code coming from lattices, known as relation lattices. We
studied the lattice family underlying the LLXY scheme and showed that its original
encryption construction is not secure against adaptive Chosen Ciphertext Attacks (CCA).
We proposed a reformulation of the scheme as a Niederreiter-style Key Encapsulation
Mechanism (KEM), which enables more compact ciphertexts and straightforward CCA
security using standard transformations.  Our security evaluation incorporated the
state-of-the-art developments in both lattice-based and decoding attacks, providing
guidance on safe parameter choices and highlighting the scheme’s flexibility with respect
to error distributions. Beyond these proposals, we introduced a new formulation of the
relation lattice, offering additional structural insight that could benefit future cryptanalysis.

The second part of the thesis focused on algorithmic problems related to the
generalised birthday problem. We first introduced a new variant of this problem over
{—1,1}™ and showed that it is harder than the classical generalised birthday problem
defined over {0,1} vectors. We then proposed Wagner-style k-tree algorithms that
outperform naive meet-in-the-middle approaches, together with theoretical analyses and

complexity estimates.  Building on this framework, we applied these algorithmic
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techniques to the recently proposed randomised one-more Inhomogeneous Short Integer
Solution (rOM-ISIS) assumption, demonstrating that additional valid solutions can be
generated efficiently, albeit with complexity exponential in the dimension. Although this
does not currently compromise the associated blind signature scheme under the published
parameter sets, it suggests that the underlying assumption may be weaker than originally
intended, as it is susceptible to new types of attacks that do not apply to the standard
one-more ISIS problem. Finally, we introduced and analysed a generalised variant of the
k-sum problem with a fixed target vector. To the best of our knowledge, this constitutes the
first systematic study of the problem, including heuristic analyses as well as directions for
empirical validation.

Overall, by enhancing both the design of lattice—code schemes and the analysis of novel
algorithmic problems, we believe we have contributed in strengthening the post-quantum
cryptographic toolkit and hope that the methods, insights, and open questions presented

here will inspire further research in these areas.

9.2 Future Work

Several promising research directions emerge from our study are listed below.

Lattice-Code Based Cryptography

* A more systematic investigation of alternative error distributions in the LLXY KEM

could yield improved trade-off between efficiency and security.

* The underlying polynomial lattice structure warrants deeper cryptanalytic study,
particularly to determine whether specialised structural attacks can be mounted

against the scheme.

* An actual implementation of the LLXY KEM would enable evaluation of its
practical viability and provide a comparative benchmark against NIST

standardisation candidates.

* The LLXY scheme demonstrates that combining lattice-based and code-based
approaches can give rise to secure hybrid constructions taking advantages from both

directions, and it is worth to further research on such cross-directional work.
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Algorithmic Problems and Combinatorial Cryptanalysis

* Further study of the k-sum problem with {—1,1} vectors, particularly in the
fixed-target setting, could lead to tighter complexity analyses and the design of more

efficient algorithms.

* Implementing and empirically validating the proposed k-tree algorithms would
provide practical insights, confirm theoretical predictions, and guide refinements

beyond heuristic analysis.

» Exploring further cryptographic contexts where these newly introduced algorithms

can be applied may open new avenues in combinatorial cryptanalysis.

rOM-ISIS Assumption and Blind Signatures

* The rOM-ISIS assumption warrants further scrutiny: the cryptanalysis presented in
the original paper is very limited, and a more rigorous analysis would provide a clearer

understanding of its security and its suitability for use in cryptographic schemes.

* The blind signature scheme currently relies on highly conservative parameters that are
impractical. Implementing the scheme and carrying out a detailed security analysis

would enable the selection of more practical parameter sets.

* Investigating a combinatorial attack based on a single-list approach for finding
preimage vectors whose sum is zero, as an alternative to the k-list method studied
here. Carrying out such a detailed analysis will clarify whether this approach can
reduce the number of required preimage queries while maintaining comparable

complexity.
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