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Extra bits for Rabin, 515

FACTOR, 512
factor base, 325, 326
family of groups, 467
FDH-RSA, 531
Feige-Fiat-Shamir protocol, 535
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Fermat test, 262
Fiat-Shamir transform, 481
field of fractions, 597
final exponentiation, 579
finitely generated, 590, 593, 596
fixed base, 237, 243
fixed pattern padding, 406, 524
Fixed-CDH, 448
Fixed-Inverse-DH, 449
Fixed-Square-DH, 449
floating-point LLL, 380
floor, 564
Floyd’s cycle finding, 289
forking lemma, 480
four-kangaroo algorithm, 309
free module, 591
Frobenius expansion, 245
Frobenius map, 146, 175, 231
full domain hash, 531
full rank lattice, 357
fully homomorphic, 501
function, 589
function field, 98
function field sieve, 341
fundamental domain, 422
fundamental parallelepiped, 599

Galbraith’s algorithm, 568
Galbraith-Hess-Smart algorithm, 569
Galois, 594
Galois cohomology, 594
Galois group, 594
game, 32
gap Diffie-Hellman problem, 496
Garner’s algorithm, 54
Gaudry’s algorithm, 345
Gaussian heuristic, 362
generic algorithm, 276
generic chosen-message attack, 487
genus, 155, 206
genus 0 curve, 162
geometric distribution, 602
geometrically irreducible, 96
GGH, 417
GGH encryption, 417
GGH signatures, 422
GIMPS, 297
GLV lattice, 249, 251
GLV method, l-dimensional, 251
Goldreich-Goldwasser-Halevi cryptosystem,

417

Gong-Harn cryptosystem, 120
Gordon’s algorithm, 264, 621
Gram matrix, 359
Gram-Schmidt algorithm, 599
Gram-Schmidt orthogonalisation, 599
greatest common divisor, 214
Greedy algorithm, 424
Group automorphism, 85
group decision Diffie-Hellman problem, 450
group defined over k, 176
GSO, 599
Guillou-Quisquater protocol, 535

Hafner-McCurley algorithm, 343
half trace, 67
Hamming weight, 57, 279
hardcore bit or predicate, 466
hash Diffie-Hellman (Hash-DH), 497
Hasse interval, 184
H̊astad attack, 522
head, 289
Hensel lifting, 65
Hermite constant, 361
Hermite normal form, 600
hidden number problem, 470, 490
Hilbert 90, 92, 105, 595
Hilbert Nullstellensatz, 90
HNF, 600
HNP, 470
homogeneous coordinates, 91
homogeneous decomposition, 592
homogeneous ideal, 92
homogeneous polynomial, 592
homogenisation, 94, 95
homogenous coordinate ring, 93
homomorphic, 502
homomorphic encryption, 502
Honda-Tate theory, 232
horizontal isogeny, 563
Horner’s rule, 61
Hurwitz class number, 187, 191, 199, 558
Hurwitz genus formula, 162
Hurwitz-Roquette theorem, 211
hybrid encryption, 438, 495
hyperelliptic curve, 206
hyperelliptic equation, 201
hyperelliptic involution, 201
hyperplane, 88
hypersurface, 88

ideal, 89, 596
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identity matrix, 597
identity-based cryptography, 491, 502
Igusa invariants, 210
imaginary hyperelliptic curve, 206
imaginary quadratic field, 600
implicit representation, 454
IND, 32
IND-CCA security, 32
independent events, 601
independent random variables, 602
independent torstion points, 258
index calculus, 334
indistinguishability, 32
indistinguishability adversary, 32
inert model of a hyperelliptic curve, 206
inert place, 206
inner product, 598
input size, 38
inseparable, 146
inseparable degree, 146
instance, 38
instance generator, 41
interleaving, 243
invalid parameter attacks, 441
invariant differential, 178
inverse limit, 182
Inverse-DH, 448
irreducible, 96, 590, 591
isogenous, 172
isogeny, 172, 226, 231
isogeny class, 557
isogeny problem for elliptic curves, 567
isomorphic, 102
isomorphism of elliptic curves, 168
isomorphism of pointed curves, 168
iterated Merkle-Hellman, 426
i-th bit, 601
Itoh-Tsujii inversion algorithm, 62

Jacobi quartic model, 199
Jacobi symbol, 50
Jacobian matrix, 126
Jacobian variety, 140, 226
j-invariant, 169
joint sparse form, 244

k-algebraic set, 88
kangaroo method, 305
kangaroo, tame, 305
kangaroo, wild, 305
Karatsuba multiplication, 45, 509

KEM, 495
kernel, 172
kernel lattice, 362
kernel lattice modulo M , 362
key derivation function, 438
key encapsulation, 28
key encapsulation mechanism, 495
key only attack, 33
key transport, 28, 495
keyed hash function, 75
KeyGen, 30
known message attack, 33
Koblitz curves, 185
Korkine-Zolotarev reduced, 394
k-regular, 558
Kronecker substitution, 61
Kronecker symbol, 50, 559
Krull dimension, 105
Kruskal’s principle, 307
Kummer surface, 202

L-polynomial, 230
l-sum problem, 282
ℓ2-norm, 598
ℓa-norm, 598
ladder methods, 116
Lagrange-Gauss reduced, 366
large prime variation, 330
Las Vegas algorithm, 40
lattice, 357
lattice basis, 357, 362
lattice dimension, 357
lattice membership, 362
lattice rank, 357
l-bit string, 601
learning with errors, 415
least significant bit, 601
Legendre symbol, 50
length, 44, 238
Length of a Frobenius expansion, 245
linear change of variables, 93
linear congruential generator, 439, 479
linear map, 597
linearly equivalent, 138
Little O notation, 39
LLL algorithm, 375
LLL reduced, 370
local, 597
local properties of varieties, 123
local ring, 123
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localisation, 123, 597
loop shortening, 580
Lovász condition, 370
low Hamming weight DLP, 279
low-exponent RSA, 509
LSB, 601
LUC, 114, 116, 474
lunchtime attack, 32, 523
LWE, 415
LWE distribution, 414

MAC, 77
map, 589
match, 286
Maurer’s algorithm, 621
maximal ideal, 131, 596
McEliece cryptosystem, 417
McEliece encryption, 417
mean step size, 304
meet-in-the-middle attack, 318
Merkle-Damg̊ard construction, 77
Mersenne prime, 468
message authentication code, 77
message digest, 29
messages, 436
Mestre’s algorithm, 210
Miller function, 577
Miller-Rabin test, 262
Minkowski convex body theorem, 361
Minkowski theorem, 362
mixing time, 296
M(n), 46
mod, 589
model, 104
model for a curve, 127
modular curve, 553
modular exponentiation, 55
modular polynomial, 553
modular subset sum problem, 424
module, 590
monic, 591
Monte Carlo algorithm, 40
Montgomery model, 192
Montgomery multiplication, 52, 55
Montgomery reduction, 52
Montgomery representation, 52
morphism, 102
most significant bit, 467, 469
MOV/FR attack, 584
MSB, 469

MTI/A0 protocol, 444
multi-base representations, 244
multi-exponentiation, 242
multidimensional discrete logarithm prob-

lem, 278, 315
multiplicative group, 85
multiplicative subset, 597
Multiprime-RSA, 509
Mumford representation, 213, 214
Mumford theta divisor, 229

NAF, 238
naive Schnorr signatures, 481
nearly Ramanujan graph, 562
negligible, 41
Newton identities, 231
Newton iteration, 46, 47, 65
Newton root finding, 46
NFS, 332, 337
NIST primes, 53
Noetherian, 597
non-adjacent form, 238, 246
non-singular, 125, 126
non-uniform complexity, 39
norm, 111, 112, 153, 593, 595
norm map, 246
normal basis, 595
normalised isogeny, 550
noticeable, 41
n-torsion subgroup, 166
NTRU cryptosystem, 423
NTRU decryption failures, 423
NUCOMP, 220
Nullstellensatz, 133
number field sieve, 332, 337

OAEP, 537
Okamoto-Uchiyama scheme, 522
O(n), 38
Õ(n), 39
o(n), 39
one way encryption, 31
one-way function, 29, 424
one-way permutation, 29
optimal extension fields, 62
optimal normal basis, 62
optimal pairing, 581
oracle, 31, 42
oracle replay attack, 479
orbit, 85
order, 131, 159, 590, 600
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ordinary, 189, 233
original rho walk, 288
orthogonal, 598
orthogonal complement, 599
orthogonal matrix, 598
orthogonal projection, 384, 599
orthogonality defect, 360
orthogonalized parallelepiped, 420
orthonormal, 598
output distribution, 41, 438
output size, 38
overwhelming, 42
OWE, 31

p-subgroup problem, 638
padding scheme, 30
Paillier encryption, 521
pairing, 487
Pairing groups, 487
pairing inversion problem, 586
pairing-friendly curves, 587
parallel collision search, 318
parallel computing, 297
parameterised assumption, 488
parasitic solutions, 431
passive attack, 32, 33, 436
path, 558
path in a graph, 558
Pell’s equation, 50
perfect adversary, 32
perfect algorithm, 40
perfect field, 594
perfect oracle, 42
π-adic expansions, 245
π-NAF, 246
place of a function field, 146
plane curve, 127
Pohlig-Hellman, 270
Poincaré reducibility theorem, 226
point at infinity, 128
pointed curve, 168
points at infinity, 206
pole, 132
Pollard kangaroo method, discrete logarithms,

303
Pollard rho algorithm, factoring, 320
Pollard rho pseudorandom walk, factoring,

320
Pollard’s FFT continuation, 266
polynomial basis, 595

polynomial-time, 39
polynomial-time equivalent, 43
polynomial-time reduction, 43
p-rank, 233
preimage-resistance, 75, 438
primality certificate, 264
primality test, 261
prime, 590
prime divisor, 214, 343
prime number theorem, 263
primitive, 109
primitive element theorem, 594
principal divisor, 136
principal ideal, 596
private key, 28
probable prime, 263
processors, 297
product discrete logarithm problem, 278
product tree, 69
projective algebraic set, 92
projective closure, 95
projective hyperelliptic equation, 207
projective line, 91
projective plane, 91
projective space, 91
projective variety, 96
pseudoprime, 261
pseudorandom, 288
PSS, 532
public key cryptography, 28
public key identification scheme, 477
pullback, 103, 150
purely inseparable, 593
pushforward, 151

q-SDH, 488
q-strong Diffie-Hellman problem, 488
quadratic non-residue, 50
Quadratic reciprocity, 51
quadratic residue, 50, 595
quadratic sieve, 329
quadratic twist, 171, 194, 210
quotient, 85

Rabin cryptosystem, 513
Rabin-Williams cryptosystem, 516
radical, 596
Ramanujan graph, 561, 563
ramification index, 149
ramified model of a hyperelliptic curve, 206
ramified place, 206
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random oracle model, 78
random self-reducible, 43
random variable, 602
randomised, 39
randomised algorithm, 39
randomised encryption, 30
randomised padding scheme, 507
randomness extraction, 257
rank, 591, 597
rational, 112
rational functions, 98
rational map, 100, 101
Rational parameterisation, 117
rational points, 88
real hyperelliptic curve, 206
real or random security, 444
reduced, 218, 222
reduced divisor, 220
reduced Tate-Lichtenbaum pairing, 578
reducible, 96
reduction, 43
redundancy in message for Rabin, 514
regular, 99, 100
regulator, 225
relation, 325
reliable, 42
reliable oracle, 44
repeat, 286
representation problem, 278
residue degree, 148
Residue number arithmetic, 46
restriction, 148
resultant, 592
rewinding attack, 479
rho algorithm, discrete logarithms, 287
rho graph, 296
rho walks, 288
Riemann hypothesis for elliptic curves, 184
Riemann zeta function, 291
Riemann-Roch space, 154
ring class field, 187
ring of integers, 600
Rivest, R. L., 487
Robin Hood, 318
root of unity, 109
RSA, 507
RSA for paranoids, 510
RSA problem, 511
RSA-PRIVATE-KEY, 512

SAEP, 538

safe prime, 259, 264, 508
Sakurai, K., 522
Sato-Tate distribution, 200
Schnorr identification scheme, 478
Schnorr signature scheme, 480
Schönhage-Strassen multiplication, 45
second stage, 266
second-preimage-resistance, 75
security parameter, 30, 41
security properties, 31
selective forgery, 33
self-corrector, 44
Selfridge-Miller-Rabin test, 262
semantic security, 31
semi-reduced divisor, 212
semi-textbook Elgamal encryption, 438
separable, 146, 172, 593
separable degree, 146
separating element, 156
separating variable, 156
Serial computing, 297
server, 297
session key, 436
set of RSA moduli, 511
SETI, 297
short Weierstrass form, 128
shortest vector problem (SVP), 362
sieving, 329
signature forgery, 34
signature scheme, 33
simple, 226
simple zero, 131
simultaneous Diophantine approximation, 428
simultaneous Diophantine approximation prob-

lem, 412
simultaneous modular inversion, 53
simultaneous multiple exponentiation, 242
simultaneously hard bits, 468
singular, 125
singular point, 126
sliding window methods, 56
small private exponent RSA, 527
small public RSA exponent, 509
small subgroup attacks, 441
smooth, 125, 330, 344
smooth divisor, 343
Smooth integers, 265
smooth polynomial, 337
SNFS, 342
snowball algorithm, 71
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Soft O notation, 39
Solinas, J. A., 247
Sophie-Germain prime, 259, 264, 508
sparse matrix, 55, 329
special q-descent, 339
special function field sieve, 342
special number field sieve, 332, 342
split an integer, 63
split Jacobian, 227
split model of a hyperelliptic curve, 206
split place, 206
splits, 261
splitting system, 280
SQRT-MOD-N, 517
square, 595
square-and-multiply, 55
Square-DH, 448
square-free, 63
SSL, 28
Standard continuation, 266
standard model, 78
Stark’s algorithm, 556
static Diffie-Hellman key exchange, 438
static Diffie-Hellman problem, 452
Static-DH oracle, 465
statistical distance, 603
statistically close, 603
Stirling’s approximation to the factorial, 601
Stolarsky conjecture, 57
strong Diffie-Hellman (Strong-DH), 496
strong forgery, 34
strong prime, 264, 508
strong prime test, 262
STRONG-RSA, 513
strongly B-smooth, 265
subexponential, 324
subexponential function, 324
subexponential-time, 39
subexponential-time reduction, 43
subgroup generated by g, 590
sublattice, 357
subvariety, 96
succeeds, 42
success probability, 42
successful adversary, 32, 437
successive minima, 360
summation polynomials, 347
superpolynomial-time, 39
supersingular, 185, 189, 233
support, 134

surface, 564
system parameters, 439, 477

tail, 289
Takagi-RSA, 510
target message forgery, 33
target-collision-resistant, 76
Tate isogeny theorem, 179, 557, 560
Tate module, 182
Tate’s isogeny theorem, 232
Tate-Lichtenbaum pairing, 576
tau-adic expansions, 245
tensor product, 591
textbook Elgamal public key encryption, 438
textbook RSA, 28
three-kangaroo algorithm, 308
tight security reduction, 532
TLS, 28
Tonelli-Shanks algorithm, 58
Toom-Cook multiplication, 45
tori, 474
torsion-free module, 174
torus based cryptography, 109, 112
total break, 31, 33
total degree, 591
total variation, 603
trace, 85, 114, 183, 593, 595
trace based cryptography, 109
trace of Frobenius, 183
trace polynomial, 64
transcendence basis, 593
transcendence degree, 593
transcendental, 593
translation, 124
transpose, 597
trapdoor, 29
trapdoor one-way permutation, 29
trial division, 261
trivial twist, 171
tunable balancing of RSA, 510
twist, 171
twisted Edwards model, 196

UF, 33
UF-CMA, 34
Unified elliptic curve addition, 166
uniform complexity, 39
uniform distribution, 601
uniformizer, 129
uniformizing parameter, 129
unimodular matrix, 358, 600
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unique factorisation domain, 590
unramified, 149, 173
unreliable, 42
unreliable oracle, 44
useless cycles, 302

valuation ring, 131
value, 99
value of a function, 99
variable base, 237, 243
Verschiebung, 177
vertex boundary, 561
volcano, 565
volume, 358
Vélu’s formulae, 547

Wagner algorithm, 393
weak chosen-message attack, 487
Weierstrass equation, 127
weight, 240
Weight of a Frobenius expansion, 245
weighted projective hyperelliptic equation,

204
weighted projective space, 96, 204
weights, 424
Weil bounds, 231
Weil descent, 346
Weil pairing, 258, 574
Weil reciprocity, 573
Weil restriction of scalars, 106, 111
width-w non-adjacent form, 241
Wiener attack, 527
Williams, 515
Williams integer, 515, 532
window length, 56
window methods, 56
worst-case complexity, 39, 40

Xedni calculus, 351
XOR, 601
XTR, 119, 474
XTR cryptosystem, 120
XTR representation, 119

Zariski topology, 93
zero, 92, 99
zero isogeny, 172
zeta function, 230


